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|The following reflects the fi ndmgs of the Depanment
of Public Health during a complainy/breach event

visit 1 | Patient specific Action: ,
ol ke it : ~Aletter was sent to the patienton | 9/4/14
Complaint intake Numiber; : ]
| CAOD380234 - Substantisted - 12/9/13 apologizing for the breach
of his PHI by the physician and
|Representing the Department of Public Health: 1 explaining what actions were taken.

|Surveyor 10# 32860, HEEN

The inspection was limited to the specific facility Potential’Populatian Effect:

event mve::!tga&ed and does not represent the
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Hindings of a full inspestion of the faciity. This type of breach could oceu
with future patients if the

|Health and Safoty ‘Code Sedtion  1280,15(2) A | physician is not sensitiveand

|clinic, health facility, home Hheslth agency, or “aware of what information can'be
hospice liconsed ‘pursuant ‘to Section 1204, 1260, j . shared with family members even
H725. or {748shall  prevent  unfawiyl  or | L T e e -

unauthorized aceass o, and use o discivéure of; L: : ‘ o zm;vﬁ?aerg_egncy,szt'g:‘mon.The‘
|patiets'  medical information, as  defined i “physician was edugamm on ]
{subdivision (g} .of Section 56.05 of the Civil Code - 11727/ HbYthc Privacy Officer !

and consistont wilh  Section 130203, The - + about the privacy regulations and
departrnent,  after mvesngazeon, may [assess -an what can be shared with f mni)f
administrative-- pemalgy for @ violation ‘of thm soction

1of up. to tWenty-five thousand dollars ($25,000) per ‘members even in an mwgwt
patient. whose medical informatian wag un!awfuuy i situation.

or  withait authorization  bocessed, ‘used, or | "
i disclosed, - and up to sevemeen thousand five |
hundnad Mollars (517,500) per subsequant
occurrence  of unfawlul or unauthorized * accass, -
use, of .disclosure of thal pationts' medical |
information, S
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Activons:
: I Privacy officer immediately ;
{a) A clinic, health fagility, home:health agcrtw or. discussed situation with physician and 9i4/14
Lhospice licansed pumu*mt to Section 1204, 1250, provided one on one education related to
1725, or 1745 shall prevent Galawful or unauthaﬂzcsd( - Privacy regulations, what is considered
- ECCEsS to, .and. uge  or disclosure of pa“enm. ’i“otﬁktkd f‘tf.'ﬁhh lnf()nﬂﬁll(}ﬂ di\d thl h\ﬁ
medical information. as defined in subdivision (g) of. be shared with family members.without the
| Saction 56.08 of the Civil Coda and consistent with ‘;Jalzc.mbpf_mnmcm Ome on one. cduc.ltkm
Section 130203, The department, after occurred 11/27/13.
investigation. may, assess an administralive . penalty . P2, Complainant was notified by
jfm’ F>1 vaofatﬂ)n Qf ll'm, c;tgon of up iq [wemy fiver | §‘p}wrm that [h&slllmiwn W;Lbbtmj‘., s reviewed 9[4/ {4
thousand datlars $: f;{ju) per  palient W';,dgé{ | and that the complaint was being addressed -
medtcai information w unlawfully ¢ wrthouz' with the physician.
authorization accessed, Used,. or disciosed, and up . A Physician counseled sbiout ! 9/4/14
{ta  sovonteen. thousand five  hundrod  dollars | | situation by the Privacy Officer TR
($17,500). per subsequent occurrence of unlawldl o N
junauthorized access; use, or disclosure of that i Monitoring:
i patients” medical mformalxort ‘For ‘purposes. of ‘the b Conplaints agduxsl involved 94f14
mwstlga&lm the (fElelf‘i’lent shatl consider the: | physician mmulurui from 12/ 1Y untit
| elinic’s, health. | L, agencies, or hogplc,e . | AF0HA Lo seedf any further p prw&cy :
history of -compliance thh fhis: section and other. breaches were reported, /4714
rolatod stale “any federal siatutes and regufations, 2 No additional privacy breaches 7777
the extent to. which the faclity detested. violations s ; noted for this physiciars,
and look preventative action’ fo immediately correct ; o
and preveat’ past wc&;{;oﬂs from -recurring, and Integration into QA System:
{factors oufside Hs control that restricted the | This information is shared through the i Y44
facilfty's abrluy to comply wilh this section. Thgi - Muedical Staff Quahty Jmpmumcm process-
§depaﬁmem shall have fult dimeuan toconsider all: i and the mumlormg foradditiénal incidents |
factors  when daﬁermnnmg lhe .zmmmt gb an Fowould bow part of the pbymmnwng&)mg
‘administrative penally pursaant ta Hhig %ec!mn o Periodic Performance Bealution, T this
, 4 case noadditional incident ocedrred.
Based on inteniew and document reviow, the: f
Inospital failed to ‘safeguard. the private “hoalth | 't Responsible Person:
information for ‘one  palient. ‘when that hatient's. [Dnmtorhwmmb‘A«.cmht,nmn Privagy
information was_broadcasl -over the: phone by the- [ Officer :
conisulting phycman : i
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{eome to

“slaepmg and sher Bad no- intention of waking *hom

iPatient T'and. yefled ‘at: Famiy Member 2,

| bim or not?”

| During
Adrministrato

{incident rose. to the
1health.
|after she spoke with Admm:amator B,
realized the erfor of his cominent, but he was cmly

.l,

| Findings:

roommate’ could get lo work,

Hurther indicaled (hat Administator B realized the

Ouring an interview on 0225114 at  3:15pam,
Family Mamber 2 stated. “het brother (Pationt 1)
want 1o the facility's Cmergency Room for care and
while “he was ‘thare 'he ‘called ‘hor. The- time of the

call was 4am., snd his request was for her ot
the nospﬂai pick up his “keys and
transport his truck back to his home -so his |
Eamily Member 2 |
furthor stated her two small children were still :
up o orun. an. erraﬂd mr her bro!her According 1o
Eamily Member 2, when she sald 3“N0 " they began
fo-argue. “Then suddenly, another voide was on the
phone whon Administrator -B. fook the phone from
"Your |
brother -is havmg & life.aad death situation here, He |
has had aherection all- day. Are.you going.to help ©:

on. 02/28/14 a8t  dpam |
 the camplaml was received

ly - mambm‘ Ahie !elt
level of- 8 bmach of perwral ;
Administrator A also  stated, |
th')f he ¢

an

frof. Pa ent

information;

trymg to gettreadment done for Patient 1.

Review of facility documents on 07/07/14. indicated
that Patient 1wss: notified of (he breach of
protected health; mfmmation by mad The letter’

the |-

|
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