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The foliowing refiects the findings of the Department
of Public Health during a complaint/breach event
visit.

Complaint Intake Number
CAQD0392581 - Substantiated
f lﬂ\ 5

Representing the Department of Public Health j' 49
Surveyor ID # 22930, HFEN ‘

The inspection was limited to the specific facility
event investigated and does nol represent the
findings of a full inspection of the facility

Event IDJCGU11 9/29/2016 9.40 40AM

LABORATORY D(%,ﬁs/() o ELWWATWES SIGNATURE TITLE (X6) DATE
Compliance Director November 18, 2016

By sigring this document | am acknowledging racept of the entire citation packst Pagetsi 1 thru 10

Any deficiency statement enging with an astenisk (") denotes a deficiency which the mstilution may be excused from cormectng providing 1t s determined
that other sateguards prowide sufficient protecton fo the patients  Except for nursing homes the hindings above are disciosable 90 days tollowing the date
of survay whether or not a pian of correction s providec  For nursing homes the atove findings and plans of correction are disclosatie 14 days followiog
the date these documents are made avaiadle 1o the fackty If deficiencies are cited an approved pian of correctan s requisite 1o continued program

parucipation
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‘Health and Safety Code Section 1280.15(a) A
clinic, health facility, home health agency, or
‘hospice licensed pursuant to Section 1204, 1250,
1728, or 1745 shall prevent unlawful or
iunauthorized access to, and use or disclosure of,
. patients’ medical information, as defined in Section
:56.05 of the Civil Coda and consistent with Section
11280.18. For purposes of this section, internal
. paper recards, électronic mail, or facsimile
{transmissions inadvertently misdirected within the
. same faclility or health care’system within the
{course of coordinating care or delivering services
I shall not constitute unauthorized access to, or use
i or disclosure of, a patient's medical information.
"The department, after investigation, may assess an
‘administrative penalty for a violation of this saction
sof up to twenty-five thousand dollars ($25,000) per
i patient whose medical information was unlawfully
“or without authorization accessed, used, or
idisclosed, and up to seventeen thousand five
‘hundred dollars (317.500) per subsequent
‘oceurrence of uniawful or unauthorized access,
use, or disclosure of that patient's medical
| information. For purposes of the investigation, the
idepartment shall consider the clinic's, health
i facility's, agency's, or hospice's history of
?ccmpliance with this section and other related
%state and federal statutes and regulations, the
[extent to which the facility detected violations and
i took preventative action to immediately correct and
i prevent past violations from recurring, and factars
joutside its control that restricted the facility's
“ability to comply with this section. The department
shall have full discretion to consider all factors
when determining whether to investigate and the

§This Plan of Correction constitutes my
‘written allegation of compliance for the
deficiencies cites, However, submission of
‘this Plan of Correction is not an admission
or agreement by the provider of the facts
alleged or conclusion set for on the
statement of deficiency. This Plan of
jCorrection is submitted to meet
‘requirements established by state and
federal law.

%This organization proactively protects

ithe confidentiality and privacy of all
ipatient information and provides ;
gtraining to workforce members on its

‘privacy policies in an unceasing effort :

‘to improve and safeguard the information

‘of patients. The SMAPI involved attended 9 /30/2013
training, and orientation to the specific job -

duties-and responsibilities to protect the

confidentiality of patient health information

as well as signed an attestation to comply

with the requirements as cited in this

facility's Workstation Use and Non-

Disclosure Agreement, Corporate :
Compliance Handbook and Code of Conduct.

| 9/30/2013

i

:All employees are required to sign a HIPAA
‘Privacy Security Agreement prior to

‘receiving their unique credentials for

‘accessing this facilities computer resources.

Responsible Person: Chief Information

-Officer

Event ID:JCSU

972912016
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amount of an administrative penalty, if any,
pursuant to this section.

. Health and Safety Code section 1280.15,
subdivision (a) provides that a clinic, health facility,
home health agency, or hospice licensed pursuant
to Section 1204, 1250, 1725, or 1745 shall prevent
uniawful or unauthorized access to, and use or
disclosure of, patients' medical information, as

- defined in subdivision (g) of Section 56.05 of the

: Civil Cade and consistent with Section 1280.18.

. For purposes of this section, internal paper records,

electronic mail, or facsimile transmissions
inadvertently misdirected within the same facility or
- health care system within the course of
coordinating care of delivering services shall not
- constitute unauthorized access to, or use or
disclosure of, a patient's medical information The
i department, after investigation, may assess an
' administrative penalty for a violation of this section
: of up to twenty-five thousand dollars ($25,000) per
patient whose medication information was
untawfully or without authorization accessed. used,
or disclosed, and up to seventesn thousand five
hundred doflars ($17,500) per subsequent
occurrence of unlawful or unauthorized access,
“use, or disclosure of that patient's medical
“information. For purposes of the investigation, the
- department shall consider the clinic's, health
facility's, agency's, or hospice's history of
' compliance with this section and other related state
“and federal statutes and regulations, the extent to
which the facility detected violations and took
preventative action to immediately correct and

. Immediate Measure and Corrective Act(:’l/zz/zom

Patientl, Patient2, Patient3 were notifi
via telephone to explain and apologize.

-|dentity theft and credit monitoring

services were offered for a period of two

‘years.

Responsible Person: Compliance Officer
Immediate Measure and Corrective Action:
SMAPI's access to this facility's electronic
health record system was immediately
suspended to prevent further access to the
medical records of Patientl, Patient2, and
Patient3, or any other patient.

Responsible Persons: Chief of Operations
and the Chief Information Officer.
Immediate Measure and Corrective Action:
SMAPI was immediately terminated from
employment tasks and duties.

1/22/2014

1/22/2014

‘Responsible Person: Chief of Operations

Immediate Measure and Corrective Action: :1/29/2014
The RN Nurse Supervisor met with facility

staff to reinforce the importance of HIPAA

and specifically that access to information

is for authorized purposes only.

Responsible Person: RN Supervisor

Event ID:JCOU11 9/29/2016

9:40:40AM

State-2587

Page 3 of 10




CALIFORNIA HEALTH AND HUMAN SERVICES AGENCY
DEPARTMENT OF PUBLIC HEALTH

STATEMENT OF DEFICIENCIES {X1) PROVIDER/SUPPLIERICLIA {X2) MULTIPLE CONSTRUCTION {X3) DATE SURVEY
AND PLAN OF CORRECTION IDENTIFICATION NUMBER COMPLETED
A BUILDING
B WING 09/29/2015
NAME OF PROVIDER OR SUPPLIER STREET ADDRESS CITY STATE ZIP CODE
Clinicas de Salud del Pueblo, inc. 900 Main St, Brawley, CA 92227-2630 IMPERIAL COUNTY
(X4 10y SUMMARY STATEMENT OF DEFICIENCIES 5} PROVIDER'S PLAN OF CORRECTION (X5}
PREFIX (EAGH DEFICIENCY MUST BE PRECEEDED BY FULL PREFIX (EACH CORRECTIVE ACTION SHOULD BE CROSS- COMPLETE
REGULATORY OR LSC IDENTIFYING INFORMATIONS TAG

A |

REFERENCED TO THE APPROPRIATE DEFICIENCY) DATE

prevent past violations from recurring, and factors
outside its control that restricted the facility's ability
to comply with this section. The department shall
_have full discretion to consider all factors when
: determining whether to investigate and the amount
! of an administrative penalty, if any, pursuant to this
Y section.

fThe above regulation was not met as evidenced by:

Based on interview and record review, the facility

i failed to ensure that patient medical records were

kept confidential and health information was

' protected for three sampled patients (Patients 1, 2,

{and 3) when Patient 1, Patient 2, and Patient 3's.

: medical information was accessed and reviewed by

- one student medical assistant/phlebotomist intern

: (SMAPIy who was not directly involved with any of

[ the patients’ care and did not have a professional

f purpose fo access the records. The failure to

| protect each patient's medical information led to a

 violation of the patients' rights and permitted

"unauthorized access to the patients' medical
information.

Findings:

On &/5/14 at 11:15 A.M., the surveyor entered the
clinic to conduct an investigation on the reported
breach of medical information by a healthcare
worker. According to the Chief Operation Officer
(COO) and Registered Nurse (RN) 1, the clinic was
made aware of the breach when Patient 1 filed &

-responsibility to access information per
jregulations and this facility's policy. The
§purpose was to remind and bring awareness:
to disciplinary action including termination ;
for noncompliance. ;
‘HIPAA topics are sent via email to all staff
‘periodically.

‘Responsible Person: Compliance Officer

Immediate Measure and Corrective Action: ; 2/5/2014,
‘All workforce members were re-educated = 4/8/2014,

via e-mail on HIPAA requirements and i and
| 5/7/2014

;f.lmmediate Measure and Corrective Action: ‘ 5/9/2014
‘All workforce members were mandated to |
‘demonstrate understanding and compliance.

with HIPAA Privacy by acknowledging
reading and receipt with their respective

signatures on forms titled "HIPAA Privacy/ |
Security Agreement for Members of the |

Workforce" and the "HIPAA Confidentiality

‘Pledge.” Both documents attached for your

review,

‘Responsible person: Compliance Officer

Event ID:JCOU11

9/29/2016

9:40:40AM
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Corrective Action: Corrective Action é’ 5/9/2014
“complaint about the unauthorized access. RN 1 iwas taken to identify potential :
stated the clinic had received a report from the unauthorized access to medical records.
Information Technology (IT) department to confirm : ;
. The RN supervisor conducted daily rando
that SMAPI had accessed the confidential medical . 2 v : m
information of Patient's 1, 2, and 3 on numerous audits of EHR access. The RN Supervisor
occasions. RN 1 stated that during an ‘observed and reported that all staff
investigation it was determined that SMAP| had no randomly audited produced no findings
rel;tuonshnp or neeq to access the PHI_ ofthose of unauthorized access. The outcome of the |
 patients; therefore, it was an unauthorized access di h h .
- of patients’ medical information. The CQO stated [audis weresthat no Ot' er pat'lent records
"that all students went through the process of a were affected. The daily audits were
_newly hired employee. She stated that the conducted for 30 days with no findings of
electlronic heaith rec;ord's s;;stem tragked the 'unauthorized access.
i ; ; exact date an i ; :
emp’oyee & narne, Ui exact daie and tbe ims & Responsible Person: RN Supervisor
chart has been accessed.
L i res:
An interview and joint review of the IT audit results Correctlve.Measu es ; 5/9/2014
with the Corporate Compliance Officer (CCO) was ‘RN supervisors and managers are i
conducted on 5/5/14 at 12:30 P.M. The CCO to monitor access of the EHR system audit
st;ted th‘at Oﬂ‘ 1/21/114 at 300 P.M., Patient 1 left a [ogs‘ Monitoring access will ldentlfy areas
vqceman tofile a con‘\plae‘nt relatgd to unauthorized .of concern and ensure that unauthorized
| disclosure of the medical information for Patients' 1, m
2, and 3. According to the CCO, Patient 1 reported Aceess Will nok recur,
_that the disclosure was identified when an Responsible Person: RN Supervisor
i estranged family member questioned the purpose
. of numerous clinic visits for Patients' 1, 2, and 3.
The following list the audit results of the
; unauthorized access by SMAPI:
Patient 1's medical information had been
_accessed
* On 11/7/13 at 1:47 P.M., three times.
i*On 12/6/13 at 2:47 P.M., four times. :
* On 12/10/13 at 8:34 A M., three times. (+ -,‘
Event ID:JCOU11 9/29/2016 9:40:40AM
Page 5 of 10
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; ' Effective May 9, 2014, the Corporate . 5/9/2014
'+ On 12/27/13 at 3:48 P.M., three times. - Quality Assurance committee comprised
* On 1710714 at 3:45 P.M.. four times. “of the CMO, RN Supervisor, Clinic
f o g " Administrator, COO, CCO, and Medical
Patient 1's medical information that was accesse , . .
; . ; sistant Le men
by the SMAP! included a History and Physical i i ad implemented fmder the
(H&P), dated 12/20/12, which contained history of supervision of the RN Supervisor to
present iliness, past medical and surgical monitor appropriate access of patient
- procedures, diagnostic tests, gynecological (female health records. The RN Supervisor or
:, feproductxve sy;tem) and obstetric (childbirth) designated quality assurance
“information, social history, a review of systems, ; . . .
- skin findings. screening summary, vital signs., ‘ representative will perform the following
" medications to include dose, route and frequency, systemic changes: randomly checking the
; allergies, labs, diagnostic services, visit type, and “appropriate access of workforce members
date of birth. “using the EHR Event Audit log. i
Patient 2's medical information had been Any deficiencies will be corrected and will be
accessed: reported immediately to the appropriate
agency. All staff is encouraged and
On 12/10/13 at 11.08 A M., three tfmes. mandated per policy to report suspected
*On 12/10/13 at 11:09 A M., three times. ivit
* On 12/10/13 at 11:29 A M., three times HEBVE:
* On 12/11/13 at 1:13 P.M., four times. 2 RN Supervisors and lead team members
" 0On 1/3/14 at 3:33 P.M.. three times. [+ will also survey computer use of clinical
o staff in person and at random to ensure
- Patient 2's medical information that was accessed that staff is only accessing patient
by the SMAPI included a History and Physical . ) Y g p. :
(H&P), dated 12/10/13, which contained history of information that they need in order to
present illness, medications, allergies, review of perform their job duties. Compliance and
‘ syste_ms. vital signs, weight, screening summary, outcome of random in-person surveys will
‘phySIcaI exam, assessment, p?a_n. referral to ‘ be reported to the COO and CQl Team
- dermatology (a branch of medicine concerned with . .
“the diagnosis and treatment of skin disorders), and Responsible Person: RN Supervisor and
‘name of provider. coo
Patient 3's medical information had been
Event ID:JCOU 1 9/29/2016 9:40:40AM
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“accessed:

*On12/1113 at 1:13 P.M., four times
*On12/1113 at 1:14 P.M., six times.

:* On 1/10/14 at 12:01 P.M., four times.
*On 1/20/14 at 2:42 P.M., three times.

. name, visit type and date of birth.

* On 12/11/13 at 1:11 P.M., three times.

*On 12/12/13 at 4:20 P.M., three times.
*On 12/19/13 at 11:38 A M., four times.

gThe RN Supervisor and COO are

' 5/9/2014

responsible for ensuring the auditing i
process is completed and that compliance ls

‘sustained.

Responsible Person:RN Supervisor and

Chief of Operations

[+

Patient 3's medical information that was accessed
by the SMAPI included an H&P, dated 12/10/13,
; which contained a history of present iliness, family
“history, pediatric social history, active medications
' to include medication name, dose, route and
frequency, allergies, review of systems, vital signs,
i screening summary, physical exam findings,
- assessment, plan, referrals, nurse practitioner

- On 5/5/14 at 12:30 P.M.. a review of the clinic's
- form titted Workstation Use and Non-Disclosure
' Agreement dated 7/8/09, indicated, in part, "All
persons accessing [clinic's name] information
. systems must recognize their responsibility in
‘ensuring the privacy and security of "confidential
“information” in their trust. Therefore, each person
" being granted access to [clinic’'s name] systems
. must read and comply with all [clinic’'s name]
 Policies. As a condition to receiving access to
information, I, the undersigned, agree to comply
with the following terms: 3. | will not access
information that | am not legally authorized to,
“including by not limited to information about any

Event ID:JCOU11

9/29/2016 9:40:40AM
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: family member, friend or co-worker. 5. | will not
ccess or request data on patients for whom | have
: not clinical/professional relationship and/or

! legitimate [clinic's name] business purpose,” and

! this agreement was signed by SMAPI on 9/30/13.

| A review of the clinic's policy titled "Confidentiality

i Policy”, dated 10/11/12, was conducted. The

; policy's purpose stipulated "To protect 'confidential

“information’ that is critical to [clinic name],

{operations. Confidential information includes. but is

. not limited to, financial information, patient

; identifiable information, employee identifiable

i information, intellectual property, financially

¢ nonpublic information, contractual information, any

- information of a competitive advantage nature, and

s from any source or in any form (i.e. paper magnetic

: or pptical media, conversations, film, efc.), may be

‘ considered confidential. The value and sensitivity of

tinformation 1§ protected by law and by the sirict

{ policies of [clinic name]. The intent of these laws
and policias is to assure that confidential

- information will remain confidential throughits

collection, use, storage, and destruction within

“[clinic name)." The policy indicated that "All board

. members, officers, employges, contractors,

' volunteers, students and others with privileges at
[clinic name] are responsible for protecting the
privacy and security of all confidential infarmation

i handled, learned, heard or viewed in the course of

. histher work or association with [clinic name].

: Both the CCO and the COO acknowledged that
i Patients 1, 2, and 3's medical information had not
been kept confidential when SMAPI accessed each

Event 1D:JCOU11 9/29/2016

9:40:40AM
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- patient's EHR without prier authorization or having a
| professional need.

‘A telephone interview with the Chief Executive

Officer (CEQ) was conducted on 11/10/14 at 10:50
AM. The CEO acknowledged that Patients 1, 2,

. and 3's medical information had not been kept

confidential when SMAPI accessed each patient's

; EHR without prior authorization or having a
. professional need.

A telephone interview with Patient 1 was conducted
on 11/10/14 at 3:10 P.M. Patient 1 stated she had
a suspicion when an estranged family member

- called to inquire about a recent visit to the clinic for

Patient 3 According to Patient 1, a second
incident occurred sometime in January 2014.

. Patient 1 stated during the second incident SMAPI
"had been observed in the lab when the patient took

Patient 3 to the clinic for blood work. Per Patient
1, 30 minutes after they left the clinic, the

estrangead family member called to ask what was
wrong with Patient 3 and what was the reason for

;iblood work. At that point, Patient 1 stated it was
i confirmed that SMAPI had disclosed patient

medical information without authorization. Patient
1 stated that patient medical information had also
been disclosed to a childhoed friend who reported
the information to the patient. Patient 1 then feared

" that SMAPI had disclosed this medical information
i to other people in the community. Patient 1 further
"stated felt the unauthorized access was unfair, not

right, and their rights had been violated especially
since all three patients' medical information had

“been disclosed to additional people in the

\\(o‘r S\ﬂfﬂ’

uoSU‘Z’( 'er;\’@

Event ID:JCOU11
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community.
:On 9/29/15 at 3:45 P.M., an exit conference call
i was held with the CCO. The CCO acknowledged
i that a medical information breach had occurred
when the SMAP! accessed and viewed Patients 1, :
{2, and 3's medical information without prior
authorization and a business need. i
; i
|
1 H
! i
| : i
;
| ;
| s
Event ID;,JC8U 11 9/29/2016 9:40:40AM
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