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SECURITY AND CONFIDENTIALITY ACKNOWLEDGEMENT
I have read the Information Security Policy (Public Health Administrative Manual (PHAM) Chapter 9-1000) and the Privacy Policy (PHAM Chapter 11-4000), and will comply with the security and privacy requirements indicated in both policies.  Also, I understand the need to:

1. Exercise due care to preserve information integrity and confidentiality.
2. Treat passwords as confidential information and do not share them with anyone.
3. Take reasonable precautions to ensure the protection of CDPH information from unauthorized access or destruction.
4. Conduct all Internet and/or E-mail activities in a professional, lawful, and ethical manner, including the use of and development of content for the Internet.

5. Use CDPH information and resources for CDPH business purposes.  
6. Download and/or copy only the minimum amount of information required to perform necessary business functions.

7. Encrypt all electronic files that contain Department information when stored on any removable media type device (i.e. USB thumb drives, floppies, CD/DVD, tape backup, etc.)

8. Notify my supervisor and the CDPH Information Security Office of a possible or actual information security incident including, but not limited to:
a. Theft, loss, damage, unauthorized destruction, unauthorized modification, misuse, or unintentional or inappropriate release of any CDPH classified data or Protected Health Information (PHI). (Refer to HAM Section 6-1050 for definition of “classified” and “PHI”.)
b. Inappropriate Use & Unauthorized Access - This includes actions of State employees and/or non-State individuals that involve tampering, interference, damage, or unauthorized access to State computer data and computer systems. Examples are:  successful virus attacks, website defacements, server compromises, and denial of service attacks.

c. Equipment - Theft, damage, destruction, or loss of State-owned Information Technology (IT) equipment, including mobile computing devices, or any electronic devices containing or storing confidential, sensitive, or personal data.

d. Computer Crime - Use of a State information asset in commission of a crime. 
e. Any other incident that violates the Department’s Information Privacy and Security Policy.
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