
MICROSOFT OFFICE 365 ENCRYPTION – RETRIEVING MY EMAILS 

The information that you are about to receive from the California Department of Public Health (CDPH) is considered confidential. 
Due to the nature of the content, the email will be sent as a secure email and is encrypted. In order to view the information 
contained in the email, you will need to unencrypt the message. This guide will walk you through the process of retrieving your 
secure email from CDPH using the Microsoft Office 365 Encryption. 

Before getting started… 

If you know that you should be receiving a secure email message from CDPH, but have not yet seen it in your mailbox, 
please check your spam folder.  

RETRIEVING THE ‘MESSAGE.HTML’ 

1. Once message is identified in mailbox, open the email. 

 
2. Save (download) and open the attachment “message.html.” 

 
 
 
 
 
 
 
 



 
 
 

3. Once the attachment “message.html” is open, you can either select “Sign In” or “Use a one-time passcode.” 

Sign In: Create a Microsoft account to view your message. This involves a registration process. 

Use a one-time passcode: You will be emailed a one-time passcode which can be used to retrieve your message. 

 

OPTION A: SIGN IN (SET-UP AN ACCOUNT) 

1. After selecting “Sign In” Microsoft will look to see if you have an existing account. If you do, you can go ahead and sign in to 
view your message. If not, you will receive a message “We didn’t find a Microsoft account for YOUR EMAIL.” Select “Create 
a Microsoft account for YOUR EMAIL.” 

 

 



 
 

2. Fill out the required information and then click “Create account.” 

  
3. Once you click “Create account” go back to your email to retrieve the account creation confirmation email.  

 

 
 
 



 
 

4. Click the link “Verify YOUR EMAIL” and you will receive a confirmation “Ready to go!” 

 

 
5. Now that your account is setup, open up the original “Message.html.” This can be retrieved from where you saved the 

“Message.html” file or from the original encrypted email. 
6. Click “Sign In.” You will either be automatically signed in and taken to your message or you may have to enter the new 

credentials that you just created.  

 
You can now view the message.  
 
 



 OPTION B: USE A ONE-TIME PASSCODE 

1. Select “Use a one-time passcode.” An email will be sent to your email address and you will receive a confirmation “We sent 
a passcode to YOUR EMAIL.” 

  
2. Retrieve the passcode email from your mailbox.

 
3. Copy the PASSCODE contained in your email. 

 
4. Paste the PASSCODE in the “Passcode” field and click “Continue.” 



 
You can now view the message. 
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