MICROSOFT OFFICE 365 ENCRYPTION — RETRIEVING MY EMAILS

The information that you are about to receive from the California Department of Public Health (CDPH) is considered confidential.
Due to the nature of the content, the email will be sent as a secure email and is encrypted. In order to view the information
contained in the email, you will need to unencrypt the message. This guide will walk you through the process of retrieving your
secure email from CDPH using the Microsoft Office 365 Encryption.

Before getting started...

If you know that you should be receiving a secure email message from CDPH, but have not yet seen it in your mailbox,
L please check your spam folder.

RETRIEVING THE ‘MESSAGE.HTML’

1. Once message is identified in mailbox, open the email.
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2. Save (download) and open the attachment “message.htm

Google ES

Gmail - “ (] [ ] - % - More =
CDPH SharePoint New User Registration [secure] imbox x
Inbox
No-Reply@cdph.ca.gov @ 11:44 AM (2 hours ago)
Starred tome |~
Sent Mail This email message and its attachments are for the sale use of the intended recipient or recipients and may

contain confidential information. If you have received this email in error, please notify the sender and delete
this message

More » To view your message

Save and open the attachment (message htmi), and follow the instructions.

sign in using the following email address: cdpheservices@gmail.com
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3. Once the attachment “message.html” is open, you can either select “Sign In” or “Use a one-time passcode.”
Sign In: Create a Microsoft account to view your message. This involves a registration process.

Use a one-time passcode: You will be emailed a one-time passcode which can be used to retrieve your message.
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|OPTION A: SIGN IN (SET-UP AN ACCOUNT)

1. After selecting “Sign In” Microsoft will look to see if you have an existing account. If you do, you can go ahead and sign in to
view your message. If not, you will receive a message “We didn’t find a Microsoft account for YOUR EMAIL.” Select “Create
a Microsoft account for YOUR EMAIL.”
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Fill out the required information and then click “Create account.”

Create an account

You can use any email address as the user name for your new Microsoft account, including
addresses from Outlook.com, Yahoo! or Gmail. If you already sign in to a Windows PC, tablet, or
phone, Xbox Live, Outlook.com, or OneDrive, use that account to sign in.

First name Last name

This information is required.

This information is required.

User name

| cdpheservices@gmail.com |

Get a new email address
After you sign up, we'll send you a message with a link to verify this user name.
Password

8-character minimum; case sensitive

Reenter password
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Help us protect your info
Your phone number helps us keep your account secure.
Country code
| United States (+1) hd |
Phone number
Before proceeding, we need to make sure a real person is creating this account.
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. Send me promotional offers from Microsoft. You can unsubscribe at any time.
Click Create account to agree to the Microsoft Services Agreement and privacy and cookies
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Once you click “Create account” go back to your email to retrieve the account creation confirmation email.

® Microsoft | Account

Verify email

We sent an email to cdpheservices@gmail.com to
make sure you own it. Please check your inbox and
follow the instructions to finish setting up your
Microsoft account.
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4. Click the link “Verify YOUR EMAIL” and you will receive a confirmation “Ready to go!”
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Verify your email address inbax =

Inbox Microsoft account team <account-security-noreply@account microsoft.com: 12:00 PM (2 minutes ago)
Starred tome [~

Sent Mail Microsoft account
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Verify your email address

To finish setting up this Microsoft account, we just need to make sure this email address is yours.

ﬁ Verify cdpheservices@gmail.com

Or you may be asked to enter this security code: 4563
If you didn’'t make this request. click here to cancel.

Thanks,
The Microsoft account team

=. Microsoft Account Search Microsoft.col

Home Your info Services & subscriptions Payment & billing Devices Family

Ready to go!

Thanks for verifying cdpheservices@gmail.com. You can now get back to what you were doing.

5. Now that your account is setup, open up the original “Message.html.” This can be retrieved from where you saved the
“Message.html” file or from the original encrypted email.

6. Click “Sign In.” You will either be automatically signed in and taken to your message or you may have to enter the new
credentials that you just created.
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You can now view the message.



OPTION B: USE A ONE-TIME PASSCODE

1. Select “Use a one-time passcode.” An email will be sent to your email address and you will receive a confirmation “We sent
a passcode to YOUR EMAIL.”

We sent a passcode to cdphesenvices@gmail com.

Please check your email, enter the passcode that comesponds with the
E”CWPlL‘d message raference code, and click continue. The passcode will expire in 15 minutes.
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2. Retrieve the passcode email from your mailbox.
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3. Copy the PASSCODE contained in your email.
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view your encrypted message. It matches
reference code 4943,

Passcode: 77948075

This passcode will expire within 15 minutes of the request. Type
this passcode in the webpage where you requested it from to
view your message.

4. Paste the PASSCODE in the “Passcode” field and click “Continue.”



We sent a passcode to cdpheservices@gmail.com.

Please check your email, enter the passcode that corresponds with the
reference code, and click continue. The passcode will expire in 15 minutes.

Reference code: 4943
Passcade |7ra4s074
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You can now view the message.
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