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The inspection was limited to the specific facility The hospital will ensure that all hospital

event investigated and does not represent the personnel observe the pateint’s right to

findings of a full inspection of the facility. privacy and confidentiality of their

medical record information.

Health and Safety Code Section 1280.15(a) A

clinic, health facility, home health agency, or Formal corrective action has been taken

hospice licensed pursuant to Section 1204, 1250, with the RN involved in “a computer
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administrative penalty for a violation of this section . ;prlvaf:y Ol our patients” healthcare

of up to twenty-five thousand dollars ($25,000) per information.

patient whose medical information was unlawfully h ofh th

or without authorization accessed, used, or Charts on 67, 8" and 11" floors,

disclosed, and up to seventeen thousand five previously ‘malntalne.d in locked

hundred  dollars  ($17,500) per subsequent cupboards in the patient rooms have

occurrence of unlawful or unauthorized access, now been moved to a chart rack in the

use, or disclosure of that patients’ medical nurse’s station, accessible to clinical

information. staff only.
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protected health information.

Entity Reported Incident Number - CA00193487 Penalty #090007665

Category- State Monitoring: Breach of protected PLAN OF CORRECTION:

health information E1953/E1969 of
ERI#CA00193487

The inspection was limited to the specific entity
reported incident investigation and does not
represent the findings of a full inspection of the
facility.

(continued)

Timeline: 7/20/09 — 8/1/09
Responsible person: Director, Medical

Representing the Department of Public Health: Units

I N Audit

Daily random visual audit of patient

1280.15(a) A clinic, health facility, home health rooms on 11", 8" and 6™ floors will
agency, or hospice licensed pursuant to section occur to ensure that charts are properly
1204, 1250, 1725, or 1745 shall prevent unlawful or stored at the nurse’s station.
unauthorized access to, and use or disclosure of, Timeline: 8/10-09 — 9/4/09

patients' medical information, as defined in Responsible person: Director, Medical
subdivision (g) of Section 56.05 of the Civil code Units

and consistent with Section 130203. The

department, after investigation, may assess an
administrative penalty for a violation of this section
of up to twenty-five thousand dollars ($25,000) per
patient whose medical information was unlawfully or
without authorization accessed, used, or disclosed,
and up to seventeen thousand five hundred dollars
($17,500) per subsequent occurrence of unlawful or
unauthorized access, use, or disclosure of that
patients' medical information. For purposes of the
investigation, the department shall consider the
clinic's, health facility's, agency's, or hospice's
history of compliance with this section and other
related state and federal statutes and regulations,
the extent to which the facility detected violations
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and took preventative action to immediately correct
and prevent past violations from recurring, and
factors outside its control that restricted the
facility's ability to comply with this section. The
department shall have full discretion to consider all
factors when determining the amount of an
administrative penalty pursuant to this section.

T22 DIV5 CHI ART7- 70707(b)(8) Patients' Rights

(b) A list of these patients' rights shall be posted in
both Spanish and English in appropriate places
within the hospital so that such rights maybe read
by patients. This list shall include but not be fimited
to the patients’ rights to:

(8) Confidential treatment of all communications
and records pertaining to the care and stay in the
hospital. Written permission shall be obtained
before the medical records can be made available
to anyone not directly concemed with the care.

(d) Al hospital personnel shall observe these
patients' rights.

Based on observation, interview, record review and
document review, the hospital failed to ensure all
hospital personnel observed one patient's right to
confidentiality and privacy of her medical record
information. Patient 1's medical record was
accessed, read and reviewed by the patient's
visitor. This resulted in the violation of Patient 1's
right to confidentiality, privacy, safety and security
of the medical record, and an additional failure to
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protect 5 other patient's medical records’
confidentiality.

Findings:

On 6/19/09, the hospital received a report from a
patient representative regarding an incident involving
a patient whose medical record information was
accessed and read by a visitor who was visiting the
patient. The incident regarding a breach in
maintaining the confidentiality of the patient's
medical record information was reported by the
hospital to the Department of Public Health on June
30, 2009.

Patient 1was admitted to the hospital on oo
with a diagnosis of pancreatic cancer. The patient
was described by the physician as alert and aware
of her diagnosis. Treatment modalities provided to
the patient during her hospital stay included
systemic antibiotics, nutritional support,
intravenous fluid, pain management and physical
therapy.

The patient's medical record showed a physician
verbal order dated [Jjo9to admit the patient to
hospice care due to pancreatic cancer diagnosis,
nausea, malnutriion and weakness. The order also
Lincluded the comment that the patient's prognosis
was 6 months or less. This was countersigned and
acknowledged by the patient's physician on /00
at 2230P.M. The patient was discharged home
with 24-hour care on 0o

On 6/30/09, an entity reported incident was
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received by the Department of Heaith regarding
Patient 1. The patient's legal representative
(Durable Power of Attorney for Healthcare -
DPOAH) had nofified the hospital regarding a
concern about the patient's friend who was able to
access and review the patient's medical record
while visiting the patient. This friend (unnamed) then
communicated to the patient's representative the
information that she had read from the patient's
medical record. The patient's friend told the
patient's representative that based on the
information she read from the patient's medical
record, she knew that the patient had a prognosis
of 6 months to live.

During the onsite investigation on 7/06/09, there
were 5 separate observations on the 8th and 11th
floor Medical/Surgical Units whereby patients’
medical records information, both paper and
electronic, were left in the patients' rooms
unattended and readily accessible to non-health
care providers such as visitors or anyone who
entered the patients' rooms.

On 7/06/09at 2:50P.M., an interview was
conducted with the director of patient relations
regarding the above incident. She confirmed that
she had received a complaint from Patient 1's
representative regarding the unauthorized access of
Patient 1's medical record information by a visitor.
She indicated that based on the complaint that she
had received from the patient's representative, the
information read from the patient's medical record
by the visitor was the physician's order dated
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0o, to admit the patient to hospice care
in-patient status, for diagnosis of pancreatic
cancer, management of nausea, malnutrition and
weakness; patient prognosis 6 months or less.

The facility failed to prevent unlawful or
unauthorized access to, and use or disclosure of, 6
patients' medical information. The events which led
to the unauthorized access of patient records; and
the actual unauthorized access of patient records
constitutes a violation of H & S 1280.15. On
7/06/09 at 2:50 P.M., an interview was conducted
with the director of patient relations regarding the
above incident in which the director was informed
that the above failures may result in the issuance of
an administrative penalty.
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