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Representing the Department of Public Health: I E1969
S 1D # 21240, HFEN . . .
urveyor ID #2 The hospital will ensure that hospital
| The inspection was limited to the specific facility | personnel observe a patient’s right to
levent investigated and does not represent the | privacy and confidentiality of their
Hfindings of a full inspecticn of the facility. i medical record.
i |
Health and Safety Code Section 1280.15(a) A ! ! . |
clinic, health facility, home heaith agency, or | The llnvolved nurse has been
hospice licensed pursuant to Section 1204, 1250, ; terminated (5/8/09) :
1725, or 1745shall prevent unlawful or i Education has been provided to all |
unauthorized access to, and use or disclosure of, | staff via: !
patients' medical information, as defined in [ . . . !
subdivision (g) of Section 56.05of the Civil Code - “Unit Based Privacy and Security
and consistent with Section 130203, The i Update” required education :
department, after investigation, may assess an - (7/31/09) attachment A
jadministrative penalty for a violation of this section ‘ Monthly staff meetings (5/13/09)
rof t.uplto htwenty~f|v3. thiou_sefmd dtgllars ($25,(l)1(|);)‘2dp"er ‘ attachment B
;patient whose medical information was u ully s
‘or  without authorization accessed, wused, or Manager s Hot Sheet (5/ 25 /09)
disclosed, and up to seventeen thousand five attachment C
ihundred  dollars  ($17,500) per  subsequent | Mercy Nurse Newsletter (8/09)
ioccurrence _Of unlawfulf orh unauthc.)rizecl:i ac:c:;ss.I attachment D
Iuse, o.r disclosure of that patients' medica Responsible person: Emergcncy
infermation. :
Department Director
Timeline: August 31, 2009
Audit; employee understanding of
1280.15. (a) A clinic, health facility, home health - our privacy rules and policiesis |
Paad 1 !
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‘ agency, or
Ehospice licensed pursuant to Section 1204, 1250, !
: 1725, or 1745 shall
prevent unlawful or unauthorized access to, and ‘
‘use or disclosure of, :
patients' medical information, as defined in:
: subdivision (g) of :
i Section 56.05 of the Civil Code and consistent with |
| Section 130203. ‘
The department, after investigation, may assess an : :
administrative j |
Ipenalty for a violation of this section of up fo ‘ {
E twenty-five thousand | :
gdollars ($25,000y per patient whose medical !
| information was ; !
tunlawfully or without authorization accessed, used, ! |
tor disclosed, and ! !
,up to seventeen thousand five hundred dollars ! |
*($17.500) per :
“subsequent occurrence of unlawful or unauthorized j
access, use, or :
disclosure of that patients' medical information. For} f
: purposes of the \
| investigation, the department shall consider the i :
clinic's, health ! i i
| facility's, agency's, or hospice's history of | ! !
| compliance with this | ‘ !
"section and other related state and federal statutes 1 |
| and regulations, ‘ ‘
the extent to which the facility detected violations ‘ : ‘
and took | :
_preventative action to immediately correct and |
“prevent past 1
‘violations from recurring, and factors outside its i I !
- control that ‘ 3
: | i
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restricted the facility's ability to comply with this !
section. The :
department shall have full discretion to consider all
factors when

determining the amount of an administrative penalty
pursuant to this.

i Based on interview and record review, the facility |
“failed to ensure all hospital personnel observedi
rights to confidentiality and privacy of their medical |
“record  information. Patient A and Patient B's |
medical records were accessed and reviewed by a .
hospital employee (Staff 1). Staff 1 was not listed
‘as Patient A and Patient B's responsible party and
%was not involved with their medical care at the
‘facility. This resulted in the violation of Patient A
and Patient B's right to confidentiality, privacy, |
%safety and security of their medical record |
information.

gFindings:

iOn 5/4/09, the hospital received a report from a
| patient representative regarding an incident that
linvolved unauthorized hospital personnel (Staff 1),
that accessed the medical records Patient A and%
‘Patient B. The incident regarded a breach of
Iconfdentiality of both patients’ medical record‘
linformation and was reported to the Department of |
| Public Health on 5/8/2009. 1

|

A review of the facility's investigaton was'
conducted on 5/20/09 at 2:00 P.M. Per the :
investigation, during an emergency depanments!
staff meeting, an employee (Staff 1) had disclosed |
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that she (Staff 1) had accessed 2 patients' records
(Patient A and Patient B) to verify if they had been
exposed to an illness.

Further investigation reveled that Staff 1was notl
|listed as the responsible party for Patient A and!
|Patient B. Staff 1 did not provide care or treatment
‘to Patient A or Patient B and accessed Patient A .
and Patient B's records without their consent.

A review of the facility's policy entitled, Health
Information, Access, Use and Disclosure, was
'conducted on 5/20/09at 4:.00PM.  The policy
stated that facility workforce and physician access:‘
:Authorized access to health information is limited
to: ‘
1. Personnel providing care and treatment ‘
2. Individuals regquiring information for‘
payment/billing activities 1
'3. Individuals participating in functions of health !
! care operations

{An interview was conducted with the Emergency
iDepartment Manager (EDM) on 5/20/09 at 4:00
EP.M. EDM acknowledged that Staff 1 had
| accessed Patient A's and Patient B's records |
!without their consent. She further acknowledged |
ithat Staff 1 had not followed the facility's policy and
{ procedure for health information access and use.

|

 An interview was conducted with the Director of
Risk Management (DRM) on 9/2/09at 3:00 PM.
"DRM acknowledged that Staff 1had deliberately
‘accessed Patient A's and Patient B's records.
i DRM further acknowledged that Staff 1 did not have |
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direct involvement with Patient A's and Patient B'si
care. :

The facility notified the responsible party of Patient :
. A and Patient B of the breach by mail, on 5/14/09.

The facility failed to prevent unlawful or
unauthorized access to patients' confidential |
| medical information in violation of Health and Safety ‘
Code Section 1280.15 (a). |

i \
! |
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