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The following reflects the findings of the Department 

of Publlc Health during a complalnUbreach event 
visit: 

Complaint Intake Number: 

CA00224842 - Substantiated 

Representing the Department of Public Health: 

Surveyor ID# 16499, HFEN 

A. How correction was accomplished: 

Upon hire, cve1)1 RCH staff member: 

• Signs the RCH Code of Ethical Conduct 
which includes an acknowledgement of 
understanding of patient rights us ii pc11nins to 
privucy and confidentiality of medical 
information. Responsible: Vice President 
Human Resources. 

The inspection was limited to the specific facility 

event investigated and does not represent the 

findings of a full Inspection of the facility. 

Health and Safety Code Section 1280.1 S(a) A 
clinic. health facility, home health agency, or 

• Attends mandatory and documented 
employee orientation during which 
compliance education and training are 
provided by the Compliance Officer regarding 
federal, stale, and hospital-specific 

governing patient rights lo 
privacy and confidentiality or medical 

hospice licensed pursuant to Section 1204, 1250, 

1725, or 1745 shall prevent unlawful or 

unauthorized access to, and use or disclosure of, 
patients' medical Information, as defined in 
subdivision (g) of Section 56.05 of the Civil Code 

and consistent with Section 130203. The 

department, after investigation. may assess an 

administrative penalty for a violation of this section 

of up to twenty-five thousand dollars ($25,000) per 
patient whose medical information was unlawfully 

or without authorization accessed, used, or 
disclosed, and up to seventeen thousand five 

hundred dollars ($17,500) per subsequent 

occurrence of unlawful or unauthorized access, 
use, or disclosure of that patients' medical 

information. 

REGULATION VIOLATION: 

inlorrnation. Responsible: Vice President 
I luman Resources. 

- ' 

•Completes nnnually "General Requirements· 
every Employee Needs" assess1m:nt 
("G.R.E.EN." book) as a term of continued 
employment. Rcsponsibk: Vice President 
Human Resources. 

•Staff Nurses altt'nd mandatory (documented 
and sign-in sheet required) six-hour 
compliance education every two years as a 
term of continued employment. Responsible: 
Vice President Human Resources. 

• Receives at home via USPS mail biannual 
HIPAA reference providing "DOs und 
DONTs'' guidance as il relate, to protection of 
p·1tient health information. lƥesponsible: 
Vice President Human Resources. 

Title 22 70707 Patients' Rights 

4/19/2014 4:45:58PM 
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(b) A list of these patients' rights shall be posted in 
both Spanish · and English in appropriate places 
within the hospital so that such rights may be read 
by patients. This list shall include but not be limited 
to the patients' rights to: 

(8) Confidential treatment of all communications 
and records pertaining to the care and the stay In 
the hospital. Written permission shall be obtained 
before the medical records can be made available 
to anyone not directly concerned with the care. 

Based on interview and record review, the facility 
failed to maintain the privacy and confidentiality of 
three patients (Patient 1, 2, and 3) medical records, 
when three employees inappropriately accessed 
the patients' electronic medical records without 
authorization. 

FINDINGS: 
On May 04, 2010, a self reported facility incident 

was Investigated regarding three employees at the 
hospital breaching the electronic medical records of 
Patient 1, 2, and 3. 

According to a facility letter to the Department 
dated April 07, 2010, the facility conducted a 
routine privacy audit on April 01, 2010, and 
dis cove r e d  that three employees had 
inappropriately accessed the electronic medical 
records of Patient 1, Patient 2, and Patient 3, who 
are also employees of the hospital. 

During an interview with Employee A on May 04, 

2010 at 9:40 AM, he stated that he conducted the 

Event ID:OG3Z11 4/19/2014 

ID 

PREFIX 

l'AG 

PROVIDER'S PLAN OF CORRECTION 

(EACH CORRECTIVE ACTION SfjOULD BE CROSS. 

REFERENCED TO THE APPROPRIATE DEFICIENCY) 

Sia ff A signed !he Code or Ethical Conduct. 

(X5) 
COMPLETE 

DATE 

2/23/07 

Staff A attended employee general 3112/07 
oricn!aliun. 

Every year between 2007 and 2009, Slaff A 
completed the G.R.E.E.N. book assessment. 
Slaff A attended compliance education every 
two years. 

It was discovered during a routine audit that 4/1110 
StalTA had accessed Lhe clcclronic health 
n.:cord or Patient I without Patient l's 
authorization. 

Per RCH policy, appropriate disciplinary 4/6/10 
corrcclive action was taken by the nurse 
manager and director or Medical/Surgical 
Services. 

4:45:58PM 
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privacy audit on April 01, 2010. He stated that: 

Sia ff B signed the Cock or Ethical Conduct. 

Stuff B attended employee general oricnlalion, 

2/29/08 

Patient 1 's medical record was accessed on 

March 25, 2010 and March 26, 2010, without 

authorization "for no reason" by Staff A. Patient 1's 

spouse gave permission to release information to 

staff. but this breach occurred prior to this 

permission. 

Patient 2's medical record was accessed on 

March 27, 2010, without authorization by Staff B, 

3/10/08 

Every year between 2008 a11d 20 I..J. Staff 13 
cumplct.::d the G.R.E.E.N. hook assessment. 

Every two years between 2008 and 2014, Staff 
B atiencfcd compliance education. 

II was discovl.lrcd during a routine audit that 
Staff B lrnd accessed the electronic health 

who is a friend of Patient 2. 

Patient 3's medical record was accessed on 

March 24, 2010, without authorization by Staff C 

who "was curious". 

r\'cord of Patient 2 without !'alien! 2's 4/1114 
authorization. 

Per RCI I policy. appropriate disciplinary 
corrective action was taken by lhc nurse 

Employee A also stated that the facility does 

routine audits when an employee is hospitalized . 

'We tell staff that we audit and they know they can 

be tracked whose chart they access." 

The facility failed to prevent access to confidential 

medical record information and safeguard Patient 1, 
2, and 3's medical record against use by 

unauthorized individuals. 

manngcr and director of Telemetry. 4/5/1O 
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privacy audit on April 01, 2010. He stated that: 

Patient 1's medical record was accessed on 

March 25, 2010 and March 26, 2010, without 

authorization ''for no reason" by Staff A. Patient 1's 

spouse gave permission to release information to 

staff, but this breach occurred prior to this 

pennission. 

Patient 2's medical record was accessed on 

March 27, 2010, without authorization by Staff B, 
who is a friend of Patient 2. 

Patient 3's medical record was accessed on 
March 24, 2010, without authorization by Staff C 

who ''was curious". 

Employee A also stated that the facility does 

routine audits when an employee is hospitalized. 

"We tell staff that we audit and they know they can 
be tracked whose chart they access." 

The facility failed to prevent access to confidential 

medical record information and safeguard Patient 1, 
2, and 3's medical record against use by 

unauthorized Individuals. 

PROVIDER'S PLAN OF CORRECTION (X5) 
(EACH CORRECTIVE ACTION SHOULD BE CROSS. COMPLETE 

DATEREFERENCED TO THE APPROPRIATE DEFICIENCY) 

Staff C signed the Code of Ethical Conduct. 6130106 

Slaff C ::lllcndcd employee general 7/10/06 
oricntntion. 

Every year between 2006 and 2014, StaffC 
completed the G ..R.E.E.N. book assessmen1. 

Every two years between 2006 and 2014, 
Staff C attended comp Iiance education. 

It was discovered during a routine audit thal 
StaffC had accessed the electronic health 4/1/10 
record of' Patient 3 wi1hout Patienl 3's 
aulhorization. 

Per RCH policy, appropriate disciplinary 
corrective action was taken by the nurse 412/10 
manager and dircct0r or Medical/Surgical 
Services. 

Tn dale, additional breaches or patient 
conlidcntialiiy have not been detected for 
Staff B or Staff C. Staff A is no longer 
employed at 1he facility. 

B. Title/position ofpersou responsible for 
correction: -

Vice President, Patient Care Services 
Director, Medical/Surgical Services 
Dircclor, Telemetry 
Vice President Human Resources 
H I PAA Privacy Officer 
HLPA/\ Security Ofliccr 

Event ID:OG3Z11 4/1912014 4:45:58PM 
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privacy audit on April 01, 2010. He stated that: 

Patient 1 's medical record was accessed on 

March 25, 2010 and March 26, 2010, without 

authorization "for no reason" by Staff A Patient 1's 

spouse gave permission to release Information to 

staff, but this breach occurred prior to this 

permission. 

Patient 2's medical record was accessed on 

March 27, 2010, without authorization by Staff B, 
who Is a friend of Patient 2. 

Patient 3's medical record was accessed on 

March 24, 2010, without authorization by Staff C 

who "was curious". 

Employee A also stated that the facility does 

routine audits when an employee Is hospitalized. 

"We tell staff that we audit and they know they can 
be tracked whose chart they access." 

The facility failed to prevent access to confidential 

medical record lnfonnation and safeguard Patient 1, 

2, and 3's medical record against use by 

unauthorized individuals. 
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C. Monitoring process to prevent recurrence 
or deficiency: 

Monitoring Process: 

()(˩) 
COMPLETE 

DATE 

RCH processes arc structured to self-detect 4/l/I 0 
unauthoriƆcd access lo protected patient health 
information and patient idcntiliablc 
informat.ion. The ddicicncy was di scovered 
by the focility during a process whereby 
routine <ltldits arc pcrfonncd of access to the 
electronic health record system. Responsible: 
I lll'AA Prival'y Oi'lit:cr and Hf PAA Security 
Ol'liccr. 

4/1/10 
The auditor reported the findings to the 
hospital Privacy Officer who conducted an 
investigation with <he assistance or the 
hospital Compliance Officer, Vice President 
or Human Resources, and the nurse directors 

:
who managed Sl'lff A, B, and C. Responsible: 

HIPAA Privacy Officer and l-llPAA Security 

Officer. 

Within five calendar days, disciplinary action 416110 
was taken against Starr A, 8, and C. 

The facility sci 1:report1.:d to CDPll. , 4/7110 

The facility continues to sclt:monitor its 

compliance with federal and state 
requirements uncl facility privacy and security 
policies by conducting both quartcrly audits 
and random audits. Thi¯ proceƇs is in fact is 
whai led to the l'acilities discovtƈry and good 
faith Ɖcll:disclosurc. To date. these scff:auclits 

have revealed no further occurrences of 
unauthorized staff access to patient health 
information. Responsib le: HfPAA Priv;1ey 

Oniccr and 111PAA Security Orticer. 

Event ID:OG3Z11 411912014 4:45:58PM 
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SUMMARY STATEMENT OF DEFICIENCIES 

(EACH DEFICIENCY MUST BE PRECEEOED BY FULL 

REGULATORY OR LSC IDENTIFYING INFORMATION) 

privacy audit on April 01, 201 O. He stated that: 

Patient 1's medical record was accessed on 

March 25, 2010 and March 26, 2010, without 

authorization "for no reason" by Staff A. Patient 1's 

spouse gave permission to release information to 

staff, but this breach occurred prior to this 

permission. 

Patient 2's medical record was accessed on 
March 27, 2010, without authorization by Staff B, 
who is a friend of Patient 2. 

Employee A also stated that the facility does 

routine audits when an employee is hospitalized. 

Event ID:OG3Z11 4/19/2014 

privacy, security, and confidentiality or : • 
protected health information, patient advocaeY., 

Responsible: Vice President Human 

Resources. 

As a term of eonl.inucd cmploymenl, each 

employee is required 10 complete "General 

ReqL1iremcnts Every Employee Needs'' 
assessment ("G.R.E.EN." book) nnnunlly, a 

eomponcnt of which addresses the pro!ccti(111 

of privacy or patient's health inf'ormalion. 
Responsible: Vice President Human 

Resources. 

Each patient earc employee is requirt:d to 
attend (sign-in sheets arc maintained) every 
two-years a six-hour compliance refresher 
session during which a segment is dedicated to 
privacy, security, and confidentiality or 
protected health information (PHI). 
Responsible: Vice President Human 
Resources. 

4:45:58PM 
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NAME OF PROVIDER OR SUPPLIER STREET ADDRESS, CITY, STATE, ZIP CODE 
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Patient 3's medical record was accessed on 

March 24, 2010, without authorization by Staff C 
who "was curious''. health care laws, and corporate compl iance. 

"We tell staff that we audit and they know they can 

be tracked whose chart they access." 

The facility failed to prevent access to confidential 

medical record information and safeguard Patient 1, 
2, and 3's medical record against use by 
unauthorized individuals. 

()(4) ID 

PREFIX 

TAG 

ID PROVIDER'S PLAN OF CORRECTION (X5) 

PREFIX 
 (EACH CORRECTIVE ACTION SHOULD BE CROSS. COMPLETE 


TAG REFERENCED TO THE APPROPRIATE DEFICIENCY) DATE 

Education & Training: 

Upon hire, evt:ry RCH staff member is 
required to sign the RCH Cmk of Ethical 
Conduct which includes an ack11ovdedgc1m·nt 

understanding patient rights aW ii pc11ains lo 
privacy and conlidcn!iality or medical 
inl"ormation. Rcsponsibk: Vice President 
Hurnan Rewurces. 

Euch newly hired employee, subcontractor, or 
volunt..:er was mandated to attend a one-day 

hours) or general and clinical orientation 

during which one hour is dedicated to the 

Pogo 3 of 3 Slale-2587 



CALJFORNIA HEAL TH AND HUMAN SERVICES AGENCY 
DEPARTiiENT OF PUBLIC HEAL TH 

STATEMENT OF DEFICIENCIES 
AND PLAN OF CORRECTION 

(X1) PROVlDER/SUPPllER/CLIA 
IDENTIFICATION NUMBER: 

060272 

(X2) MULTIPLE CONSTRUCTION 

A. BUILDING 

8. WING 

(X3) DATE SURVEY 
COM PLETED 

05/0412010 

NAME OF PROVIDER OR SUPPLIER 

REDLANDS COMMUNITY HOSPITAL 
STREET ADDRESS, CITY, STATE. ZJP CODE 

350 Torraclna Blvd, Rodlands, CA 923734850 SAN BERNARDINO COUNTY 

(X4) ID 
PREFIX 

TAG 

SUMMARY STATEMENT OF DEFICIENCIES 
(EACH DEFlClENCY MUST BE PRECEEOEO BY FULL 
REGULATORY OR LSC IDENTIFYING INFORMATION) 

privacy audit on April 01, 2010. He stated that: 

Patient 1 's medical record was accessed on 
March 25, 2010 and March 26, 2010, without 
authorization "for no reason" by S1aff A Patient 1's 
spouse gave permission to release Information to 
staff, but this breach occurred prior to this 
permission. 

Patient 2's medical record was accessed on 
March 27, 2010, without authorization by Staff B, 
who is a friend of Patient 2. 

Patient 3's medical record was accessed on 
March 24, 2010, without authorization by Staff C 
who "was curious". 

Employee A also stated that the facility does 
routine audits when an employee is hospitalized. 
"We tell staff that we audit and they know they can 
be tracked whose chart they access." 

The facility failed to prevent access to confidential 
medical record information and safeguard Patient 1, 
2, and 3's medical record against use by 
unauthorized individuals. 
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PROVIDER'S PLAN OF CORRECTION 
(EACH CORRECTIVE ACTION SHOULD BE CROSS. 

REFERENCED TO THE APPROPRIATE DEFICIENCY) 

On n s..:rni-annuai basis. a H!PAA privacy and 
Sl'Curity reference guide is disLribu1ed via 
USPS nrnil to :di employees, voiunlecrs, 
subcontractors, and medical sta rr providers. 
Rc�po11sible: Vice l'reside111 l-lu1m111 
Resources. 

D. Date immediate correction nf deficiency 
will be accomplished: 

Staff A: April 6, 2010 

Staff B:  April 5, 2010. 

Starr ' : April 2. '.!010. 

4:45:58PM 
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