JUN-16-2018 21:39 GRM SJCH 8638 63935 P.a2

CALIFORNIA FIEALTH AND HUMAN SERVICES AGENCY
DEFARTMENT OF PUBLIC AEALTH

-
STATENENT OF OEFICIENCIES (X 1) PROVIDERISUPPLIER/CLIA (X2) ML) TIPLE CONSTRUCTION (X3) DATE SURVEY
AND PLAN OF CORREC NON {DENTIFICATION NUMRER ~ COMPLETED
A BULILDING | ¢
- B 'l I T A’\‘ ‘_v- v,
050455 8 WING LA ® A ] 08/14¢
) 81112008
NAME OF PROVIDER OR SUPPLIER STREFY ADORESS, CITV, STATE /1P COOF
SAN JOAQUIN COMMUNITY HOSPITAL 2615 Chestor Avenue, BAKERSFIELD. CA 93301 KERN COUNTY
{x8)10 SUNMARY STATEMENT OF DEFICIENCIES " PROVIDER'S PLAN OF CORRECYION X8y
PREFIX (EACH DEFICIENCY MUST HE PRECCLOED 8Y FULL PARCTIX (=ACH CORRECTIVE ACTION SHOULD &6 GROSS. COMPLETE
TAG 4 _REGULATORY Of LSC IOENTIFVING INFCRMATION) 546 ACFEAENLED TO THE ABBROPRIATE DEFICIENTY) DATE
| The fallowing reflects tha findings of the Depaniment |
of Public Health during a camplainvbreach event - '
s, 1280.15(a) Health & Safety Code |
| 1280 |
| Complaint Intake Number: HIM Director discussed specific i A .
| CA00197270 - Substantiated ivac : ugust 3
| 5:5 ;n lzlbreach and {el;/l'ewed chart | 5500
roc
Represeating the Depaament of Public Health: [ y process wit lny(?lved
H | Analyst, Coder and Physician ‘
; | Workroom Coordinator. |
The ingpection was limited to the specific faciiy :
event invesligated and dogs not represent the HIM Director advised HIM Slaffof!
findings of a full inspectian of the faciity (the inci . August 3
| ithe incident and importance of 2009
Health and Safaly Code Section 1280.15(a) A | following estsblished process of
chaie, heaMth faciily, home nealth agency, or chart assembly to minimize

hospice licersed pursuant to Secton 1204, 1250, |potentia] for privacy breach.
|1725, or 1745 shall  prevent unlawlul  or !

lunauthorized access to. and use or disclosure of,
paiients’ medical  formation,  as  defined | ‘

!

|
|
i'
|
To ensure compliance three medical'| Septembef

isubdivision (g) of Section 56.05 of the Civil Cods fmcords will be selected at random 2009
land  congistent  with  Section 130203  The per month to be reviewed for
:depén‘mentt. aher 1tl:w{esligahow[, may, ahssess an | ceuracy. Audits 1o be conducted 5
admimstrative pena o a violalion of this section ‘ th :
e Ri !
iof Up to twenly-five thousana dollars ($25,000) per ‘Hy - \Sk Mapagcr or her ‘ ;
patient whose madical information was  ublawfuly [ designee and will continue until
loc  without  autnorizaton  accessed, used,  or | 100% compliance for three ‘
|disclosed, and up to sevanteen (housand fwe | nsecutive months. Audit results |
1 : . i . i
hundred  dolars  (§17.500) per subseguent . o be GCoried to Patient Safcty 1
occurrence  of unlawful or unauthonzed access, | ommittee
use, of disclosure of that paliemts' medical )
linformation, |
| Entity Reported incident No: CAQ0187270 New process implemented for January
1 . -
( . $canning and filing paper 19,2010
H * [ : N . B !
E Represanting the Deparimen i_ qlowmems In electronic record. |
Evenl ID'9ESU1IN 8/7/2010 3:36:30FM

LAGORATORY DIRECTOR'S OR pROVIOER//SZCiE REPRESENTATIVE'S SIGNATURE JITLE XGy 2ATE
e
S Bprrar Fulir Lisk  Wonagatt— 4/17/10

Any deéue-.cy slatemcnt ending will BN 3StCHsk {*) denotes g defiziency which the nsLtutidon may be oxeused (rom cgfrdeting providing 1t 1s determined
tatother safcguards provide sufficicat protection to tho patenty  Except (of dutsing homas. the fiadmngz aoove are gisclozasio 90 days lollowing the date
of syrvey whethar of NOt & plan of corracuen is providxd  Fer pLrsing AomTs, e above LInGings and plans of sorrectian are disclosable 14 days (Sllowing
the date IN§SE Scouments are mads avalabie © the faciity. If aeficivactes are cited a0 3pproved P30 Af cOrachan is rmqusite 1o continued Hrogram
parhzpation
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(X4} 10 SUMMAKY STATEMENT OF DEFICIENCIES D PROVIDER'S BLAN 07 COKRECYIGN [ (%59
PREFIX {EACH DEFICIENCY MUST BE PRECEEDAD BY FLLL PREFIX (EACH CORRECTIVE ACTION SHOLLD G CROS33- COMPLETC
TAC REFERENGED TO THE APPROFRIATE DEFICIENEY) DAYE

Tab r REGUIATORY OR LSC IDENTIFYING INFORMATION)Y
|

Continued From page 1

|
|
’ Process involves three steps to
I | ensure correct filing of paper
documents.

;7he inspection was lmited 1@ the Specific entity | Each step in the process in ;
grepéﬂed mcident  and  does not  represent the completed by a separate individual\
findings of a lull inggectian of the facility . .

\ and provides a triple check system. |
| One deficiency was written for Enliy Reported 1. Document Imaging

Incident CADD197270, - Specialist reviews medical
record for accuracy |
including verification of |
correct patient identificatio

} 1280.15(a) Health & Safety Code 1280

(8) A clinic, health facility, home heslth agency, or

hospice licansed pursuant to Section 1204, 1250, 2. Document Imaging |
1725, or 1745 shal) prevent unlawful or unauthorized Specialist reviews
vaccass 1o, and use or disclosure of, patients’ documents for accuracy an

i medical information. as defined in subdivision (g} of

Section 56.05 of the Civil Code and consistent with scans document into

Section 130203 The departmeat, after apPllcaUOI’L

lmvestigauon, may assess ar administratve penalty _ 3. Document Imaging

ifor 2 violation of fnis sectior of up 10 twenty-five Specialist revicws
~ i I

ithous::na doilarsl (525,000) per patient V\IlhOSE ; documents to vcnfy

meaicat nformation  was  unlawlully  or  without

authorization accessed used, or disclosed. and up accuracy. Once accuracy

1o seventeen thousand Hve hundred  dollars | has becen verified the :
(317,500) per subsequent accurrence of unlawful of | document is up}oadcd to Lh6
uaduthorized access, uss, of dwclosure of that [ electronic file. i

atents’ medical information, For purposes of the

?nvestigazion‘ the department shall consider the To ensure comphance three medica March,
climc’s,  health facity's, agency’s. of hosgice's records selected at random per f 2010
history of compliance with this section and other imonth to be reviewed for accuracy.

|related state snd federal ststutes and regulations, IAUdltS to be conducted by the RlSk\

L ih facility detec iol ; .
llhe extent o which the .QCI ity dete tlecs violstions Manager or her dcagnec and wij] |
1and teok preventaive aclion to immediately comect | |

. . 0 N | :
| and prevent past vistations from recurring, and continue until 100% compliance fOly

i i three consecutive manths  Audit
Evan{ ID:GESUI §/7/2010 3:36.30PM

LABORATORY DIRECTOR'S OR PROVIDER/SUPPLIER REPRESENTATIVE'S SIGNATURE TITLE X&) DATE

Any oenheleacy statament cnding with aet dsterisk (7) genotes a azhiciensy which the instiulign may ce excused from corracling piovieting 1t x delenmined
that other safcguards provide sufficient orolection to the paticnts, Except [0r nursing homes ke finding2 above ace dsclosadle 00 aays loowng the date
ol sufvey whather of not a plan of correction 12 provided  For nutsing nomes, the above findings and plans of cotrechian ara dizclozable 14 days following
the datc those decuments s/8 made availadle to the Jaciity. !f deficicnuies are ailed, an 3ppravad plan ol corechar (& raquIsike 10 conunyad prograny
padicipatian,
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A BUILDINS

H WING
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NAME OF PROVIDER QR SUPPLICR
SAN JOAQUIN COMMUNITY HOSPITAL

STREET ADDRESS CITY. STATE ZIP CODE
2618 Chester Avenue, BAKERSFIELD, CA 93301 KERN COUNTY

(X4310
PREFIX
TAL

SUMMARY STATEMENT OF OEFICIENCIES
{EACH DEFICIENCY MUST BE PRECELOED BY FULL
REGURATORY OR LSC IDENTIFYING INFORVATION)

(o3
PREFIX
TAG

PROVIDER'S PLAN Of CORNRECTION
(EALH CORRECTIVE AC (ION SHOULD BE CROSS-
REFCRENCLED TO THE APPKOPRIATE DEFICIENCY)

(x2)
COMPLETE

DATE

Continued From page 2

faclors outside s contro!  Inat  restricted  the
facility's ability t¢ comply with this section The
depaament shali have full discretion to consider all
I factors when determiming the amount of an
adminisirative pénaily puesuant to thie sechion

1280 15()) Health Safety Code 1280

|

(i) For purposes of this section, lhe
definitions shall apply.
(1) “"Reporied event’ means ail breachss included
W any  single  report thal 15 made pursuant 10
subdivision (b), regardizss of the number of breach
events contained in the repon
(2) "Unauthcrized” means
access, review, or viewing of
Dinformation  without a  direct need  for medical
diagnoses, Ireatment, or other lawfu usé &s
permited by the  Cenfidentiahty of  Medical |
1 aformation Act (Part 2.8 (commencing with Sectien
568) of Division 3 of the Cwil Cade) or any other

stalute or regulahon governing the lawhul access,’

following

tha inaporopnate
patent  medical |

use, or disciosure of medica! infarmation

Based on interview and record review, the hospital |
released laboratory reporis from three differant
patients, wilhout authornzation 1c three separate
Attorney's offices, wnich resull2d in a breach ofé
conhdentiality. i

3

Findings '

During an interview  with  the Hospital's  Risk |

Manager on August 11, 2009 at 11-30 AM, the Risk !

| Manager expiained she recetved a notica from the i
|

!

|
|

results to be reported to Patient
Safety Commiittee, ;

Even! (D 9E5U14

6/72010

3-36:30PM

LABCRATQRY DIRECTOR'S OR PROVIDER/SUPPLIER REPRESENTATIVE'S SIGNATURE

TITLE {XB) DATE

—

Any deficiancy Blotement ending with an avterisk {*) deriotes o deliency whicn tne insblut:on may be excused fram cefrecling praviding itis determined
& oher sateguards provide sufficient protection 1 tno pahcnts  Exceptter nurang homes the hindings above aro disclosanle 90 days following the date
of survey whatner or not @ plan of comeetion 12 plovaded  Fou ausing homes, the apove lindinge and plans of correelon are didciosabie 14 days tolowing
tha date thesc documents are Ma08 gvaravle 1o o facilty i ceheicncins are cied an upproved paa of corectan i3 reausits to continued progiam
parti¢ipaton.
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A BUILDING
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iXa) 1D
HREFIX
TAG

SUMMARY STYATEMENT (OF OFFIIIENCIES T

(EACH OEFICIENCY MUST BE PRECEEDED DY FULL
REGULATORY OR LEC MWIENTIEYING INF DRMATION)

1
I

]

o]
PREFIX |
TAG

FROVIDER'S PLAN OF CORACGCTION
(GACIH CORRECTIVE ACTION S11QULD Br THUSS-
REFEAEMLED 70 THE APPROPRIATE CEFICIENCY)

(X3) j
COMALESE
OATC

Cantinued From page 3 —[

'hospital's attorney on July 31, 2009 at 4.28 PM lhat
the copied chart of Pahent A the Plainuff in a
|lawsuit against the hospual for care given in 2008
contained one laharatory repon of Pateat B, Uwee
laboratory ceports  of Patieat €, and fifteen
laboratory reponts of Patient O. Patents B, C, end
D were rot involved in the tawswit fled by Patient A
and had not given prior authorization (o the hospital
Lo relzase any part of their medica! record

The Risk Manager furthe: stated during the same
interview that an internal investigation concluded
fhe laboratory reperis of  the three patients not
involved in the lawsull were mistakenly filed in
Paueal A's chant by (aboratory  personnel.
Conszoueatly, whan the Plainuffs Atormney's ¢copy
service, and the Co-Defendant's Altorney's copy
service subpoeraed the medical recorg of Patient
|A, the laboratéry reponis of Patent's B, C, and D
magverently wem to the two attormey's offices, and
to the hospital attorney's aoffice. She  furher
explained that it ts standard practice for the copy
senices 1o come into Mecica! Records and copy
the medical record . and that Medical Records
does not typically, make the copies and serd them
ito the individual attormey's offices.  She stated, |
“This is just one that fell tnrough the cracks " |
Duing an nterview with The Diractos of Medical
Records on August 25  2009at 10AM  she
lexplzined the process at the ume was redundant,
It is now changed. Paper Jaboratory repons were
\filed by laboratory personal i the patienls chans!
|daily as well as electronically.  Afler the patents |

’.

{ are cischarged trom the hospital the paper medica)

|

|

|

f
|
!
|

Evenl ID.955U

6/7/2010
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Any deficigncy slatemeanl eacing wih an asteizk (7) denctes 3 deficioncy which (e :sutulon may be eXcused (rom cOmatung providing rt is delermned
'hat other safeguards provide sufficicnl protecton 1o the gnlients  Excepl e nuraing hemes, the (indings above ars disclosable 30 davs following the date
of sunvey whelier ar aot & plan of eefrectan 1§ prowdad, For rursing homes, the above findings and plans of coreston are a1sciosalie 14 day2 fallewing
Ne dsie these dCcUMdnls are made avaiable «© the facifity  |f delicienoes are aled, an pppmved plan of Coreclinn v rguiki {0 CoNUALTT Progiam
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GContinued From page 4 i
record 1% sant to the Medical Records department,
where an analyst puls the chan together The |
second step is for a Coder 1o go through the chan | i
and recheck all the documents i the chart.  She i !
rstated the Analys! that workea on Patient A's chart | ;
is peanicdlanly thorough. "t was perplexed how this |
| could have happened.”
The hospilal eolicy titled, “CONFIDENTIALITY OF : !
PROTECTED HEALTH INFORMATION'  dated |
| October 4, 2002, was reviewed on August 11, 2009 | s
ial 3PM. The poley read in pan "B Breacn of f
Patieat  Confidentiality. Breaching  patient -
confidentiahity can occur in a varety of ways. (The |
Hospital Corporation) distinguishes those breaches [
\ L
of confidentislity as follows, 1, 'Carelessness' is | ==
dehnec as a breach thal occurs when patient | L's
niafermation  is Gmntenuonsfly o carelessly [ —is
I accessed, reviewed, or ¢evealed oneself or otherss | JJ'._.‘
without 2 lagitimate nee¢ to krow the patent ] U e
| informstion.” | I ¢J
N3
‘ l |
j |
| |
| | I
. f
. | |
i J |
' )]
|
| \ \ ¢
| {
. -, l.
| ’ 1 i
l | [ :
1
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I 1
| | i
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Any dehicrancy statement cnding wiin an astensk () danates a defiiancy which the nstitobon may be excuzed lrom correcting praviding it is datermined
that other safcpuards provas sulficicnl grotzeton to the palents  Fxcept lor Aucsing homas, the findings above 34 dieclaaadle 80 aBys fallowing the dats
of survey Whathar of mot 3 Nan of carrecuon is proviced  For nurging homes, the abova hndings ard pians of correchion are diszlozadle 14 days following
the date the2e dacuments are maué svaitaple (o e fcibly If geticiencies ary ¢itod, an uppaaved glan of COmecion 13 (gauisie to continued Program
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