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The followIng reflects the findings of the Department 

of publ1c Health during a complninVbreach event UCLA submits this response as 
visit well as incorporating by 

reference all prior responses 
Complaint Intake Number: submitted to the Department of 
CA00198352· Substantiated Public Health relating to the 

Represonling the Depariment of PUblic Health: 
prior Statement of Deficiencies 

 issued to UCLA Health System 

concerning Patient Rights and 

The Inspection was ilmlted to the speCific facility Medical Records and the Plans 
event investigated and does not represent the of Correction submitted 'on 
findings of a full Inspection of the facility. May 12, 2008 and July 3, 2008. 

Health and Safety Code Section 1280,15(a) A 
clinic, health facility, home hl;lalth agency, or 
hospice licensed pursuant to Section 1i04. 1250. 
1725, or 1745 shall prevent unlawful or 

unauthorized access to, and use or disclosure of, 
patients' medical Information, as defined in 

SUbdivision (9) of Section 56.05 of the Civil Code 

and consistent with Section 130203. The 

department. after Investigation, may assess an 
admlnlstrative penalty for a violation of this section 
of up to twenty-fIve thousand dollars ($25,000) per 
patIent whose medical information was unlawfully 
or without authorization accessed, used, or 
disclosed, and up to seventeen thousand five 
hundred dollars ($17,500) per subsequent 

occurrence of unlawful or unauthorized access, 

use, or disclosure of that patients' medical 

Information. 

T22 DIV5 CH1 ART 7 -70707(b){8) Patients' Rights 

(0) A lIst of these patients' rights shall be posted in 

Evant ID:DV6Ti1 61812010 11 :11:33AM 

LAaORATORY DIRECTOR'S OR PROVID 
l'~'y L,i 

Any noflclency ~lalemBht oodtng with an a t"rlsk f) ooolCS a deficiency whIch the lnsllMjon may be excused from corrilcUng providing It Is determIned
 
that other safeguardll proVide sutflclem protection 10 the patients. Except rot nUl'8lng homes, !ho Iindlngs above lira dlllclosll1:lle 9Q days following the dale
 
or survey wl1ether or not a plan or GOrre.cti01l 13 provldod. For nursing homos, the abQve IIndlngs ami pilins of correctIon ara dlsclosetJIe 14 days folloWing
 

the d"t.. these documents arD made avullabl" to U)l! faolilty. If deflcl"ncll)S are cited, an approved plan of correotlon Is requisite to continued pro\JroVn
 

parUclpallon,
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Contlnued From page 1 

both Spanish and English in appropriate places 
within 1he hospital 60 tll!:!! such rights may be read 

by patients, This list shall include but not be limited 

to the, patients' rights to: 

(8) Confidential treatment of all communIcations 
and records pertaining to the care and the stay in 
the hospital. Written permissioll shall be obtained 
before the medical records can be made available 

to anyone not directly concerned with the care, 

Based on record review and interview, the facility 
failed fo maintain the priVacy and confldenUallty or a 
patlenfs medical record. For Patient 1's medical 
record, tht:lre were two (2) employees of the 
hospital (Employee C and Employee D) and two (2) 

contract employeee (Contract Employea E aIld 
Contract 
accessed 

authorization. 

Employee F) who 
the patienfs medical 

inappropriately 
record without 

Findings: 

On August 19, 2009, a self reported faclllfy incident 
was investigated regardIng two (2) employees (;If the 

hospital breaching the elect(onic medical record of 
Patient 1. 

According to a facility letter to the Department 
dated August 5, 2009, the facility had "determIned 

on August 3, 2009 an employee of the School of 

Medicine, Department of Medicine inappropriately 

accessed Protected Health Information of a 
deceased patient." 

The two UCLA employees were 

placed on "investigatory leave" 

on July 17 and July 27, 2009' 

respectively pending the 

outcome of the investigation. 

At the conclusion of the 

investigation, it was 

determined that both employees 

inappropriately accessed patient 

l's medical record. The facts 

were presented to the UCLA 

Health System's Disciplinary 

Action Committee and it was 

agreed that the employees did 

not have a business reason to 

access the patient's record and 
directed that the employees 

should be dismissed. 

As such, the employees were 

terminated from the UCLA Health 

'System on August 25 and 

September 4, 20D9 respectively. 

Corrective action already 
carried out. 

8/25/09 

9/4/09 

Event ID:DV6T11 6/8/2010 11 :11 :33AM 

LABORATORY DIRECTOR'S OR PRovtOERfSUPPl.lER REPRESENTATIVE'S SIGNATURE: TITLE; (X6) DATE 

Any d&ficlenay elatement ending wllh Eln asteriSK (') denotes a denclancy which the inlllfulliofl may bel excused from cQlTecting providing It Is determined 

U1Qt other safeguardll pr~Yida 8ufflc~nl prolectlon 10 the p<llianls. Except for nursing homes, th~ findll1l1~ above arB disclosable 90 days followrl11ltha dute 

of survey WIl"lIler or floll! plan of wrrectlon III provided. For nurGlng homel, the III:JOVIJ fll1dlngs' and plans of 4;<;>rreotlon ar" dlsclosable 14 day!> followlnQ 

the date 1hese documcnw ;)1'0 madl7 ll.vallabla to the facilty. lr deflcll1nolea are cHed, tin approved plan of correction is requ!slllf to continued prugrarn 

partIcipation. 
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On,August 2, 2009 and
 

2009, indicated the facility had "determIned on
 
A second fetter to the Department dated August 6, 

August 3, 2009, the two 
August 31 2009 that an employee of the Health contracted employees were 
System, Department of Pathology and Medical 

officially notified in 
Support Services, inappropriately accessed 8/2/09

writing from the contractors'Protected Health Information, II 
;employer that they were 8/3/09 

During an interview with Employee B on August 19, terminated from their 
2009 at 9:05 a,m., he stated that Employee Chad employment because it was 
"no reason" to access the Laboratory Information 

determined that they violatedSystem to print labels for laboratory tests
 
performed on Patient 1. Also, at the' same time,
 the company's HIPAA policy. 
Employee B stated that Employee D had "no UCLA Health System obtained 
reason" to access Patient 1'8 record. copies of the written 

notification for its files.During an interview with Employee A on August 19,
 
2009 at 9:20 a.m.. she stated there was "no wrltlel)
 
permIssion" authorizing the release of medical
 Corrected action already 
Information, Employee A stated both employees carried out. 
were plqced on inve6tlgatory leave and Human
 
Resources was processing employment
 
termination.
 

On September 7. 2009, the facility reported via
 
e-mail communication, additional breaches by two
 
contra'ct employees. A review of the a-mail
 
communication disclosed the foHowing: 1) On
 
September 3, 2009, the facility had "determined
 
that two individuals inappropriately accessed
 
medical information" of PatIent 1. 2) The two
 
co~tract employees (Contract Employee E and
 
Contract Employee F) were employed by a
 
company providing pathology billing services for the
 
facility. 3} Contract Employee E uaccessed the
 
'patient's Informa'ion" on July 9, 2009. 4) Contract 

Event ID:DV6T11 6/8/2010 11:11:33AM 

LABORATORY D1REC,OR'S OR PROVIDI:R/SUPPUER REPRESENTAllVE;'S SIGNATURE T.ITLE (X6)DATE 

Any dltficlency staiement endIng with an aslerJ&k (7) denotes a dallctancy which the InstiMion may be eXCU6ed rrom corret;!1nij providing it is determjn~ 

that other safegllRrds provide sufficienl protection 10 th6 patients. ExC8pt for nurGing homes, the findings above are cllllclOl,lable 90 days following the data 
of su!Vuy whllth~r Dr "'.It tI plan of cotrection l~ pl'Qv/ded. for nun;/f19Ilomes, the ebovlI flndlngll find plan!; of oorrootlQn are diil'IQsabl~ 14 rJRYs followltlg 

the dale thelle docurnentg orE! madll ~Vl:llklPla to the facillty, If doflclencleli aTe cited, an approved plCln of correotion is reqlliella to oontlnued program 

participation. 
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Continued From page 3 

Employee F "accessed the patlenfs Information" 
on June 3D, 2009 and again on July 9, 2009, 

During an interview with Employee G on September 

10. 2009 at 9: 10 a.m., she stated that Contract 
Employee E and Contract Employee F' "admitied 
inappropriate access, they were curious." 

A review of facilily records revealed Employee C 
signed a "Confidentiality Agreement" on May 16, 
2008 and Employee D signed a "Confidentiality 
Agreement" on October 22, 2007, agreeing to 
"preservEl and protect confidential patient, employee 
and business Information." The two (2) employees' 
"Confidentiality Statemenf' dated May 27, 2008 
and May 20, 2008 respectively, indicated the' 
employees agreed to "access confidential 

infomtation to the minimum extent necessary for 
my assigned dutles," 

A review of the "contractor vendor" records 
disclosed Contract Employea E and Contract 
Employee F sIgned the company HIPAA Procedure 
GuIdelines on May 12, 2008 and March 16, 2009 
respectively. The record Indicated, "ThIs document 
contains the procedure to be followed by all 
workforce members and contractors to compiy with 
privacy and .security provisIons of the Health 
Insurance Portability and Accountablliiy Act 
(HIPAA)." 

According to the "contractor vendor" records dOlted 

August 2, 2009 and August 3, 2009, the company 
had "determined" Contract Employee E and 
Contract Employee F "violated the company's 

UCLA Health SYptem has begun the
 

following activities to address
 

issues and workforce behavior
 

related to protecting patient
 

privacy and confidentiality.
 

UCLA is undertaking a 

comprehensive review of all current 

UCLA Health System patient privacy 

and information security 

policies and evaluating them 

against current internal 

practices and appropriate 

laws. Any gaps or 

inconsistencies will be corrected 

with appropriate departments 

and business units. Any substantiv 

changes to policy will be addressed 

in comprehensive 

workforce training, If 
appropriate, we will eliminate 

policies that are no longer 

applicable. HIPAA privacy and 

information security policies will 

be reviewed on a regUlar basis and 

adjusted as appropriate to meet the 

real time changes. 

Policy revisions completed. 8/1/10 

Chief Privacy Officer. 

~vent lD:DVGT11 6/812010 11:11:33AM 

LABORATORY DIRgCTOR'S OR PROVIDER/SUPPLIER REPRESENTATIVE'S SIGNATURE TITLE' (X6) DATE 

Any dellcjency :statement ending wHh an asterISK (.) denotes Q deflclency Willen the insUtullon may be eXCXI&ed from oorrectlng providing It Is datermiood 
thai o'thor safeguards pl'Ovldo 5uffiolenl protectIon to the patients. Except for nursIng homes, the fllldlng! above aTf~ disclosabla 90 days following the data 
of aurvtlY whether or not aplan or correotion 1$ provided. For nursIng homes, lha above fJIldllgll lind pli¥lll of wrrocUon al'\l Qh.closaPle 1-4 QI\Y~ following 

the dille lhese documents are made availablo to the faoUlty. If daOolencleli q~ cited, lin IIpprovl)d pran of con-action is requlslla to contlnu.,d program 

partlclpatlon. 
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Continued From page 4 

HIPAA policy by attempting to access 
unauthorized Information" and the company must 
terminate employment "pursuant to our privacy 
policy effective Immediately." 

Based upon the information provided. on the 
"Access Report,U Employee C breached patient 1's 
electronIc medical record once on July 7, 2009 and 
Employee D breached the patient's electronic 
record once on July 2, 2009_ Based on a "Record of 
Inappropriate Access" report prDvlded by the 
facility, Contract Employee E inappropriately 
accessed the patient's Information on July 9, 2009 
and Contract Employee F lnappropriately accessed 
lhe patient'3 information on June 30,· 2009 and 
again ot! JUly 9, 2009. 

T22 DIV5 CH1 ARD - 70751 (b) Medical Record 

Availability 

(b) The medical record, Including X-ray films I is the 
property of the hospital and is maintained for the 
benent of the patient, the medIcal staff and ~he 

hospital. The hospit~l shall safeguard the 
informatron in the record against loss, defacement, 
tampering or use by unauthorized persona. 

Based on record review and interview, the' facility. 
failed to safeguard Patient 1's medIcal record 
against use by unauthorized indivIduals. 

Findings: 

On August 191 2009, a self reported facility incident 

was investigated regarding two (2) hospital 

UCLA Health System is providing 

its workforce members with 

additional information on 

patient privacy and information 

security issues and practices. 

Frequently Asked Questions 

(FAQs) addressing UCLA Health 

System Policies will be posted 

on the UCLA Compliance Office's 

intranet website. The purpose 

of the FAQs is to provide 

answers to questions that 

workforce members encounter 

during their daily work. As issues 

arise and are addressed by the 

Pr~vacy and Information Se~urity 

Offices, FAQs will be created so 

that the workforce's level of 

awareness continues to increase. 

Initial set of FAQs on website. 

Chief Privacy Officer 

Chief Information Security Officer 

7/9/10 

Event ID;DV6T11 6/6{2010 11 ;11 :33AM 

LABORATORY DIRECTOR'S OR PROVIDER/SUPPLIER REPRESENTATIVE'S SIGNATURE nTLE (X6) DATE 

Any tJerlclency statement ondlng witl1 arl asterisk (') demotes a daflclency which the In:slltl.ltlon may be exculllld from corroctiflg providing it rs delarmlnlld 

that other safeguards provldQ ~ultlclent protccllorl,l,o the palients. Excl1pt fOf IlUfilng homes, the findlngs above ara dl6closable 80 days following the date 
of survey whf1ther or nol a plan or correctlon iii provided. For nursing homes. llIe abOVe findings and plans of COlTectlQll afll d16clo6a.blll 14 day5 folrQwlng 

the date ttJe!l9 documente are macle available to the faoility. If dllOclencles o!lre oUed, an upproved plan of COITClCUQn ~ requIsIte to continued program 

partiolplltlon. 
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Continued From page 5 UCLA Health System has made a commitment 

employees (Employee C and Employee D) 
to its privacy and information security 

Iprograms by hiring additional personnel.
breaching the electronic medical record of Patient 

1. In May 2010, UCLA hired a full-time Chief 

Privacy Officer to work with the Chief 
5/10/10 

According to a facility letter to the DepartmenL Compliance Officer to continue 

dated August 5, 2009, the facility had "determined improvements of our comprehensive 

on August 3, 2009 an employee of the School of compliance' program. 

MedicinB, Department of Medicine Inappropriately 
accessed Protected Health Information of a In addition, in June 2010 and July 2010, 

deceased patient." 
the 

two 

Information Security Office will have 

information se~urity analysts 
6/21/10 

whose responsibility will be to work on 
A secORd letter (0 the Department dated August 6, 
2009, Indicated the facility had "deteffilined on 

continued improvements to the UCLA Health 

System's information security compliance 
7/6/10 

August 3, 2009 that an employee of' the Health strategy ~nd initiatives. 

System, Department of Pathology and Medical 
Support Services, inapproprIately accessed These additional xesources to UCLA 

Protected Health Information," Health System's compliance team will 

provide additional support and leadership 

During an interview with Employee A on August 19, to the business units. Furthermore, they 

2009 at 9:20 a.m' l she stated 
permissionll authoriZing the 

there was "no written 
release of medical 

will enhance existing and develop new 

patient privacy and information security 

initiatives, activities, and programs ­
Information. In addition, a review of an e-m~" including but ~ot limited to, education, 
communication from Employee A on August 3·1, aWareness, training, riSk assessment, 
2009, disclosed that lhe two hospital employess, remediation, and strategic development. 

who breached Patient 1's medical record, did not 
have a ~Iegitimate business reason" to vieW the 
patient's medical record and had no authorization to Chief Compliance Officer, 

do so. Chief Privacy Officer, and 

Chier Information Secu4ity Officer 

On September 7, 2009, the facility reported via 
a-mall communication, additional breaches or 
Patient 1'5 medIcal record by two contract 
employees (Contract Employee E and Contract 
Employe~ F). A reVIew of the e~mall communication 
disclosed that on Sept6mber 3, Z009, the facility 

EveniID:DV6T11 6/5/2010 11:11:33AM 

LABORATORY DIRECTOR'S OR PROVIDER/SUPPLIER REPRESSNTATIVE'S SlGN-:\TURE T1TL~ (X6) DATE 

Any denclency atatarnent ending with an aslerisk (1 denotes fl deficiency which th" lnsUlulion may be axcl.l3~ from correcting providing ills determined 
lhat other safeguards J>rovlda sufficlenll'roteollon \Q the patlen/B. Except for nursIng homes, the flndings above 8re disclosable eo daya followIng the dElte 
of survey whllther or not a plan of corroctlon Is provlded, For nursing homes, the above findihg!l and planll of correcUon 8(6 dh;r;;lo!ab/e 14 allYli fo8owlng 
(~ dllte 11lese docymenls afO meda avaIlable to the facillty. Ir deficiencies ara clt6d, an approved plan of cprrectlon 16 requisite 10 continued pTogml'l\ 
p~rticlpatIOl1. . 
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Continued From page 6 

had "determined that two individuals Inappropriately The UCLA Privacy and 
accessed medical Information" of Patient 1. Information Security Offices 

will document a standardized 
Durtng an interview with Employee G on September 8/15/10operating procedure for 
10, 2009 at 9:10 a.m., she stated that Employee E 

assessing user access to
and Employee F "admitted inappropriate access, 

electronic PHI for persons ofthey were curIous." 
interest, 

According 10 the "contractor vendor" records dated 

August 2, 2009 and August 3, 2009, the company 
had "determined" Contrad Employes E and Chief Pri~acy Officer 
Contract Employee F "Violated the company's Chief Information Security 
HIPAA polley by attempting to access Officer 

·un8uthoriz.ed infonnatlon. ll 

Based Upon the Information provided on the 
"AG~ess Report" and the facility Investigative 

11reports, Employee C, breached Patient 8 

electronic medical record on July 7, 2009 and 
Employee D breached the patient's electronic 
record on July 2, 2009 without authorization. Based 
on a IIRecord of Inappropriate Access'" report 
provided by the. facility, Contract Employee E 
accessed the patient's information on july 9, 2009 

Individual/role re~ponsible for
and Contract Employee F accessed the patient's 

monitoring the corrective action
information on June 30, 20011 and agaln on July 9, 

plan.:2009. 

Chief Compliance OfficerThe facility failed to prevent access to confidemtlal 
medical record information and safeguard Patient 
1's medical record against use by unauthori:l:ed 
indivldLials. 

Event IO:DVST11 6/812010 11:11:33AM 

LABORATORY DIRECTOR'S OR PROVIDER/SUPPLIER REPRESENTATIVE'S SIGNATURE nTLE (X6) DATE 
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tI1!\t other sareguards proVide Guffk/ant protBcUon ta tho pa6enls. EXCQpt fDr nursloQ homes, the IIndinDB above arll dl5c\olXlble 90 dayl; following the dale 
or sljrvey whetfler or not a plan of oomilQtron Is prQvidGd. for nun:ilg t!ome$. the llbovo fInding/; and pltm$ of ~rrec!JOl1llre dlsclolisble 14 days following 

tile datI' these c10cumenlB arG made available to the facility. If deflcJancles EIre cited, an approved plan of carremlot1l6 requIsite to continued j)rogram 
parUclpalian. 
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