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The followlng reflects the findings of the Depariment

of Public Health during & complaint/breach event UCLA submits this response as

well as incorporating by

visit:

reference all prior responses
Complaint Intake Number: I gubmitted to the Department of
CADD198352 - Substantiated Public Health relating to the

prior Statement of Deficiencies
issued to UCLA Health System
concerning Patient Rights and
The Inspection was {imited to the specific facllity Medical Records and the Plans

event investigated and does not represent the of Correction submitted on
findings of a full inspection of the facility. May 12, 2008 and July 3, 2008.

Representing the Depariment of Public Health:

Health and Safety Code Section 1280.18(a) A
clinic, health facility, home health agency, or
hospice licensed pursuant to Section 1204, 1260,
1725, or 1745shall prevent untawful or
unauthorized access to, and use or disclosure of,
patients' medical Information, as defined in
subdivision (g) of Section 56.05 of the Civil Code
and consistent with Section 130203. The
department, after Investigation, may assess an
administrative penalty for a violation of this section
of up o twenty-five thousand dollars ($25,000) per
patlent whoss medical informatipn was unlawfully
or without authorization accessed, used, or
disclosed, and up to seventeen thousand five
hundred dollars  ($17,508) per subsequent
occurrence  of unlawful or unauthorized access,
use, or disclosure of thal patients' medical

information.

T22 DIVS CH1 ART 7 - 70707(b){8} Patients' Rights

(b) A list of these patients' rights shall be posted in
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Continued From page 1

both Spanish and English in appropriate places The two UCLA employees were
within the hospital so thal such rights may be read placed on "investigatory leave"
by patien’ts. Th.is list shall Include but not bs limited on July 17 and July 27, 2009°
o the patients’ rights to: respectively pending the
cutcome of the investigation.

(8) Confidential treatment of all communicailons
and records pertaining fo the care and the stay In
the hospital. Written permission shall be obtained
before the medical records can be made available

At the conclusion of the 8/25/09
investigation, it was
determined that both employees

to anyone not directly concerned with the care. inappropriately accessed patient
1's medical record, The facts
Based on record review and interview, the facilily were presented to the UCLA
failed to main?ain the privacy and clonﬂdenllialliy of a Health System's Disciplinary 9/4/09
pattents medical record. For Patient 1's medical Action Committee and it was
record, there were two (2) employees of the agreed that the employees did

hospital (Employee C and Employee D) and fwo (2)
contract employees (Conlract Employee E and
Contract Employee F) who  inappropriately
accessed ihe patient's medical record without
authorization,

not have a business reason to
access the patient's record and
directed that the employees
should be dismissed.

Findings: . Ag such, the employees were
’ . terminated from the UCLA Health
On A'ugustt‘ 1?,d2009. :{ sekrep{gted falclllfy in;:;dtehnt ‘System on August 25 and
was investigated regardin o amployoees e .
hospital brgachlng ?he e?ectr‘onic med‘lacaly record  of Sepremper 4, 2009 respectively.
Patient 1. i .
Corrective action already

According to a facilily letter to the Depariment carried out.

dated August 5, 2009, the facility had “determined
on August 3, 2009 an employee of the School of
Medicine, Departmenl of Medicine inappropriately
accessed Protected Health [nformation of a
deceased patient."

|
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Continued From page 2

A second letter to the Department dated August 6, On August 2, 2009 and

2009, indicated the facility had *detarmined on August 3, 2009, the two
August 3, 2009 that an employee of the Healih contracted employees were
System, Department of Pathology and Medical . e
. - . officially notified in
Support  Services, inappropriately accessed 8/2/09

Protected Health information.” writing from the contractors:!

‘employer that they were 8/3/09
During an interview with Employee B on August 19, terminated from their
2009 at 9:05 a.m., he stated that Employes C had . . ,

employment because it was

"no reason" to access the Laboratory Information

System o print labels for laboratory tests determined that they violated

performed on Patient 1. Also, at the -same time, the company's HIPAA policy.
Employee B stated that Employee D had "no . UCLA Health System obtained
reason” to access Patient 1's record. copies of the written

During an inlerview with Employee A on August 18, notification for its files.

2009 at 9:20 a.m,, she stated there was "no written
permission" authorizing the release of medical Corrected action already
informatlon. Employee A staled both employees carried out.

were placed on investigatory leave and Human
Resources  was  processing amployment
termination.

On September 7, 2009, the facility reported via
e-mail communication, addiional breaches by fwo
confract employees. A review of the e-malil
communication disclosed the following: 1) On
September 3, 2009, the facility had "determined
that two Individuals Inappropriately  accessed
medical information® of Patlent 1. 2) The two
contract employses (Contract Employee E and
Contract Employee F) were employed by a
company providing pathology bliiing services for the
facility, 3) Contract Employee E “accessed the

‘patient's information” on July 9, 2009, 4) Contract
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Gontinued From page 3 UCLA Health System has begun the
; ) . . following activities to address
Employee F "accessed the patlents Infarmation” issues and workforce behavier
on June 30, 2009 and again on July 9, 2009, related to protecting patient
. . ) privacy and confidentiality.
During an interview with Employee G on September
10, 20098t 8:10am., she stated that Conlract UCLA is undertaking a
Employee E and Contract Employee F "admitled comprehensive review of all current
inappropriafe access, they were curlous." UCLA Health System patient privacy
. and information security
A review of facilily records revealed Employee C policies and evaluating them
signed a "Confidentiality Agreement® on May 16, against current internal
2008 and Employee D signed a "Confldentiality practices and appropriate
Agreement" on October 22, 2007, agreeing to laws. Any gaps or
"preserve and protect confidential patient, employee inconsistencies will be corrected
and business informatlon.” The two (2) employses' with appropriate departments
“Confidentiality Statement® dated May 27, 2008 and business units. Any substantivd
and May 20, 2008 respectively, indicated the changes to policy will be addressed
employees  agreed to  "access  confidential in comprehensive
information to the minimum exient necessary for X workforce training. If
my assigned duties.” appropriate, we will eliminate
. N \ policies that are no longer
A’ review of the "contraclor vendor" records. applicable. HIPAA privacy and
disclosed Contract Employee E and Contract information security policies will
Employee F signed the company HIPAA Procedure be reviewed on a regular basis and
Guidelines on May 12, 2008 and March 16, 2008 adjusted as appropriate to meet the
raspectively. The record Indicated, "This document real time changes.
containg the procedure to be followed by all
" {workforce members and contractors to comply with Policy revisions completed. 8/1/10
privacy and -security provisions of the Healfth
Insurance  Portabllity and  Accountabilly Act
(HIPAA).® Chief Privacy Officer.
According to the "confractor vendor' records dated
August 2, 2009 and August 3, 2009, the company
had ‘"determined" Contract Employee E and
Contract Employee F "violated the company's
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Continued From page 4 . .
UCLA Health System is providing
HIPAA  policy by attempling fto access its workforce members with
unauthorized [nformation" and the company must additional information on
terrpmate .employmelnt ";?ursuan( to our privacy patient privacy and information
pollcy effeclive immadiately. security issues and practices.
) . . Frequently Asked Questions
Based upon flhe information  provided on lh'e (FAQs) addressing UCLA Health
» i
Access Repor.t, Employee C breached Patient 1's System Policies will be posted
electronic medical record once on ‘.luly' 7, 2009 an'd on the UCLA Compliance OFfice's
Ernpl;yee D frfa;hesoogmes pztlems '(;lectrzmcf intranet website. The purpose
recor on'oe on July . . Base ona':x:t BCOF! ho of the FAQs is to provide
Indp'proprlaie Access"  report provk.Ie by_ t[e answers to questions that
facility, Con’tractl .Empfloyeef E |‘r;a(pprgpr:g§9y workforce members encounter
aczBSCSEdt th? Eat'elms m:"]namn On, lLl)y ! d during their daily work. As issues
an on rac ‘mp oyee nappropriately accesse arise and are addressed by the
the patient's information on June 30, . 2009 and ) , )
. July 8. 2000 Privacy and Information Security
again on Juy S, ' Offices, FAQs will be created so
, that the workf 's level of
T22 DIV5 CH1 ART7 - 70751(b) Medical Record © voxrroxee 8 feve” ©
. awareness continues to increase,
Avallahility
(b) The medical record, Including X-ray flims, is the Imitial set of FA b
. 1 g ) 5 .
properly of the hospital and is malntained for the nitial set of FAQs on website 7/9/10
benefit of the patient, the medical staff and the
hospital.  The hospital ~ shall safeguard the
information In the record against loss, defacement,
tampering or use by unauthorized persons.
Based on record review and Interview, the facilty. Chief Privacy Officer
faled fo safeguard Patient 1's medical record Chief Infoxmation Security Officer
against use by unauthorized individuals,
Findings:
On August 19, 2009, a self reported facility incldent
was investigated regarding two (2) hospital
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Continued From page 5 UCLA Health System has made a commitment
to its privacy and information securit
employees  {(Employee C and Employee D) programs by hiring additional personne;
breaching the electronic medical record of Patisnl )
1 In May 2010, UCLA hired a full-time Chief | o/, .\ o
Privacy Officer to work with the Chief
According to a facility letter fo the Depariment Compliance Officer to continue
dated August 5, 2009, the facility had “delsrmined improvements of our comprehensive
on August 3, 2009 an employee of the School of compliance program.
Medicine, Department of Medicine inappropriately
accessed Protected Health Information of a In addition, in June 2010 and July 2010,
deceased patient." the .’.[nformation Security Office will have | 6/21/10
two information security analysts
whose responsibility will be to work on
A second letter fo the Department dated August 6, cont inued improvements Lo the UCLA Health | 5 ¢ /1 o
2009, indicated the facility had "determined on System's information security compliance
August 3, 2009that an employee of 'the Health strategy and initiatives.
System, Department of Pathology and Medical
Support  Services, inappropriately  accessed These additional resources to UCLA
Protacted Health information.” Health System's compliance team will
i provide additional support and lesadership
During an interview with Employee A on August 19, £o the business units. Furthermore, they
2009 at 9:20 a.m., she stated thers was "no wrilten will enhance existing and develop new
T N " patient privacy and information security
permission authorwjh'wg- the re}ease of medica! initiatives, activities, and prograns -
information. In addition, a review of an e-mall including but not limited to, education,
comymunication from Employee A on August 31, awareness, training, risk assessment,
2009, disclosed that the two hospital employees| remediation, and strategic development.
who breached Patient 1's medical record, did nhot
havé a “legitimate business reason" to view the
patient's medical recard and had no authorization to Chief Compliance Officer,
do 0. Chief pPrivacy Officer, and
Chief Informatioh Security Officer
On September 7, 2008, the facllity reported via
e-mall  communlcation, additional  breaches  of
Patient 1's medical record by two confract
employess (Contract Employes E and Conlract
Employee F). A review of the e-mail communication
disclosed that on September 3, 2009, the facility
Even{ ID:DVBT11 6/8/2010 11:11:33AM
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Continued From page 6
had “determined that two individuals Inappropriately The UCLA Privacy and
accessed medical information" of Patient 1. Information Security Offices
Duri intervi th Emol s Senfemb will document a standardized /15/10
uring an inferview w mployee G on September , 8 g
operatin rocedure for
10, 2009 at 9:10 .m., she stated that Employee E P e 9P .
and Employee F “admitted inappropriate access, assessing user access ta
thay were curfous.” electronic PHI for persons of
interest.
According to the “"contractor vendor records dated
August 2, 2009 and August 3, 2009, the company
had ‘“dstermined* Contracl Employes E  and Chief Privacy Officer
Contract Employee F ‘'viclaled the company's Chief Information Security
HIPAA  policy by attempting to  access Officer .
‘unauthorized information.”
Based upon the Information provided on the
"Accass Report’ and the facilly Investigative
reports, Employee C . breached Patlent 1's
electronic medical record on July 7, 2009 and
Empioyee D breached the patiant's electronic
record on July 2, 2009 without authorization. Based
on a "Record of Inappropriate Access™ report
provided by the. faclity, Contract Employse E
accessed the patients information on July 9, 2009 Lndividual/rol ‘bie f
and Contract Employee F accessed the patient's pdtviduat/role responsible for
information on June 30, 2009 and agaln on July 9, monitoring the corrective action
2009 plan‘:
The facility falled to prevent access to confidential Chief Compliance Officer
medical record (nformation and safeguard Patient
1's medical record against use by unauthorized
individuals.
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