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(X4)1D SUhiW..RY STATEUENT OF OEFIGIEHCIES m PRO\IlOER'S PLAN OF CORRECTION 

PREFIX (EACH DEFICIENCY MUST BE PRECEEDEO BY FULL PREFIX (EACH CORRECTIVE ACTION SHOULD BE CROSS. 

"' REG UtA TORY OR LSC IDENTIFYING INFORW\TION) "' REFERENCED TO THE APPROPRIATE DEFICIENCY) 

The following reflects the findings of the Department 
Plan of Correction Response for 

101 r-uDu� Health during a complaintlbreaGh event 
Complain! 'II CA00200378; lv;•• To ensure cDrreclion was accomplished both 

Intake Number: 
temporarily and p ermanen tly for each the 
following actions have been taken: 

, , o • Substantiated 

1. Patient go and Wife notified via US mail 

; Department of Public Health: of incident and offered credit monitoring 

HFEN protection service. 

I The inspection was limited to the specific facility Responsible Person: VP Chief 

; and does not represent the Compliance and Privacy Officer 

of a full inspection of the facility. 
2. Implemented new process for 

I Hea"" ood Safety Code Section 1280.15(8) A 
management of the "'Emergency 

Departmen t Patient Information Sheets" 

lcl;,;,, health facility, home health agency, O< which requires that clerks immediately 
' licensed pursu ant to Section 1204, 1250. scan and shred informat ion sheets upon 

1725, 0< 1745 shall prevent unlawful 0< receipt from the patient. This new 
access to, aod ooe or d isclosu re of, proces s will provide additional 

medical informat ion . ., defined ;, safeguards to further protect patien t 
i i (g) of Section 56.05 of the Ci\lil Code information from unauthorized access, 

land consisten t with Section 130203. The use or discJosu re. 

department, atfer investigation, may assess eo 
administrative pe nalty for a violation of this sect ion Responsible Person: Office Manager, 

1 of up to twenty-five thousand dollars ($25,000) per Emergency Departmen t and 

I pat ient whose medical infermation was unlawfully 
Director, Emergency Department 

10< without authoriza t ion accessed, used, 0< 3. Reviewed and educated Clerical Staff on 
' I ' aod "' to seventeen thousand f1ve 

dollars ($17,500) subsequ ent 
neYJ process. 

,., Responsible Person: Office Manager, 
of unlawful 0< u nauthorized access, Emergency Department 

t"''· 0< disclosure of that patients' medical 

I The hospital detected the breacn 00 8/11/09 and 

the Department within the requ ired five 

business day time period. 

7/3012010 9.10:44AM 

OR PROVIDER/SUPPLIER REPRESEHTAnVE'S SIGNATURE TJTI..E 

ant ending wilt1 an Hlerisk (') dei'IOU!s a defiCiency which lha lnstHulloll may be excused rrcm conecllng prcvk:llng il is dete1111ined 
that other salegua s provide suffident pralec:llon !D the pallenls. Exc.aptfor nun�lng homea. the findings above are diu:losa�lil iKI days following Ole dalo! 
ct. SUMY whether or not a plan of correcOOn is provldl!d. For nun�ing horn!!$, the above findings and plans or coi"\'EIC!kln are disclo8able 14 days following 
1t1111 dale these documents are made eveila�e 1o !he facility. 1r dllllclsn.:les are cited. an appro�ed plan or correclion Ia requisite lo continued pn:,...rem 

parliclpa'bon. 
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... , .. B.'MNG 0611Ui2010 

�MC OF PPOYIOEI'< OR S!fi'f'UER STREET AO:JRESS, CIT!', STATI"-. ZIP CODE 

John Muir Medlesl Center· Walnut CrMk 1601 YGNACIO VALLE'( ROAD, WALNUT CREEK, CA 9468$ COHTRA COSTA 
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I 
' 

tx•liD SUMW.'<Y STA�T OF OEFIC;ENCIES ' " P!'IOVIOEA'S !'!.AN OF CO'IFi!:CT'OIW ' 
?I<EHX {EAC"i lEFI::IE,.CY �US.,. BE PREC€€C:ED BY FiJLL ' PREFIX (!ACt> cORR:EC"1'-'E ACT; ON SH:-U�O SE C�OSS-

fAG ilEGI.O. -m;_y OR eSC liJ E:t41 ,fYII'IC !NfORI.IATION) ' '" I<El'Ei'ICNC'10 TO THE APPRO�Fi'AT5 :lEF'CIENC\'} 

Continued From paga 1 � Continue Phm of Correction Response for 
Complaint# CA0020037$: 

B01$ed on oC:oervOJiion, lnteMew, '"' ,.coed nowiew. I 
,. hospf!al ra:!ed tc $Sfeguard the informalion in I 4. lmp·eme'11 rew process for closJre Of 

' "pod:::· by c!enca staff members wilh·:1 Pallen! SO's 1nedical record by fa;ling to protect the ' 

"Eneq�ern;:y Department Patient lnformelion Sheet" 
the Emerge�cy Deoartme"'L t-.ew 

process requires that prlo· to a p00 
resufting 1n 1he ide'1tity theft of patient and his wife. 

closure; all paUenl re a led 

Findings: 
cocumentatior {nor--pa:ient inforrra!!on 
sheets} wll be p1ys'cally moved by !he 
aoprcpfiale cerk lc =-oo 3. Which 1s 

Oc 51'20110, Assistant Compli ance Officer always cccupied by a derical staff 
p�esented '" review the hospital "Privacy Breach nemcer_ Tt-is 1.ew process w;!! further 
fnwstlgation Form" '" fhe br each :n the safegJard oatie:11 hfurmal!cn maintained 
confidentiality ot Patient 90's medi cal inforr;JaUon. by c·efieal staffWJ:hin the Errergrocy 

The "Privacy Breach Investigation Form", dated Departner:. 

8/17!09, inc lu ded the Incident Report Fo� '"" 
eight pages document} "' showed !hat Palie1t Responsible Per.ton: Office Manager, 

90's wife called the hosp:tal on 8!11/09 lo report Erlergexy Deoartment 

lhflt sha h'd been the oJictim of idert(ity the't ""' 
lhal the 1'&5pOMib\& (Of this crirr& h>' Of 5. :Jaily "e'iiew concucted three times per person 

day (eac'l shift) in a 24-hcur period ro 
he; possess;on, at the time of arrest heaOh 

ensure Cleflo:s complmnce 'hilh 
informfllion from the hospital wi';ch she used :o 

cepartmeot procedure for scanning and 
commit fraud. shredding patienl1nformaUon sheeis. 

. Review !o continue for a period of 30 
Further review showed that P�tient 90. wife: days to ensJre 100% compliar:ce with 

; brought Patient 9tllo ,,. ED iEil'ergt;rt,;t : department procedure Appropriate 
Department} '" ""e 0:1� As p>rt of the: acliar to be taken 11 accordance with 
regis !ration orocess, !he wife �·- the: review lindmgs. Review to be re-
hoepttal term Nted "[rloep. tal narre) Emergency : eva!Jated after 30 days to ascertalr 

. CWpartrnent Patient Information Sheei" and provided : whe!her moni!ortng will be conlln:.Je<J, 
I Pat:ent 90 and :"Cf (" ,.,. was tho prim<;ry . discontinued ot' revised. 

insured) p&l'$01"1&! hformll"Jo, incl!Jd:ng t"" full 

na�E!$-, datQs ol birth, address. end social security Rl!'$J>OO$ibl� P8rsQO: Office Mar•.a,;er, 

numbers Pa1ier! 90was admitted arnl later Emergency Department and 

1 discharged. The wife �tlto "ee''ited lh� within a few lead CleO::, Emergency Department 

i weeks after Pati*nl 90's clscha;ge from lho 
i ' 

. 81errti0.YR3.L. 1 ' 

TITLE 

An; defk;lency ttablmerri. erdl!>!J ..Jib •�- ut��IW; 11 de:� a dllfo:i!:lttey ..t.k:h IM irlllt!tllbon may boo ""��ud lrorn a:uw::f� pmW;in;l A .. daiSf!Tineo:: 
trial oltl« Vlfe;J\MJI:It proVIde •IJ!'I)I::·enl p� m 1M pllief'.W � fotlliiA!I\9 hciM4, 1M f\!Wmgt •>woo Aa ,;l&q;>J!a(IID to dl'l:f'i' 'diowi"g "• dam 
Q/li.>Nuy wl>elher « r.ct11 r;llill'! or �em _., ll«:r.i<:kd For lliiiWlP ��� lhit .� flrntmn& iilll:l p'lmll of ®n-� ere 4Jt;;im<�t>\Q j-4 �� leloewirl{l 
1t1a date !t'eso doe,r,otfltr. a.:o mado a¥Qb!e b !!'le !aQ;ty_ lf � � tile:!, .an a� pil.'l d COI'l'edion s requi!l:& tn �llf.ued �am 
Pi\f'.c:ip&IX:fl. 

(-';�) 
COM:>,E_�E 

I 
""" 

' 

I 
B/9110 

I 

&W20i0 
(on-go!r>g 
for a periOd 
d 30 C3j5) 

I 
I 

(X6)W.TE 

'"' 



I ' ' 

' 
' 

C . .O.UFORN'A HEALTH ANO HUMAN SERVICES AGENCY 
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STAT£\l!frNT OF DE"!CLNCiC.& ' :X1) i>R:t1 DE'lJSVPP�I<:Il'<:U'I tn) !IIJLiiPlE CON1il'<UC1'0h 1XJ) WI-:-£ SU'lVEY 
'lhD Pt.i'N OF COfmt::i!OtJ ' IOENW.C_t,T.[JN NIJ,.t!ER GDMPLEXD 

' ' A 8UI�D'NS ' ' 
050180 I! WI�G ()e{ztf2010 

NAME OF fPfYJJ'li;:R U< SJPPL,fR CRCET ADDkt$$ CiTY :>irt liP CODE 
John t.'lulr Med>ta! Center· Walnut C.--1; Hl01 YGNACIO VALLEY ROAO, WALNUT CREEl":, CA 945913 CON'Tl\A COSTA 
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PRF�,.: 
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S\.IMMAI'iJ S�ATEMENT OF 0£F\CIHICI£S I ' (EACH C:t:fiCI!frNCY,_.IJST Bf: l'l'iEC!.'l.'0£0 flY F..:Ll 

R!O(;iJLJn:!li:" Of< l SC ID(';NTI�ilf<G lt<fDEW. �10'1; 

' 
Continued FrQm page 2 I ' ' 
hospl!al. 'he discovered ""' ' person was using 
,., infonratum to open credit accot.rr!:s ""' make ; 
purch01ses " nee nOIIT'€. The person responsic:e 

1 WSS arrested aod woo found ,, have ic ,., ' 
· DOSsessicn ' tlCCU'Tlent '''"' the hospital, whic� 

i sh!<! was usmg to open cp thes e  accouns and i 
I WhiCh was later :denb�ied as. be1rg the 'Errergency : 

Deoa�ment Pate1: lnform;;�ton Sheel". ' 
' 

Review on 5/20/10 of ' '" "Emergency Depanment 
· Paherr. lrformallon Sheet" ,,, Paflent 905'1owed 

:thai ' ,, 1nnluded Patient 90's pro�ected health 

! informaNm ircluding, rame, age, gender social 

:security numoe•. address. physician, account 

: r�.�mber. rredieal record nJmber. admission date, 
, ' 

employment statw;, acd employers address. ,. ' . ,  
alw contained 1forna!!0'1 about Patient 90'' wif€. 
i ncludmg he< b .. name, age, ma�·ta! slatus, 
ad�ress. social se:::unty nurrber, "' hea':h 

II'!Soranre mformal!on. 
' I 
The !nciderl Report Form fur:her showed that l"'e : 

I "Emergency Departmer! Pat1errt l"''ormatl01 Sheer'. 
W<S "'" b y  registrat10:1 staff " the tene 
pafenrs adnissiof' " obtain the nane, date 

birth address, social securit1• nllmber 
insurance informahon. aoo it was filled cot by 
patient or a family memberlage"'t of the patient 

'sheet was '""' lh< Re "' 9 ist·a�1:>"1 de� "' 

ol ' 

of ! 
and 
the : 

The! 
the · 

'lnanc.al COI.II'l selor to ente' the patient's data 1/'llO i 
. the hospital's data system, a1d was then handed ! 
i off to the lead derk, who woJk! then place it into a : 

basket that sa: directly behind the lead clerk's : 
desk I! was the le3d clerk's job to assure lhe 

:accuracy of the informat.on and scan the sheet ·nto 

Event IO:YR3L11 1.13012010 

,, Pf<;)V'DEii'S P _All Of COR"!ECTION 

PflEFIX :tACM CC�'!ECTIVE 1\C.IO" SHO..:LJ EIE CROSS. 
TAG '<.tTFFEI"<CEOTOTHE AP�'<:OPR<kTii: OP' CltllCY) 
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' 

' 

' 

' 

91044AM 

\.AUORATORY Cli<€CTOR'S OR PROVIDE<VSUPPt IER RE?RESENTAflVI:''S S,ONATURE 

An1 <l<'l'�ei<!ocy <>tatement erid ""'-"""an l!lllen•k (') derm\6$!! aerte....,ot which !he .nn!uhn -ay be ex::<.<.rod !rom eo<"ecting p'U'<idwg 41$ ct<�tetmi'led 
lhal ol'>O< s!l!�dll<d> provide '.JII'l.mml p�l on to the IX!h!!�t<; E""'epl •or 'nJUll19 I'<OI!Wl. too find•ngs abe¥(! ¥C �sabl!! 90 dly$ !c!'qwitlJI!te date 
ol survt!y w:>e'l'ercr net a p'an m COt� 11 ptw<Qett FOII'IIfflii'G hcr>e.t �e above h..,;ings !ll'.d pW'& or 1:0nectkm ant dil!lclowble 1� diit5 lcllcwrg 
u,,. dale !hll!lil doou�nt!. ant made available kl tt.e !a<:�IIY. If de'•.,.,.-,:;ic,; �>'e e11cd an app'1:11red plan r:f co.-rectioo i! roQtii51W! !c <:<>n\lnued ;u�·am 
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0501811 B W1NG �129/2010 

STREET ADORt'SS CITY. STATE. !I? COD� 

John Muir Medital CM1er- Walnut Crook 

Campus 

1601 YGNACIO VALLEY ROAD. WALNUT CREEK, CA 94593 CONTRA COSTA 

COUNTY 

!M� IJ 

PRU-IX 

"' 

SUMI,IAI�Y SlATE'AtJH OF ::lEfi::IEIJC'fS 
(l.�CH OEfiCilNCY MUST b£ F'f'<'rCrrDO:� fl'r <'\l�l 
RFGcJLATORY OR lSC '0E ... TI"Y·NG> I"'H\�MATIOI\IJ 

! Continued From pag<� l 

I 
! lhe �a!ief1l's rectYd A ccorJ·"g to !he :rctdenl , 
i Repcli, the "E'Tierge"lcy Deparll'l'lerl Patient ! 
: !nkn'nallon Shffitl" CChi'd sil in !he ��&"'-et for vp lo ' 

two days An ED 1ead clerk and a!\ ED t1ansporter 

i (staff assigned the duties of transporting patients 

withm the hosp ital) W1Ht!' kwesligaled by the 
hOspital and found to be relate<! to !l>e person 

respo!iS,b!e for ll"'e identity !heft The mc1dent was 

still u!ider i!West!gabon by a police task force 

Observation en 6130110 at 10<30 am_ of :he 
' Emergency Departrre:'!t, . .., the O'eS€"!C€ of ED 

Manage:. showed hree areu. ca ed "pods'', t:'!at, 
Were desk area s w.th a glass wall !fl 11'1e front of the 

desk. Entry to 1'1e ::.cd area was by way of ar1 open 

walkway at e11ner eoo cf the desk Tt:ere was no 

I door cr Pa1ilicn. Pod 3 had a desk facing the glass 
'

wall, had ccrrpuler termin als and chairs f<tCif19 the 
g lass wa1:. and a co vnter behind the de$1<, with a 

basket holding completed admitf1ng papers en It 

The EO Manager stated the lead c'erk wor ked at : 
Pod 3. 

The hospital POlicy t•tk;o, " PHI· Pnvacy Pr<tc:iCf:l's. 

Uses and Dlsclos\.i"E!S of Proleded 1-ealth 

lnforma!lcn " rev;sed 9/G7 a!'Xl <ev�eWed on 5120110, 
slated ''workforce rrem�rs. (e'Tiployee. vclunteers, i 
ctlle'S}. ;)lysicans.. and ohar alliiXl health i 

professionals whl'e I)'CV'd!t'i9 ca;e may net USt> or 

disclose PHI in a manner •ncot'l;s.:sten\ wilh federal 

and slate Jaw'$ aod regulat:ons,� The policy 

inslrucie<l staff 10 make sure tt'lat medical 
·information t\';at identifies !he p atient is !<.epl private, 

i e:-:cept as the palienl authcnzes or as laws requh<! ; 
j IX oermit The p olicy further insl'vcted, 

Event iD:YR;jl11 7!30!:2.0"0 

! Ff10VII)["! S PLAN 7" CCRRECT'ON 

:f"-C!-i CO'lHftTI\If AOION SHOUlD BE CROSS· 

REFERE'iCf.O TO Hlf. AFPROPRI!<Tf. OHIC!LNC1) 

9:10:44AM 

IlTLE 

Any ootic>en:oy $\l:l!emtml '!ntlmiJ w\1> an a�l!lrw. n �:wnola� 11 �tr:"'<:-·01'1\C'f wh:ch !rte on$�1�1ion may be excused !rom cmrRMg prtWitllt\\1 ·t ·� tle!ettYII"'¢� 
tNH om,;r stt';�Q<1:11& ptevtle $All :lit>� I ::>rJ!¢Cho� w !h@ cuen\5 E•cem lorl"vrsi;;g hon1e�. the 11ndo"gs abOve M> d'•�l<>5�bkl �C days !:l'lo""'">9 \he daHl' 

af """"'¥ .. h!!ihl!' m net a pan Ol <XW<te'JO \ $ Pf0>'1.i.W Fw ,w,�mg "Wf'l!£, lh� above londi"9" and pill'>$ ol correc�o"t are chdo!Sble 14 day' h> h""''">9 

1-e dale lh��e dn::t.trenb are "'lldll av.::ul.!llle t¢ tl\1$ hlQ:I,Iy 'I deiO;i<mC""$ are �lied, an appro�ed p:a� ol WJ"ee'JO,\ $ •e�iJ·$ te 10 ;;o��I'!J«: prosr>'tm 

:>a1ocop;>Uo, 
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CAU:ORNIA HFAl TH AND HUMAN SERVICFS AGENCY 

DEPARTMENT OF PUBLIC HEAlTH 

$�1\TEMf.NT :JFDEI'It! .. M>lS {XT) PRO\IiDERISlJPPI.IER/CL\( ;x;; Mlltll"�e CONS"�'R,.C"'ON p::>) DATE 5Ufl'>'EV 

A'<D PlAN CF CO'l.l!lOC."!>Q>i iOf.l; 'lr:CATiOt. N'JI<'BF.R CO!o.'PlffFD 

A 3JL0iNG 

050100 3 Wi'>C 06;2912010 

N."'-YF CW "'�Ovl:lER OR SJFPU:;I'; STRC�- AI):JRESS. CrY GT.�TE. l P CODE 
John Muir Me\ik.!ll CantO I'· Walnut CrQek 1f;(l1 YGNACIO V4LLEY ROAD, WAlNUT CREEK, CA 94598 CONTRA COSTA 

CarnpU$ COUNTY 

!X4)10 ' S�t.1MARY O:n\:YMIENTO'' OCFICifN(;IES 0 ' PI<OVO'ERS PLA'l OF CCR�EC710N 

PiiEFI:'. i (Efo(;li O�F:CiEN•:V "'IJ$7 !IE PRt:CEEDED !W F.:L ?REF !X 
' I�ACH COR�EC'tf.'CACT ON StiOI.IU a� CROSS-

TAG l'!f.CV:.A TO<!r OR lS¢ l!l".:'fl'IF'Y:I'·K> 'NI'OilMA'lQ'o; TAC R!';>(;RfNCEO fO TH£ 1\PPROJ>C!IA'ft' OE" VfNCY) ' ' 

i Continued From page 4 
' 

"Reasol"'able precaJtb�s must be :a-.; en to: 

rr'niMi:r:e the chance of inadvertent disdosure of 
PHI to ,,.d1viduals w.,o tio not have a J"'eed lo know · 

' 
' ' 

' i ' ' 

' ' 
' ' 
' ' ' ' 
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I ' 

' 
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i ' ' 

Event ID:YR3L 11 9:�0:44AM 

LAB�RATOOY DIRECTORS OR f'ROv<lER!SUf'PUER REPRESE'NTATlVE'S SIGNA lURE TITLE 

A'>y dllltcim1q stafemli!N(:'IdiJ'Ig wr.h ao ijS\em� 1•1 ::lt'l<llfnl a dehrllmcy .. h!d> !h<! in�'iluten may !l8 excu�ed I row ccnectm\:1 pro;Hdlng n m rieb:ummed 
lhlll o:�er &;afegusnhi piC'< :tie :>cJffi�ienl prolec:boo In t".e pabllnt.;_ E=epl/orr.o..n�J,g hom�>�, !hefn<fr.g:. above am <:il�ble 00 CBJ! fu"owiCoQ '!It! <laW 
Q! �\trti;!J1 whett'er Of .'IQ\ a piJin 'JI ;:orrectli::m is :wov�. for nuraing ht!11'*$, \1'\e lilllo'le lindlfl9'1 �<>d plans o' corroctiOf\ al";o :lisdosable H aay' Jul!QW!il!l 
!tie dalE lhew docurom•"> are rr.ade &va1labW ttl 'he lacility. 1\' �1ooendes ruq Cliae, an :tpprQ'ffld p-all ot Cl:!ll'lKl Pn t& requisil!,l W WIMJC<.l progr�"' 
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