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I. Purpose
This document provides the Information Systems Security Operational and Technical Security Requirements mandated by the Department Information Security Office (ISO) for applications, projects, and technology implementations subject to the policies and standards of the Department. All systems/applications that are part of the Department’s system infrastructure or will utilize Department’s information system services are subject to these Operational & Technical Security Requirements. 
This document is intended to assist the Department and its customers in understanding the Operational & Technical Security Requirements the Department will use when instituting the system design, security features, security protocols, technology implementations, and technology configurations, of Department services. The security standards and guidelines herewith will be used as the Department’s ISO compliance review program for its information system services customers.
This document is intended to provide the Operational and Technical Security Requirements, expanded and adapted to ensure coverage of business processes relevant to the Department and its customers. These requirements ensure that significant planning and organization activities are integrated into the technology organization.  In addition, acquisition and implementation activities employed in the information systems environment shall be incorporated in the project management approach.

This document is intended to ensure Department information needs are satisfied by our technology organization consistent with the information criteria identified in relevant mandates and laws.
These requirements do not serve any specific project, nor do they prescribe any specific implementation technology.  

II. Scope of Requirements
The information security requirements herein are organized in five categories (sections) and address, at a minimum:
· Mobile Computing and Removable Storage Devices
· Facility Design, Construction and Operational Considerations
· Network and Firewall Service Access
· Wireless Management and Implementation Standards
· E-mail Use Standards

III. Contact
Chief Information Security Officer

California Department of Public Health
Information Security Office

1615 Capitol Avenue

Sacramento, Ca 95814

IV. Information Systems Security Operational and Technical Security Requirements
A. Mobile Computing and Removable Storage Devices
	1. Acceptable Use


Mobile computing devices (e.g. laptops, blackberries, etc.) purchased by and/or containing Department data must only be used for Department business purposes.  
	2. Acceptable Software


All software use must adhere to the guidelines set forth in the Department Information Privacy and Security Policy and Department IT Software and Hardware Standards.

Non-standard software may not be downloaded without obtaining prior approval from the appropriate Division Chief and the ISO.
	3. Accessories


Only supported and standard accessories listed in the Department IT Software and Hardware Standards will be authorized for purchase through the procurement process.  
	4. Physical Security


Mobile devices shall not be left unattended at any time. When taken off the worksite premises, mobile devices shall not be separated from employees at airports, automobiles, or hotel rooms.

Mobile devices used at an assigned workstation shall be cable-locked to an immovable surface or removed from a docking station and placed in lockable storage when not in use.
	5. Transportation


Employees should always use appropriate carrying cases to transport mobile computing devices.
	6. Access Control and  Authentication


Mobile devices shall be protected by a strong power-on password when available.
All non-Department mobile computing devices (i.e. devices belonging to contractors) connecting to the network should meet the following criteria: 
a. Should be approved by the appropriate Branch Chief and the ISO.

b. Complete the Foreign Attachment Form.

c. Connections should only be permitted via approved communication paths. 

d. At a minimum, all access should be authenticated locally. 

e. The mobile computing device should contain up-to-date anti-virus software and security patches.
	7. Data Protection


All data should be backed up to the Department’s network servers by default.  Data should only be copied to a local drive on the mobile device while working away from the office.
All mobile devices should have the Department standard anti-virus protection software installed.  Software definitions should be kept up-to-date even if the mobile device is to be used off-line for an extended period.
	8. Maintenance


At a minimum, employees are required to return the mobile device monthly to their LAN Administrator for regular maintenance (e.g., update anti-virus definitions, updated application and system patches).
	9. Disposal


In the case that a mobile device is no longer needed, the employee or the employee’s immediate supervisor should:

· Open an IT Service Desk request to have the mobile device sanitized according to the Guidelines for Data Sanitization and Disposal.
· Complete the Property Survey Report to have the asset properly removed from Department equipment inventory records.

B. Facility Design, Construction, and Operational Considerations
	1. Building Location


In the context of Information Security, the term premises refers to any area in which hardware is located; it may range from a corner in an office to an entire building. It is important to consider the choice of premises for the computer hardware carefully because it is difficult to make changes once a location has been selected.  

The premises chosen to locate computers and to store data must be suitably protected from physical intrusion, theft, fire, flood and other hazards.

The size of the area will be dictated by the amount of hardware to be housed. The environmental requirements for the selected area will be specified by the hardware manufacturer.  The physical security measures adopted, however, are likely to depend on the value of the hardware, the sensitivity of the data and the required level of resilience.  

In general, information security issues to be considered, when choosing premises, are:

· Malicious damage is likely to threaten the ability to meet business requirements, and will result in unnecessary expenditure.

· The non-availability of essential services is likely to threaten normal operations.

· Accidental damage to premises may threaten normal business operations.

· The theft of equipment would not only cause unnecessary expenditure, but may also disrupt the operation of critical systems.  

Other issues that might also need to be considered are listed in Appendix A – Facility Recommendations.
C. Network and Firewall Service Access
	1. Network Connections to External Networks


All connections from external networks to Department networks must be approved by the Information Security Officer (ISO), the Division Manager and appropriate Information Technology Services Department (ITSD) personnel.

All connections to external networks must follow the Department Information Security Policy.

All connections to approved external networks must pass through Department approved firewalls.
	2. Encryption of Internal Communications Traveling Over Untrusted Networks


Any connection of internal Department networks between untrusted networks should use an encrypted virtual private network (VPN) between the respective firewalls to ensure the privacy and integrity of the data passing over the untrusted networks. 

Appropriate means for distributing and maintaining encryption keys should be established prior to operational use of a VPN and should be approved by the Department ISO.
	3. Employee Access to Internal Hosts and Services from Untrusted Networks


Network connections (originating from untrusted networks) to hosts or services on the Department internal network should be encrypted and should employ strong two-factor authentication.
	4. Monitoring and Management of External Network Connections


Audit trails and system logs for external network connections should be reviewed weekly by the Department ISO. Any employee accounts related to these connections that are not used on a monthly basis should be deactivated. 

When notified by ITSD that a network connection is no longer needed, all accounts and parameters related to the connection should be deactivated and disabled within one working day.
	5. Firewall Maintenance


Host or firewall base lining, monitoring, and auditing software should be employed to ensure system integrity and as a component of intrusion detection. 

In addition:

· A firewall system integrity database should be updated each time the firewall configuration is modified. 

· System integrity files should be stored on read-only media or off-line storage. 

· System integrity should be checked on a regular basis on the firewall in order for the firewall administrator to generate a list of all files that may have been modified, replaced, or deleted.

Firewalls should be configured to log all reports daily, weekly, and monthly so that network activity can be analyzed. 

Logs should be examined on a weekly basis to determine if attacks have been detected by the firewall monitoring software. At a minimum, events that should be recorded in firewall logs include:

· Hardware and disk media errors

· Login and logout activity

· Connect time

· Use of system administration privileges

· Inbound network connection attempts (completed or not)

· Inbound and out-bound proxy traffic type

· Inbound and out-bound e-mail traffic

At least one firewall should be configured and reserved as a cold spare. In the case of a firewall failure the spare can be used to replace the failed unit.

Firewall administrators should have appropriate real world experience with networking concepts, design, and implementation to ensure proper configuration and administration of the firewall. 

Firewall administrators should receive periodic training on active Department firewalls and in general network security principles and practices.

	6. Firewall Documentation


· Backup and Configuration Management of Firewall Components. The firewall configuration should be backed up daily, weekly, and monthly so that recovery can occur in the case of system failure. Firewall backup files should be stored securely on read-only media, and should be secured in locked containers so that media is only accessible to authorized personnel.  Baseline components include items such as:

· System software

· Application software

· Configuration data

· Database files

· Logs

	7. Firewall Configuration


Firewalls should fail to a configuration that denies all services and should require intervention by a firewall administrator to re-enable services.

It is best practice that a firewall host does not also serve as a DNS server, and that bastion DNS servers are used instead.  If the firewall is run as a DNS server, then the firewall should be configured to hide information about the network so that internal device data are not advertised to the untrusted networks (i.e., DNS split-horizon design). 

Firewalls should not support DNS zone transfer requests to internal DNS servers originating from an untrusted network.

Network connections originating from untrusted networks (e.g., Internet, extranet partner connection) to Department extranet segments should terminate in front of a firewall and outside of the Department internal network.  Hosts and services to which extranet connections occur must reside behind a firewall and be compartmentalized outside of the Department internal network.

Firewalls for very small sites or remote sites may be required to support addition services (e.g., DNS) in addition to their core function. Firewalls should not support services that require them to host normal user accounts or services that support file sharing, file storage, resource distribution, or insecure services.

All firewall administration should be performed from the local console unless a secure, encrypted network connection can be used.  No access to the firewall console should be permitted via remote access without secure communication facilities. Physical access and secure network access to the firewall console should be limited to the firewall administrators.

	8. Firewall Administrator Accounts


Only the firewall administrators should have user accounts on Department firewalls. Any modification of firewall system software requires the approval of the ISO and should be performed by a firewall administrator.
	9. Firewall Monitoring


Firewalls should be configured to log all reports daily, weekly, and monthly so that network activity can be analyzed.  Firewall logs should be examined weekly by the ISO to determine if attacks or anomalous behavior has been detected.  

Firewall administrators should be notified of a security alarm by email, pager, or other means to enable an immediate response.  In addition, critical alarms should also be forwarded to a centralized network monitoring system.  

In the case of an intrusion, the firewall administrator should notify the IT Service Desk immediately.

To ensure minimum baseline performance of Department firewalls, the equipment vendor recommendations for the hardware and software should be followed.  Hardware and software components should be obtained from a list of vendor recommended sources.  Any firewall specific upgrades should be obtained from the vendor.  

Prohibited communication protocols or software programs should not be used over untrusted networks to obtain firewall software components or upgrades.

Firewall administrators, as a team, should evaluate each new release of the firewall software to determine if an upgrade is required.  All security patches recommended by the firewall vendor should be implemented in a timely manner.  Firewall administrators should monitor the vendor’s firewall mailing list or maintain some other form of regular contact with the vendor to be aware of all required upgrades.

All upgrades should be verified in a lab environment using a spare firewall. After any upgrades, the firewall should be tested to verify proper operation.  The firewall administrators, working with the ISO, should test upgraded or new production firewalls.

	10. Firewall Operational Recovery and Incident Response


In case of firewall compromise and as part of the incident recovery process, firewall administrators should be responsible for restoring the firewall to address any vulnerability exploited.  Firewalls should be restored to their pre-compromised state. Any required additional hardening to address the vulnerability should become the new firewall baseline. During firewall recovery process, the backup firewall should be deployed.

	11. Physical Security and Environmental Controls for Firewalls


Department firewalls should be located in a controlled environment, with access limited to firewall administrators and authorized by ISO personnel.  Access to the environment should be monitored and tracked.  The environment in which a firewall is located should be equipped with temperature control, smoke alarms, and conditioned uninterruptible power.

D. Wireless Management and Implementation Standards
	1. Scope


This standard applies to all wireless infrastructure devices that connect to the Department’s network or reside on a Department’s site that provide wireless connectivity to endpoint devices including, but not limited to, laptops, desktops, cellular phones, and personal digital assistants (PDAs). This includes any form of wireless communication device capable of transmitting packet data including but not limited to wireless access points, wireless routers, and wireless gateways.
	2. Firmware version backup


Document the firmware and/or software version of the wireless device and secure the information in an encrypted format with appropriate access control.
	3. Serial Number


Document the serial number of the wireless device and secure the information in an encrypted format with appropriate access control.
	4. Information System Activity Review


Project/Program must implement and document procedures to regularly review records of information system activity, such as audit logs, access reports, and security incident tracking reports.

	5. Periodic System Security Review


All systems shall allow for periodic system security reviews that provide assurance that management, operations, personnel, and technical controls are functioning effectively and providing adequate levels of protection.

The reviews may include technical tools and security procedures such as vulnerability assessment products (which look for known security problems, configuration errors, and the installation of the latest hardware/software “patches”), and penetration testing.

	6. Periodic System Log Review


All wireless devices processing and/or storing Department information shall have a routine procedure in place to review system logs for unauthorized access. Logs shall be maintained for a minimum of three years after the occurrence.

	7. Physical Security


Wireless communication devices must be sited or protected to reduce the risk from environmental threats and hazards, and opportunities for unauthorized access.
	8. Authentication


Authentication to access wireless devices must be performed via Active Directory. 

	9. Encryption


Encryption must be enabled when accessing wireless devices. WPA2 Infrastructure encryption for wireless access points and AES 256 encryption or better for wireless gateways must be used. The use of pre-shared keys (PSK) for wireless devices is strictly prohibited.
	10. Logging


Logging must be enabled
	11. Remote Management


Disable remote management of the wireless device from the wireless interface.
	12. Administrator Password


The administrator password must be compliant with the Department’s password policy.
Document the administrator password of the wireless device and secure the information in an encrypted format with appropriate access control.
	13. Security Infrastructure


Department policy requires that laptop is brought into office every 30 days to be updated with patches, definitions, etc.
	14. Firmware Updates


Firmware version should be updated regularly.
	15. System Configuration


Assigned staff will document and maintain a full inventory of wireless devices implemented off-site; wireless configurations; firmware and software versions;  passwords; serial numbers; network or device identifiers; key management; and a description of the solution’s security design features and user access control mechanisms. Project/Program will ensure a custodian(s) is assigned to each wireless device.
	16. Wireless Client Security


All software use must adhere to the guidelines set forth in the Department Policy.

The Department maintains a list of supported hardware accessories to ensure compatibility and supportability with tier builds.  Only supported devices will be authorized for purchase. 

Resources on wireless networks have a higher risk of attack because they generally do not have the same degree of protection as internal resources.  Wireless client devices are required to employ Department standard firewalls. The firewall will be centrally managed by the Department Information Technology Services Division (ITSD).  This will allow the Department to modify client firewalls to protect against known vulnerabilities and to maintain a consistent security policy for all remote users. 

Host-based IDS/IPS is required to monitor network communications and possibly block suspicious activity. Utilizing an IDS/IPS will assist in analyzing the internal state of a client’s device. Computers that employ wireless devices are required to employ standard IDS/IPS solutions. This will allow the department to modify client IDS/IPS and to protect against known vulnerabilities while maintaining a consistent security policy for all remote users. 

Department standard virus protection software is required to assist in preventing the spread of viruses and worms between networked devices. Mobile and wireless client devices should have virus protection software installed and consistently updated to ensure that the newest updates and signatures are loaded on the client device. 

The IEEE 802.11 radio on all client devices should be disabled by default. This configuration is important to prevent client devices from being prone to attacks via the IEEE 802.11 wireless network interface when not in use. Users should manually have to engage the radio when they choose to establish a wireless connection. This will prevent wireless connectivity from ensuing without the user’s knowledge, and provide additional security for the client device. However, users that enable the wireless interface for communication must ensure that the wireless network interface is disabled when not in use. 

Client devices should be configured to have a separate hardware profile for their wireless devices that does not to allow the simultaneous use of more than one network interface. Users will not have administrative permissions to change this profile. This type of profile will assist in ensuring that client devices and users comply with defined standard and policies while preventing client devices from having more than one network interface enabled at a time.

Department standard encryption solutions will secure data stored on the client device in the event the device is lost or stolen. An encryption solution on the client’s device will ensure that unauthorized individuals cannot gain access to the data stored on the device. 

Remote wireless access will only be used with an approved level of Citrix access. Cellular broadband will be used on laptops that are assigned to specific users and not with shared pool laptops.    All cellular broadband users will have current information security policy acknowledgement forms on file and will be provided with an orientation session that includes specific security discussion points on appropriate use of the cellular broadband Internet access.

Any software required to use wireless capabilities is not supported by ITSD. The Program will be responsible for installing and maintaining the wireless connection software regularly.

Wireless devices must only be used for Department business purposes.

The support point of contact for wireless client devices will be provided by the Programs LAN Administrators. 

In the case that a wireless device is no longer needed, the employee or the employee’s immediate supervisor should complete the Property Survey Report to have the asset properly removed from equipment inventory records.
E. E-mail Use Standards
	1. E-mail Use


The following e-mail minimum requirements must be met:

· E-mail should only be used for business purposes, using practices that are consistent with other forms of business communication. 

· The attachment of data files to an e-mail is only permitted after having determined the data classification of the information being sent.

· Opening e-mail with file attachments is not permitted when the e-mail is originated from outside the Department and the sender is unknown.

· Unsolicited e-mail from outside the Department must be treated with caution and not responded to.

· Employee must ensure that information they are sending or forwarding by e-mail is correctly addressed and only being sent to appropriate recipients.

	2. E-mail Use Guidelines


Studies show that employees in an organization spend 20 to 30 percent of their time reading and processing e-mail messages and that about 30 percent of e-mail messages are unnecessary. Studies also show that this phenomenon has a negative impact on productivity and people’s quality of life.

The following guidelines describe how to send better e-mail:

· Slash the number of messages. Your goal is to reduce the number of incoming e-mail messages. Cancel subscriptions to unnecessary mailing list. Avoid sending chain messages. Avoid sending messages containing jokes.

· Take advantage of subject lines. Use subject lines to summarize not describe. Example of a bad subject:

Deadline discussion

Example of a good subject:

Recommend we ship product by September 30th
Create a set of codes with your co-workers. For example URG for urgent messages, AR for action required, and FYI for informational messages.

· Give your reader full context at the start of the message. Be concise and to the point.

· Reply only to the sender as much as possible. CC (Carbon Copy) should be used sparingly.

· When you copy a lot of people, indicate each person’s follow up action. For example:

Joe: FYI

Jane: Please verify

· Respond appropriately. Not all e-mail requires a response. Avoid sending “thank you” replies. Better yet, as a business culture, just assume a “thank you” was provided, making a return email unnecessary to send and receive. Use NRN at the end of your note when appropriate for “no reply needed”. Similarly, use NTN for “no thanks needed”.

· Edit forwarded messages. When forwarding a message, summarize the e-mail and say why you are forwarding it.
· Be disciplined. Check e-mail two or three times each day. Set time aside each morning or afternoon to process your inbox. When you’re done, your inbox should be completely empty. Turn off the e-mail notification in your e-mail client. 
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	3. E-mail Retention


Data retention periods for e-mail must be established to meet legal and business requirements and must be adhere to by all staff in the Department.

	4. E-mail Monitoring


Employees shall have no expectation of privacy in anything they store, send or

receive on the Department’s email system. The Department may monitor e-mail messages without prior notice.
APPENDIX A – Facility Recommendations
	5. Building Location


Factors that should be considered when choosing a building location are:

· Natural Disasters

Information processing areas and mechanical/electrical support facilities should be located in areas where threats from natural (e.g., floods, mudslides, earthquakes, hurricanes, brush fire) and man-made hazards (e.g., civil unrest, high occurrence of crime) can be minimized.

· Surrounding Communities

Generally, non-industrial, above average income, mature communities with stable populations, provide optimum conditions for creating the type of benign environment desired. Avoid locating in proximity to areas where large crowds will gather (e.g., stadiums, conversion centers).  Consult community development master plans for information on possible future construction that might impact security. 

· Transportation Routes

Another potentially serious hazard to be aware of in site selection is the proximity to major transportation routes (e.g., railroads, freeways, aircraft flight paths, gas or oil pipelines, electrical high-voltage transmission trunk lines), because of the danger of accident or explosion and the impact of these events on information processing operations.

· Building Visibility

For freestanding buildings dedicated to information processing activities, select an area where the building will be as inconspicuous as possible.  While this may be difficult in view of the previous criteria, the objective is to maintain a low visibility presence and avoid having the building stand out as a landmark.

· Ambient Electronic Noise Level

Electronic components and integrated circuitry function more efficiently in areas where the ambient electronic noise level is low and relatively free from spurious electromagnetic signals. Avoid locations in close proximity to high intensity signals such as air traffic control radar to preclude such interference and the need for expensive screening.

· Electric Power

Modern electronics are sensitive to aberrations in electrical power. A major consideration in site selection should be the high quality, reliable electric power. Areas prone to weather induced power outages, power reductions or severe power fluctuations should be seriously considered in relation to the requirement of extensive and sophisticated power monitoring, enhancement and backup facilities.

· Distance to Nearest Fire Department

The facility should also be located within close proximity (five minutes) to a suitably equipped municipal fire department.  There should be sufficient, adequately accessible water mains and hydrants for use for both sprinklers and hose streams.

	6. External Characteristics


· Building Structure

Because of the high probability of a serious earthquake in many areas of California and other states, future buildings housing significant amounts of information processing equipment (a Category I Area, at a minimum) should be configured horizontally instead of vertically. Low, spread-out buildings rather than multistoried, high-rise structures are desirable.

· Markings/Logos

The building should be as unpretentious as possible, with no external markings such as a logo.  Neither the location nor the purpose should be highlighted on signs, maps or diagrams.

· Utility Devices 

Surrounding grounds should be well lit and open to minimize possible places of concealment and facilitate use of other security devices and techniques. Existing facilities where utilities (e.g., central air conditioning, power transformers, and backup generators) are already located externally should be protected accordingly. In such cases, building entry points for these utilities (e.g., air intake ducts, cable ports) should also be protected and not situated at street level where they would be subject to malicious damage.  Further, externally located utilities should be protected through the use of appropriate barriers (e.g., brick/concrete walls, fences) or by location (e.g., interior courtyard, rooftop). Barriers that hide the utility or mask its identity, without interfering with its functioning are desirable.

· Rooftop Storage

Rooftop storage facilities for large quantities of liquid (e.g., water or fuel storage) pose potentially serious fire, flooding and structural weight problems that should be avoided or adequately addressed in design specifications.

· Water Valves

Within the building, water shutoff valves, which affect key utilities, equipment-cooling systems, or sprinkler systems, should be protected.
	7. Location of Information Processing Areas


The information processing area should be located in a place that provides optimum protection from external threats.  Functions and activities surrounding critical information processing operations should be used to insulate or buffer the operations from the potential impact of external threats.
In multi-storied buildings, a Category I Area should be located one or two floors above the main or ground level in order to reduce the risk of external penetration and flood damage. The higher amount of common use facilities and service functions that are usually placed on ground level floors, combined with the resultant high traffic flow, make it increasingly difficult to ensure that adequate physical security access control barriers are in place.  However, upper stories of buildings should also be avoided if there are potential hazards to those floors (e.g., water storage tanks).

Category I and II Areas already located on ground level floors will not have any of their walls form the exterior wall of the building without adequate exterior protection.  If you must use an exterior wall, a fence, buffer zone or other means so as to deny public access to that wall would provide additional protection.

Information processing areas located below ground are prone to flooding from both external and internal sources.  Water from the use of fire hoses, activation of automatic sprinklers, bursting of water pipes or malfunctioning of valves anywhere in the building could result in water draining to the basement level unless adequate precautions are taken.

Information processing areas should not be located below, above or adjacent to potentially hazardous activities. Such facilities should not be placed under restrooms, cafeterias and other activity areas that present a potential water or fire hazard.  Likewise, these areas will not be placed in proximity to kitchens, boiler rooms or other facilities with significantly higher fire potential.
	8. Construction Guidelines


Walls of Category I and II Areas, equipment rooms, and media storage areas should be constructed so that they cannot be easily penetrated (e.g., drywall only is not adequate).  Doors to these areas will offer the same degree of resistance to penetration, either through the type of material used, installation technique (e.g., recessed doors, hidden hinges, braised hinge pins) or use of attended alarms.

Category I Areas should be constructed without windows.  The number of entrances and exits to these areas should be kept to the minimum consistent with staff members’ safety considerations.  When windows are used on the first two floors in a building housing a Category I Area, the windows should be riot resistant. 
	9. Ensuring Suitable Environmental Conditions


When locating computers and other hardware, suitable precautions are to be taken to guard against the environmental threats of fire, flood and excessive ambient temperature and humidity.

	10. Water Damage Protection


Water damage in the computer environment can originate from many sources either natural or man-made.  Proper location within the building is the key preventive measure for minimizing potential damage from flooding.

While great attention is generally given to external flooding, all too often flooding comes from water sources within the building.  

To help prevent water damage:

· Domestic water, process liquids, sewers or drains should not be routed above ceiling or below raised floors of Category I and II Areas or mechanical/electrical support areas.

· Water sensing devices should be installed under all raised floors in Category I and II Areas and connected to the alarm system.

· The shutoff valves and/or pumps controlling the flow of all water into the computer room should be kept in separate locked areas.  Keys or combinations to the locks for these areas shall be secured but easily available.

· For mainframes and server “farms”, chilled water pipes should be installed such that they do not drip condensation onto equipment.  Condensation collectors should be checked monthly for proper functioning.  If required, the chilled water supply will have a backup source.

· Ceilings and seals between walls, floors and ceilings should be water resistive to minimize leakage of liquids from areas above and adjacent. Do not route pipe, conduit, ductwork or other utilities above ceilings or below raised flooring in electrical support facilities unless no other alternatives are available.

· Raised floor panel construction should be used in all information processing and support areas where water accumulation would be harmful.

· Submersible sump pumps and electrical motors (connected to emergency generator) should be provided for use in draining basement locations.
	11. Entrances and Exits


All computer premises must be protected from unauthorized access using an appropriate balance between simple ID cards to more complex technologies to identify, authenticate and monitor all access attempts.

The number of entrances and exists should be minimized. 

In addition:

· Doors to all rooms and walk-in vaults should open from the inside to prevent anyone from being trapped in an emergency.  

· Doors intended for emergency use only should be equipped with emergency alarm locks or similar hardware for easy opening.  Sliding doors are more difficult to secure, maintain and operate, and, therefore, should not be used.

· All entrances and exits should be clearly labeled and well lit so they can be easily located in an emergency.

	12. Internal Furnishings


The types and amount of equipment and fixtures for the facility should be kept to the minimum consistent with operational efficiencies, security and safety. 

In addition:

· Raised flooring should be noncombustible and have grid-type or stringer-type construction, rather than individual jacks, for greater reliability and structural integrity.

· Raised flooring should have load-bearing capability sufficient to support the weight and capacity of all known and potential equipment and supplies. No equipment, carts or other materials should be brought into the facility without first ensuring they meet the established load limits of the floor.

· Where facilities are in earthquake-prone areas, all furnishings shall be adequately secured so as to minimize movement caused by horizontal and vertical displacement.

· Furnishings which have considerable height and small width/depth (e.g., heavy storage cabinets, tape storage shelves, equipment racks) should be fastened to walls or to each other so that they are secured and will not fall over.

· Heavy mobile equipment (e.g., wheeled equipment, carts) should have wheel brakes, chocks or similar devices to minimize movement during an earthquake.

	13. Fire Prevention, Detection, and Suppression


Fire prevention includes an evaluation of the environmental situations and operational practices that contribute to the hazards of fire.  All information processing areas and mechanical/electrical support area construction should conform as outlined below.

· Large quantities of combustible supplies should not be permanently stored within information processing and supply areas.  Such supplies, as operationally required, should be kept to a minimum practical level (e.g., one shift, one processing cycle).

· All combustible trash such as pallets, cardboard, packing materials, etc., should be promptly removed.  Within Category I and II Areas all paper trash should be disposed of in noncombustible containers with tight fitting or self-extinguishing type lids.  At no time should trash container contents be allowed to spill over onto the floor.  Container size and frequency of disposal should be based on operational requirements.

· Flammable and combustible liquids should be stored in minimum quantities in approved safety containers.

· Within Category I and II Areas, all furniture and equipment should be noncombustible and possess minimum flame spread and smoke generation ratings.

· Peripheral and auxiliary equipment, including burster and report preparation areas, should be separated from information processing and support areas by noncombustible walls.

· No heat-generating units (e.g., cooking equipment, heaters) should be allowed.

· No food or beverages should be allowed in Category I, II and III Areas.

· Customer or field engineer rooms should be separate from the information processing area and built of noncombustible materials.

· Information processing and support areas, especially areas under raised floors, should be kept free of combustible materials, including paper dust, and inspected quarterly. 

· Aisles and exits should not be obstructed at any time.

· Building construction should be fire resistive or heavy noncombustible. Light noncombustible or frame construction is not acceptable.  Areas within the building adjacent to the center should be constructed so as to minimize fire potential.

· Walls intended for use as security or fire barriers should extend from true floor to true ceiling so that there is no crawl space between areas requiring separation.

· Ceilings, floors, walls and doors of rooms required to contain fires (e.g., computer rooms, tape libraries) should be constructed of materials with a minimum fire resistance rating of two hours. Walls of rooms containing less flammable materials that are intended for use as fire delay barriers should be constructed of materials with a minimum fire resistance of one hour.

· All ducts shall be equipped with automatic fire dampers at the point of penetration through fire cutoff walls or barriers.  Smoke dampers should be provided at any point where ducts or plenums penetrate information processing or support areas.  All duct insulation and lining should be noncombustible.

Fire detection or products of combustion should be accomplished with reliability and in a timely manner.  The following applies to Category I and II Areas.

· Automatic heat and products of combustion detectors should be installed throughout the area, including under-floor space. Heat detectors should be of the combination type fixed temperature and rate of rise.

· Detectors should also be placed in all critical environmental support and backup facilities including electrical, telephone, uninterruptible power supply (UPS), emergency generator, air conditioning, mechanical and similar areas.

· Location and spacing of detectors should take into consideration the direction and velocity of air flow.  Detectors used to activate FM-200 or Pre-action sprinkler systems should be installed in a cross-zone (horizontal and vertical) or matrix control pattern.

· Wallboard, decorative wall coverings, floor coverings, ceiling tiles and finishing materials used should have minimum flame spread and smoke generation ratings recommended by NFPA Standards,. No materials should be used that, when ignited, emit excessive amounts or toxic levels of smoke or gas. Under no circumstances shall materials using polyvinyl chloride, polyurethane foam, vinyl asbestos, other plastics or chemicals which emit highly corrosive or toxic matter when subjected to heat be constructed into the facility.

· All carpeting, drapes, cloth panels and other fabric coverings and materials shall have minimum flame spread and smoke generation ratings as specified in NFPA Standards,.

· Design of enunciator panels should make it easy to identify the device that has alarmed. Instructions on how to reset the alarm system are to be posted at the panel.  Staff members should receive periodic training in this function.

· The detector and alarm system should be installed and maintained in accordance with NFPA Standards,.

· In addition to an audible and visible alarm in the protected area, an alarm should also annunciate at the central security station.  The alarm should be connected to the nearest fire station, if permitted. This system should be installed and maintained in accordance with NFPA Standards.

Where automatic fire extinguishing systems are required, the following criteria should be observed:

· Sprinklers – Category I, II, III and IV Areas

· Where sprinkler systems are provided, floor drains capable of draining at least 225 gallons per minute should be installed.  Drains should be provided with check valves to prevent backup of liquid.

· Sprinkler systems should be provided with water flow and valve tamper alarms connected to the central security station.

· An emergency water supply should be provided.  The quantity of water stored should be sufficient for a two-hour demand of the sprinkler system. Pumps should be engine driven or connected to the emergency power supply.

· FM-200 – Category I and II Areas

· All raised floor areas containing cables or wiring should be protected under-floor by an automatic FM-200 extinguishing system.  All Category I Areas should be protected by a total flooding FM-200 extinguishing system in addition to overhead automatic sprinkler systems. Activation should be by means of the detection and alarm system.  A manual switch to discharge the FM-200 should be provided.  A manual override (abort) should not be provided.  Installation and maintenance should be in accordance with NFPA Standards.

· Where FM-200 is provided, an exhaust system should be provided to purge the FM-200 after discharge.

· FM-200 detection and alarm systems should be connected to the central security station.

· Emergency Shutdown Control – Category I and II Areas

· Emergency power off and air conditioning shutdown controls should be installed at mechanical/electrical support facilities, and should be annunciated at the central security station.

· Activation of sprinklers or FM-200 systems should automatically cut off electrical power to equipment.  Activation of under-floor FM-200 systems should also automatically cut off air conditioning systems where total flooding FM-200 systems are provided; air conditioning systems may remain operational within the protected area.

· Portable Fire Extinguishers – Category I, II, III and IV Areas

· All areas are to be protected by portable fire extinguishers.  Thirteen-pound capacity FM-200 extinguishers should be provided for information processing and support areas.  All general office areas should be equipped with 10-pound multipurpose dry chemical extinguishers.

· Placement of portable extinguishers should be in conformance with local fire codes.

· Columns or walls to which portable extinguishers are mounted should be marked so as to be visible from all sides.  In raised floor areas, panel lifters should be mounted adjacent to fire extinguishers.

	14. Electrical


To help protect against electrical shortages, the following precautions should be taken.

· Safeguards for all areas (I, II, III, IV)

· All areas should provide for continuous emergency lights (minimum of 25 percent of normal lighting)

· All electrical wiring will conform to NFPA Standards. All wiring should be in conduit below floor and above ceiling.

· The electrical system distribution panel should be located in a secure area, inaccessible to unauthorized staff members.

· All electrical equipment and especially the raised floor pedestal grid should be grounded.

· Areas requiring special safeguards:

· Category I and II Areas should have an uninterruptible power supply (UPS) configuration for information processing and support equipment.

· Category I Areas should have an emergency generator or other backup source for essential building support facilities (e.g., air handling, some elevators, fire protection and security systems), all information processing and support area requirements, and to support the UPS configuration.

Employees should be familiar with Environmental Protection Agency (federal, state and local) and Air Quality Management District constraints on activating emergency generation facilities.

	15. Air Conditioning


For security and disaster prevention purposes:

· Air conditioning and fresh air ducts should be constructed so as to prevent use as illegal entry ports into the facility.

· Air intake ducts at the outside of the building should be located on the roof so as to minimize exposure to external sources of flame, smoke, radioactive and noxious or corrosive gases.

· All air intake duct construction or service work to the computer workstations areas, server rooms, telephone equipment rooms, computer processing rooms (mainframe computer rooms and outsource service providers), tape, vaults and other support areas should be isolated from all other duct work supplying other building areas.

· Cement walls and floors should be sealed with dust resistant coatings.
Air conditioning standards are listed below for all areas and for areas requiring special safeguards.

· Safeguards for all areas (I, II, III, IV)

· Air conditioning utilities should conform to NFPA Standards. 

· Air conditioning should be configured so as to provide a distributed load among several units with redundant capabilities (e.g., instead of one 150-ton chiller configuration, have three 50-ton chillers).

· The fresh air supply should be filtered before being drawn into the information processing and support areas.

· All duct insulation and lining should be noncombustible.

· Activation of automatic cycling of the air conditioning system to a non-recirculation, full exhaust mode should occur upon activation of any detector in the information processing and support areas. Exception: areas protected by FM-200 Systems.

· Areas requiring special safeguards

· Category I and II Areas. Air conditioning for the information processing and support areas should be separate from comfort air conditioning for the rest of the facility.

· Category I Areas. Humidity and temperature recorders should be installed and connected to the alarm system.  Management should review their operation.

	16. Training, Drills, Maintenance and Testing


All staff members working in information processing and support areas should have a thorough knowledge of all emergency procedures and equipment.
