System Architecture Description

Enterprise Online Licensing (EOL) project

EOL System Architecture
Below is a description of the proposed EOL architecture.

1.
CDPH staff will use existing desktop computers and office printers connected to the CDPH/DHCS network infrastructure to work with the EOL application.  The CDPH/DHCS network supports a high speed connection with OTech.  License applicants and existing licensees will submit and access their license data online over the Internet through an extranet portal established for EOL.  Licensees will only have access to their own data.  Additionally, the general public will have access to non-confidential license data through the public Internet.

2.
The EOL system will be hosted through the Application Hosting Service offering at the OTech Data Center (formally DTS – Department of Technology Services) under the Office of the Chief Information Officer (OCIO) for the State of California.  The service catalog contains details of the OTech Windows application hosting services.  The catalog can be found at:


http://www.servicecatalog.dts.ca.gov/application_hosting.asp  

3.
CDPH proposes the following configuration of environments at OTech.  CDPH will review this plan for the EOL system architecture and its environments with the selected EOL vendor and OTech after the announcement of the notice of intent to award and before OTech acquires or installs the equipment for EOL.  The configuration of the architecture may be adjusted at that time.


Except as noted, all environments will utilize a three tier architecture that requires a Web tier, an Application tier and a Database tier.  EOL’s three-tier architecture will comply with CDPH and OTech standards.  

· Development and Unit Testing

This environment will be used by the EOL vendor’s development team to develop, configure, customize and unit test the EOL application software for CDPH’s needs.  

The FSR proposed that the Development environment be composed of a single server housed and supported by DHCS.  SPR #2 recommends that the Development environment be housed and supported at OTech and also consist of a three tier architecture.  The reason for this change is so that the Development environment used by the EOL vendor and State staff for development purposes is configured to closely resemble the EOL production environment which will also be housed at OTech.  This should significantly reduce the risk of potential issues with the EOL vendor that may blame system problems on differences in configuration between the Development environment and the Production environment.

· Integration and System Testing

This environment will be used by the development team to conduct integration testing and system testing.  This environment will also be three-tier to reduce the risk of configuration issues.  

· Acceptance Testing

This environment will be used by CDPH’s Acceptance Testing team to conduct acceptance tests of the new system.  This testing will include performance and volumetric testing of EOL.  This environment will also use the three-tier configuration.

· Data Conversion 

The migration of CDPH’s license data from existing systems to the EOL system will occur over several years as each CDPH program transitions to EOL.  For data conversion, CDPH’s plan is for State staff to prepare extract files of license data from existing systems that will be used by the EOL vendor to import this data into the new system.  The Data Conversion environment will be a landing zone for the data extract files prepared by CDPH staff from existing systems.  The EOL vendor will pick up these files and run their conversion routines to incorporate the data into the new EOL system.  

This environment does not need to be three-tier.  One server should be adequate.  Access to the files on this server will be carefully controlled so that files are accessible only by authorized staff. 

· Training 

Training of CDPH program staff on the new system will occur over several years as each CDPH program transitions to EOL.  This environment will be used to support training of the CDPH staff that will be using the EOL system.  It may also be used to support training of county staff and external users.

Without input from the selected EOL vendor, the best configuration of this environment cannot be determined at this time.  For purposes of this SPR, CDPH assumes that the Training environment will consist of one server.  CDPH will ask the EOL vendor to make a recommendation on the configuration of the Training environment.

· Pre-production Staging 

This environment will be used for final testing of new versions of the EOL application before installation to Production.  The Pre-production Staging environment will be configured the same as the Production environment to minimize the opportunity for configuration issues when the EOL system is migrated to Production.  This environment will be needed on an on-going basis.

· Production 

This environment will be used to support the live EOL system.  

In addition to Web, Application and Database servers, the production environment will also include a server used for the storage of documents and images linked to license and licensee records in the production system.  See bullet 5 below.

· Other environments

The need for additional environments may be identified when we review vendor proposals or during the development and implementation phase of the project.  For purposes of this SPR, no other environments are assumed to be needed at this time.

4.
The production and staging environments must utilize physical servers and not be virtualized.  The other environments may use virtual servers upon the recommendation of the EOL system integrator.  OTech does not allow virtualization in any other support model outside of the standard offering.
5.
The EOL system must allow the Public to query the status of licensees and their licenses over the Internet in read-only mode.  This service will be available from 5 AM in the morning until 12 PM midnight.  The EOL system integrator will recommend whether this functionality requires a separate server(s) within the production environment or should operate on the production server.

6.
The EOL system must allow authorized users viewing license and licensee records to be able to access scanned images and documents associated with those records such as correspondence and blueprints thereby reducing the need to locate and rely on paper files.  These will typically be Word documents and images such as PDF files.  The application software will need to link license and licensee records in the database with documents and images uploaded from applicants/licensees or imported by CDPH staff using existing or new scanners which are outside of the EOL project. A server within the production environment at OTech is needed to function as the repository for these images and documents.  It is not CDPH’s intent for the EOL vendor to be responsible for implementing scanners or scanning software.

7.
The EOL application will incorporate functionality to perform authentication and role-based authorization for all EOL users including CDPH program personnel that use the system to perform their jobs and external customers of the EOL application such as applicants for licenses and current licensees.  The application’s role-based authorization will control users’ access to data and system functions based on their pre-approved role.
8.
For EOL system development and testing activities, OTech will provide and support an Active Directory (AD) to perform authentication and authorization to the various environments described herein for the EOL development, testing and implementation teams.  CDPH and OTech authentication and authorization policy and standards will be implemented for the AD.
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