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Section 1: Browser Settings

The following browser settings are required for access to CalREDIE:

Please note: If you are unable to access or change any of these settings please contact your system
administrator or IT personnel.

1. You will need to have Internet Explorer
7.0 or higher installed on your computer

2. — Add the ‘ca.gov’ (o[- | ]

domain to Compatibility View: AT -
a. Openyour IE browser Print v 1
b. Select Tools icon L File N
c. Select “Compatibility View Settings” Zoom (100%) v B
Safety 3
Add site to Start menu
View downloads Ctrl+)

Manage add-ons
F12 Developer Tools
Go to pinned sites

Compatibility View settings

d. Enter the following domain in the Compatibility View
“Add this website” box:

Q Change Compatibility View Settings

Cca.gov
Add this website:

e. Click “Add”

H " ”
f- CI|Ck Cl ose Websites you've added to Compatibility View:

Remove

Display intranet sites in Compatibility View
[ Use Microsoft compatibility lists
Learn more by reading the Internet Explorer privacy statement

Close
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3. Add the CalREDIE URLs as trusted sites:

a. Select “Tools”
b. Select “Internet Options”

c. Click the “Security” tab
d. Select “Trusted Sites”
e. Click “Sites”

Print [
File 3
Foom (100%) r
Safety k

Add site to Start menu

View downloads Ctrl+]
Manage add-ons

F12 Developer Tools

Go to pinned sites

Compatibility View settings

Report website problems

Internet options

[remomes D

| General | Security |Pri'«'a::'_4I I Content I Connections I Programs | &dvancedl

Select a zone to view or change security settings.

@ & v 0O

Internet  Localintranet QEPEEsEl= Restricted
sites

b
This zone contains websites that you

trust not to damage your computer or
vour files.
‘fou have websites in this zone.

Security level for this zone

Custom

Custom settings,
- To change the settings, dick Custom level.
- To use the recommended settings, click Default level.

[ Enable Protected Mode (requires restarting Internet Explorer)
’ Custom level,.. ] [ Default level ]

’ Reset all zones to default level l

Ok | ’ Cancel Apply

CalREDIE System Requirements

[

P

lifasnia Dy

lifasnia Deparement of
ublicHealth



\l CalREDIE

California Reportable Disease
Information Exchange

f.  Enter the following CalREDIE URLs in
the “Add this website to the zone”
box:

https://calredie.cdph.ca.gov
https://calrediestaging.cdph.ca.go
v

Click “Add”
Click “Close”

> @

3. Enable Active X and Javascript for the

trusted sites

a. From the security tab used above, click
“Trusted Sites”

b. Click “Custom Leve

III

Please note: The following security
settings will only apply to secure websites
listed as Trusted Sites

Trusted sites

v

Add this website to the zone:

You can add and remove websites from this zone. All websites in
this zone will use the zone's security settings.

Require server verification (https:) for all sites in this zone

| General | Security |PI’iVaC¥ I Content | Connections I Programs | .hduanced|

Select & zone to view or change security settings.

@ & v O

Internet  Localintranet PEFEEEEREIES  Restricted

sites
Trusted sites  /

This zone contains websites that you
trust not to damage your computer or
your files.

You have websites in this zone,

Security level for this zone

Custom
Custom settings.
-To change the settings, dick Custom level,
-To use the recommended settings, dick Default level.

[“] Enable Protected Ma

nternet Explorer)
Defaltlevel |

zones to default level

Apply
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c. Select “Low” from the drop-down
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o) CDPH

Califasnia Deparement of
PublicHealth

Security Settings - Trusted Sites Zone
d. Click “Reset”

Setlings

,93 PLI:‘I’ Framework
14 L_oose KAML
() Disable
@ Enable
) Prompt
,93 J{_AML browser applications
() Disable
@ Enable
) Prompt
.93 ?(_PS documents
(") Disable

@ Enable

f () Prompt
% .MET Framework-reliant components

r Permissions for components with manifests
1 _Nieahla

4 | 1 |

| »

*Takes effect after you restart Internet Explorer

Reset custoyse

e. Set the following:

ActiveX controls and plug-ins — Automatic prompting for ActiveX controls:

|#¢| Automatic prompting for ActiveX controls
(7) Disable
@ Enable

ActiveX controls and plug-ins — Download unsigned ActiveX controls:

|#| Download unsigned ActiveX controls
(7) Disable
() Enable
@ Prompt

iii.
for scripting:
| @] Initialize and script ActiveX controls not marked as safe for scaipt
() Disable

() Enable
@ Prompt

CalREDIE System Requirements

ActiveX controls and plug-ins — Initialize and script ActiveX controls not marked as safe




\l CalREDIE
=

California Reportable Disease
Information Exchange

iv. Downloads — File downloads:

@\ﬁ Downloads
,9;% F_iIE download
() Disable
@ Enable

V. Miscellaneous — Allow scripting of Microsoft web browser control:

| | Allow scripting of Microsoft web browser control
() Disable
@ Enable

vi. Miscellaneous — Allow script-initiated windows without size or position constraints:

|| Allow script-initiated windows without size or position constraints
(7) Disable
@ Enable

vii. Miscellaneous — Display mixed content:

L] [iisplay mixed content
() Disable
@ Enable
) Prompt

viii. Miscellaneous — Use Pop-up Blocker:

L] Lise Pop-up Blocker
@ Disable
() Enable

iX. Miscellaneous — Websites in less privileged web content zone can navigate into this
zone:

| | Websites in less privieged web content zone can navigate into
(71 Disable
@ Enable
() Prompt
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X. Scripting — Activate scripting:

ctive scripting
() Disable
@ Enable

() Prompt

| Soripting
&
= |

xi.  Scripting — Allow Programmatic clipboard access:

% Allow Programmatic dipboard access
() Disable
() Enable

@ Prompt

xii.  Scripting — Allow websites to prompt for information using scripted windows:

'..?‘i'l Allow websites to prompt for information using scripted windows
(7 Disable
@ Enable

xiii.  Scripting — Enable XSS filter:

= E_nable ¥55 filter
() Disable
@ Enable

xiv.  Scripting — Scripting of Java applets:

= Scripting of Java applets
() Disable
@ Enable

) Prompt
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f. Disable Security Setting:
i.  Click the “Advanced” tab
ii. Under “Security” settings,
un-check the “Do not save
encrypted pages to disk”
setting
ii.  Click “OK"

4. Install ActiveX Controls:
a. Navigate to the CalREDIE login

page:

https://calredie.cdph.ca.gov

b. Click on the “Install ActiveX
Controls” link

c. Follow the instructions on the
new page that will open

' ™

| General I Security I Privacy | Content | Connections I Programsl Advanced |_

Settings

5 Security P
[ Allow active content from CDs to run on My Computer®
[ Allow active content to run in files on My Computer®

[ Allow software to run or install even if the signature is invi
Check for publisher's certificate revocation
Check for server certificate revocation™
ke fansignabuasanddaulozded programs
t save encrypted pages to disk

es told

v ler when browser is dc
Enable DOM Storage
Enable Integrated Windows Authentication™
Enable memory protection to help mitigate online attacks™
Enable native XMLHTTP suppart
[¥] Enable SmartScreen Filter %
< | 1 | "

*Takes effect after you restart Internet Explorer

ernporany el

m

[ Restore advanced settings ]

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default

condition. Eosetes

‘You should only use this if your browser is in an unusable state.

ok | [ cancel Apply

Version: 10.1.3.9
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Username | |

Password | | Login

Change Password

Mew Users, click here.

\ ARNOLD

¢ Install ActiveX Controls >
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5. — Update for Internet
Explorer 11 (KB3025390):
a. Have your system https://support.microsoft.com/en-us/kb/3025390

administrator install the
following update for IE 11:

6. — Disable Internet Options |@753|
AutoComplete: — :
Click the “Content” tab | General | Security | Privacy | Content | Connections I Programs | Aduanced|
a. IC e tonten a
“ ” Content Advisor
b' U nder the AutoCom plete ?} Ratings help you control the Internet content that can be
section, select “Settings” viewed on this computer.

c. Uncheck the “User names and Setfings

passwords on forms” setting Certificates
d. CIle the ”Delete a Use certificates for encrypted connections and identification.
AutoComplete history” button : .
Click “OK” ’ Clear S5L state ] [ Certificates ] [ Publishers ]
e.
AutoComplete

R
a AutoComplete stores previous en '

on webpages and suggests matche

= B ' for you.,
AutoComplete Settings i u Feeds and Web Slices

AutoComplete lists possible matches from entries you've Feeds and Web Slices provide updated
B

typed or visited before. content from websites that can be
Use AutoComplete for read in Internet Explorer and other

agrams.
Address bar Pre
Browsing history
Favorites
[T Feeds

Use Windows Search for better results

oK ] [ Cancel Apply

/' [Delehe AutoComplete history... ]

[ Ok ][ Cancel ]
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7. IE 7 Only — Disable AutoComplete: Intemet Options (2] = |
a. Click the “Content” tab
b. Under the “AutoComplete” section,

" H ”
SeleCt SEttlngs @ R_aﬁngs help you control the Internet content that can be
c. Uncheck the “User names and viewed on this computer.

passwords on forms” setting y Settings
d. Click “OK” Certificates

Use certificates for encrypted connections and identification.

| General I Security | Privacy | Content | Connections I Programs I A.dvanced|

Content Advisor

AutcComplete Settings il u

’ Clear 55L state ] ’ Certificates ] [ Publishers ]

AutoComplete lists possible matches from entries you've

typed or visited before. AutoComplete pp— :\
=

Use AutoComplete for AuteComplete stores previous en
on webpages and suggests matche
for you,

Feeds and Web Slices

[@Favortes Feeds and Web i ide updated :

content from websites that can be

g

Address bar
Browsing history

A

[¥] Use Windows Search for better results read in Internet Explorer and other
programs.
_—® [ Delete Autocomplete history... |
[ Ok ] [ Cancel ]
ok || cancel Apply
e. Select the “General” tab ) .
f. Click “Delete...” Internet Optioni/ |u|
" ” H
8. ChECk the Passwords Settlng General | Security | Privacy | Content | Connections I Programs | Aduanced|
h. Click the “Delete”
Home page
/’ To create home page tabs, type each address on its own line.
Delete Browsing Hl'stonf- l'"l' http:/fwww.google.com/ -

[ Preserve Favorites website data P
Keep cookies and temporary Internet files that enable your favorite
websites to retain preferences and display faster.

[ Use current H Use default H Use blank

[7] Temporary Internet files Browsing history
Copies of webpages, images, and media that are saved for faster
viewing. ”/I_I Delete temporary files, history, cookies, saved passwords,

./

[] cookies and web form information.
Files stored on your computer by websites to save preferences
Delete.. /]L Settings ]
[ Form data
Saved information that you have typed into forms. p Change search defaults.

such as login information. I:‘ Delete browsing history
4 Tabs

|:| History
EESwords that are automatically filed in when you sign in

List of websites you have visited.
e e e " || Change how webpages are displayed in

[7] InPrivate Filtering data tabs.
Saved data used by InPrivate Filtering to detect where websites may
be automatically sharing details about your visit. . arance
[ Colors ] ’ Languages ] ’ Fonts ] ’ Accessibility ]
About deleting browsing history [ Delete ] [ Cancel
[ ok || cencel || sopy
\ y,
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Section 2: Windows Requirements

The following Windows settings are required to access CalREDIE:

Please note: If you are unable to access or change any of these settings please contact your system
administrator.

1. — Set text DPI to 96 DPI Display Properties 21x]

a. Right-Click your Desktop Themes | Desktop | Screen Saver | Appearance  Settings I
b. Select “Properties” ~
c. Click the “Settings” tab
d. Select “Advanced”
Display:
[Default Monitor] on Yirtual PC Integration Components 53 Trio32/64
Screenresolution —— | | Color quality
Less — More
1256 by 735 pizels
Troubleshoot... -’
0K I Cancel | Apply |
e. Select “Normal size (96 DP|)" (Default Monitor) and Yirtual PC Integration Component 2x|
f.  Click “OK” General |Adapter| Monitor] Troubleshoot
g. Click “Yes” on pop-up window to i
reboot your computer If your screen resolution makes screen items too small to view

comfortably, you can increase the DPI to compensate. To change
font sizes only, click Cancel and go to the Appearance tab.,

— Compatibility
Some programs might not operate properly unless you restart the
computer after changing display settings.

After I change display settings:

" Restart the computer before applying the new display settings
& apply the new display settings without restarting

" Ask me before applying the new display settings

Some games and other programs must be run in 256-color mode.
Learn more about running programs in 256-color mode.

OK I Cancel Apply
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Section 3: Troubleshooting

The following can help resolve common issues:

Please note: If you are unable to access or change any of these settings please contact your system

administrator.

1. EFCupload feature is missing
a. Verify you see the Red “X” as shown
b. Have your system administrator log into your computer with their Windows account
and then let you log into your CalREDIE account.

® oo

Navigate through the EFC to the Upload window

Update your browser settings to match those in this document
You can now logoff CalREDIE and Windows

Log back into the computer with your normal Windows account
The EFC file upload/scanning will be present from now on

-
CalREDIE Staging - Upload - Webpage Dialog
gl g

J)

Upload

Patient: (Unknown), (Unknown}
Record ID: 332263

L. )
?

Album |
Hame:

Notes:

Due to limitatiens within your browser, a maximum of 3 MB of images can be gaved to analbum at a time. When
scanning images, monitor the progress indicator to determine whenyou are approaching the maximum
allowance. When you are at the limit, close the scanninginterface and save data to the server before
SCanning more images.

x
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