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* affected patient(s) or the patient's
- representative(s) of the unlawful or unauthoﬂzed

Informed Medical Breach

Health and Safety Code Section 1280.15 (b)(2),

" A clinic, health facility, agency, or hospice shall
also report any unlawful or unauthorized access
to, ar use or disclosure of, a patient's medical
information to the affected patient or the patient's
representative at the last known addrass, no later
than five business days after the unlawful or
unauthorized access, use, or disclosure has been
detected by the clink: health facility, agency, or
hospice.”

The CDPH verified that the facility informed the

access, use or disclosure of the patient's medical
information,

Initial Comment

The following refiects the findings of the California
Department of Public Health during the
investigation of two entity reported incidents.

Entity reported incidents: 266981 and 265609
The inspection was limited to the specific entity
reported incidents investigated and does not
represent the findings of a full inspection of the
facility.

Representing the Department, 22706, HFEN
A deficiency was written for entity reported

incident 255981 at A017. No deficiency was
issued for entity reported incident 265609.
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(a) A clinic, health facility, home health agency, or
hospice licensed pursuant to Section 1204,
1260, 1726, or 1745 shall prevent unlawful or
unauthorized access to, and use or disclosure of,
patients' medical information, as defined in
subdivision (g) of Section 56.05 of the Civil Code
and consistent with Section 130203. The
department, after investigation, may assess an
administrative penalty for a viclation of this
section of up to twenty-five thousand dollars
($25,000) per patient whose medical information
was unlawfully or without authorization accessed,
used, or disclosed, and up to seventeen
thousand five hundred dollars ($17,500) per

- subsequent occurrence of untawful or

unauthorized access, use, or disclosure of that
patients’ medical information. For purposes of the
investigation, the department shall consider the
clinic's, health facility’s, agency's, or hospice's
history of compliance with this section and other
related state and federal statutes and regulations,
the extent to which the facility detected violations
and took preventiative action to immediately
correct and prevent past violations from recurring,
and factors outside its control that restricted the
facility's ability to comply with this section. The
depariment shall have full discretion to consider
all factors when determining the amount of an
administrative penaity pursuant to this section.

This Statute is not met as evidenced by:

The facility failed to ensure that Patient 1's
medical record was not accessed by
unauthorized persons when three staff members
and one physician who were not directly
concerned with Patient 1's care, viewed a portion
of the record. e

Findings:
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The three employees; LS B, RS C and EDS D
had all signed the "Privacy and Security Training
Acknowledgement” in 2010, Page 13 of the

- "Privacy and Security Employee Handbook" read

as follows: Only individuals with an authorized
"need to know” should have access to patients'

- protected health information.

. The facility's Network Usage policy, dated
12/18/09, listed the following as prohibited uses

of the network: Accessing or disclosing
confidential information, sensitive information or
strictly confidential information that is not within
the scope of the User's related duties and
responsibilities.

During an interview on 4/12/11 at 10:20 am,
Administrative Staff A confirmed that Physician E,
who was not treating Patient 1, had also briefly
viewed Patient 1's record at the same time that
EDS D had viewed the record.

A "Memorandum of Understanding” signed by
Physician E on 9/27/10, read as follows:
Information that you seek through the Neiwork
shall be limited solely to that of patients who are
being cared for by both you and the Medical
Facility.

Our current Privacy Audit Procedure is under
1nnual review. Once the review process is
bomplete we will send a finalized copy of the
bolicy for your records.
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