CALIFORNIA HEALTH AND HUMAN SERVICES AGENCY
DEPARTMENT OF PUBLIC HEALTH
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050367
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NAME OF PROVIDER OR SUFPLIER
Northbay Medical Center

STREET ADORESS. CITY, STATE. 2iP CODE
1200 B Gale Wilson Bivd, Fairfield, CA 34533-3562 SOLANO COUNTY

(Xa) 1D SUMMARY STATEMENT OF DEFICIENCIES D PROVIDER'S PLAN OF CORRECTION (X5)
PREFIX (EACH DEFICIENCY MUST BE PRECEEDED BY FULL PREFIX (EACH CORRECTIVE ACTION SHOULD BE CROSS- COMPLETE
TAG REGULATORY OR LSC IDENTIFYING INFORMATION) TAG REFERENCED TO THE APPROFRIATE DEFICIENCY) DATE
The following reflects the findings of the Department
of Public Health during a complaint/breach event
visit:
” "
_ AMENDED
Complaint intake Number;
CAD0241860 - Substantiated
Representing the Department of Public Health:
Surveyor D # 20307, Medical Consultant Cas.e#24 1860 .
Patient Specific Action:
’ The inspection was limited to the specific facility ;‘hls iaF’e;l’F was "O"f;e;j bjl’ ‘:e.m:f that a 9/13/12
event investigated and does not represent the reac [(? Ji;’?;?gt_zm’:; tw:l: g]g;:gn
findings of a full inspection of the facility. occurred, . ! . A
9 p n of the ty and what we did to investigate the situation.
. The patient did not receive his letter within
Hree.llth hanc:th S?fet1"_t Co:e Set:l_on“h 1280.15(a) A the defined timeframe. The patient’s letter
;nnlc: ?a dam ity, tOrl:e s e; fgg:cyizs‘(’; was sent 9 days after administration was
ospice licensed pursuant to Section . \ aware of the breach.
1725, or 1745shall  prevent unlawful or
una'utho’nzed af:cess ’to. and' use or disclosure 0f. Potential Population Effect:
patients’  medical information, as defined in Inadvertent release of protected health
subdivision ‘(g) of Sgctlon 56.95 of the Civil Cods information has the potential to affect any
and consistenf with Section 130203, The NorthBay Healthcare Group patient.
department, after invesligation, may assess an
administrative penalty for a violation of this section Action Plan
of up to twenty-five thousand dollars ($25,000) per 1. Reviewed badge access report 10 8/27/10
patient whose medical information was unfawfully determinc if employee went into
or without authorization accessed, used, or ED after being told she could not.  |8/27/10
disclosed, and up lo seventeen thousand five 2. Reviewed video tape to validate
hundred dollars ($17,500) per subsequent access. 9/2-3/1¢
occurrence of unlawful or unauthorized access, 3. Interviewed all staff involved to get
use, or disclosure of that patients' medical story from different perspectives, 8/31 -
information. 4. Ran scveral privacy reports 1o 9/2/10
determine if anyone actually
accessed the E.H.R.
Penalty number #110009671
A 017  1280.15(a) Health & Safety Code 1280
Event {D:DUBO11 9/23/2013 9:68:21AM
LABORATORY DIRECTO! ZS OR PROVIBER/SUPPLIER REPRESENTATIVE'S SIGNATURE W (X6) D /
; o?é
By signing this document, | am acknowledging the entire citation packet, Page(s). 1ty 4
Any deficiency statement ending with an asterisk notes a deficiency which the institulion may be excused from carrecting providing it is delermmed
hat other safeguards provide sufficien] protection to the patients. Except for nursing homes, the findings above are disclosable 90 days following the date
©f survey whether or not a plan of correction is provided. For nursing homes, the above findings and pians of correction are disclosable 14 days following
he date these documents are made availabla to the facility. i deficiencies are cited, an approved plan of corection is requisite to continued program
rticipation.
%taze-zsw Page 1074
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NAME OF PROVIDER OR SUPPLIER
Northbay Medical Center

STREET ADDRESS, CITY, STATE, ZIP CODE
1200 B Gale Wilson Bivd, Fairfieid, CA 94533-3552 SOLANO COUNTY

%4) 1D SUMMARY STATEMENT OF DEFICIENCIES 10 PROVIDER'S PLAN OF CORRECTION 5
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. D ESIT e PatiEnT
- Access Staff function that allows
staff to utilize the ED tracking
(a) A clinic, health facility, home health agency, or board without a specific business 9/2 -30/10
. hospice licensed pursuant to Section 1204, 1250, reason to know the information the
1725, or 1745 shall prevent unlawful or unauthorized board contains. Process review
access to, and use or disclosure of patients’ and revision conducted to climinate
medical information, as defined in subdivision (g) of access to the ED tracking board for
Section 56.05 of the Civii Code and consistent with PBX ‘?nd greeter statt‘fgncnons.
Section 130203, The department, after 6. Interviews demonstrated that .
. s C although no one actually went into  |9/2-3/10
investigation, may assess an administrative penalty >, L
for a violation of this section of up to twenty-five the patient s rccor.d.‘the patient's
. ! PHI including Chief Complaint
thou.sand .dollars. ($25,000) per patient vghose ! was viewed and discussed among
medlcgl ‘nnfonnanon was unlawf}.llly or without registration staff and the employee
authorization accessed, used, or disclosed, and up did share this information with the
to seventeen thousand five hundred dollars' family.
($17,500) per subsequent occurrence of unlawful or 7. The employees involved were 9/13/10
unauthorized access, use, or disclosure of that disciplined on this incident.
, patients’ medical information. For purposes of the Ongoing Monitor
investigation, the department shall consider the 1. Complete spot checks of the PBX
clinic's, health facility's, agencles, or hospice's Workstation to insure no one had Ongoing
history of compliance with this section and other the ED Tracking Board loaded
related state and federal statutes and regulations, 2. Monitor the performance of the
the exilent to which the facility detected violations individuals involved to insure no Ongoing
and took preventative action to immediately correct further inappropriate access to
and prevent past violations from recurring, and PHL
factors outside its control that restricted the Respeonsible Person:
facility's ability to comply with this section. The Director, Patient Access
department shall have full discretion to consider all
factors when determining the amount of an
administrative penally pursuant to this section.
Based on staff interview, document review, and
policy and procedure review, the hospital failed to
prevent the unlawful or unauthorized access, use,
or disclosure of the medical information of Patients
1, thus violating Health and Safety Code section
:Event ID:DUBO11 9/23/2013 9:58:21AM
State-2567
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PREFX
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SUMMARY STATEMENT OF DEFICIENCIES
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o
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TAG
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{EACH CORRECTIVE ACTHIN SHOULD RE CADSS- COMPLETE
REFERENCED TO FHE BFAROPRIATE DEFICIENCY} LATE

lc:peratc)r {PBX operator}, Staff B wenl (o the

1280.15(a).
Findings:

In interview on 11/03/10. at 9:00 am, Adminislralive
Staff A stated that on G0, 2 pratecled health
information breach occumed as follows: Patient 1
was brought lo the emergency departrment (ED} on
an emergent bagis for a gunshot wound. Palient 1's
family contacled Steffl B, a hospital employee and
Patenl 1's aunt, and asked her fo find ocut Patient
1's stelus. Staff B was on duty as a hospital phone ;

reception desk outside the ED and asked Stefl C, |
the greeter {staff who erlers new palienls intg the
system) for Information, Stafl C denied access as
Patienl 1was on, “No informalion” slgius due fo |
police involvement Staff C then prevented Staff B
from using her key badge fo emter the ED. Siaff B
then went {o the PBX operatorg’ room and jooked at
ihe hospital tracking bcard, which was kepl opsan
on the compulsr, Staff B saw Patient 1'% name.
Staff B then entered the ED the back way using her
key badge, stood at the desk in the ED and looked
at the patient information board o determine
Patient 1's status. She was asked fo leave |
because the ED was on lock down. Betause she
wes insisten! in getting more information, the police
intervened. Slaff A provided 2 copy of the
information to the surveyor that Staff B was able 1o ;
acoess on the tracking board. '

Cn $1/33/10, at 9:30 am, review of a print ¢ul of the
fracking board for -10‘ demonsatrated that the
protected informalion present induded Patient 1's

Event [D;DUBO11 812312013

g:68. 21AM
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A. BUILDING
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NAME OF PROVIDER OR SUPPLIER STREET ADDRESS, CITY. STATE, ZIP GODE
Northbay Madical Center 1200 B Gale Wilson Blvd, Fairfleid, CA 94533-3552 SOLANO COUNTY
(X4) 1D SUMMARY STATEMENT OF DEFICIENCIES D PROVIDER'S PLAN OF CORRECTION (X5}
PREFIX (EACH DEFICIENCY MUST 8E PRECEEDED BY FULL PREFIX {EACH CORRECTIVE ACTION SHOULD BE CROSS- COMPLETE
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name, ftriage level, age, sex, chief complaint of
gunshot wound, status of pending lab results,
primary care doctor's name, length of stay in the
ED and financial (billing) number.
On 11/03/10, review of documents demonstrated
that Staff A became aware of the incident on
08/30/10 and reported it {o the depariment on°
09/07/M0 (five business days), but Patient 1was,
not notified untit 09/13/10 (nine business days).
Event ID:DUBO11 8/23/2013 9:58:21AM
Page dof 4
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