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i
The following reflects the findings of the Department !
of Public Health during a complaint/breach event
visit:
CORRECTIVE ACTION PLAN (343448):
Complaint Intake Number:
CAD0343448 - Substantiated
A Iimmediate Corrective Action:
Representing the Department of Public Health: , Completed
Surveyor ID # 22705, HFEN : 1) Thorough imvestigation ol event. by
The inspection was limited lo the specific facility 2) Patient notilicd of incident in writing, Faility
| evenl investigated and does nol represent the ! Privacy
| findings of a full inspection of the facility. ]
1- Official
{Health and Safety Code Seclion 1280.15(a) A [ —
|clinic, health facility, home health agency, or s
hospice licensed pursuant to Section 1204, 1250,
1725, or 1745shall  prevent unlawful or
unauthorized access to, and use or disclosure of, B.C. Deficient practice identilication, Completed
patients' medical information, as defined in by
| subdivision (g) of Section 56.05 of the Civil Code correetive measures, and systemic changes: ‘
and consistent with Section  130203. The ! o g : Radiology
| 7 - | 1) Education of responsible Radiology stall Manager &
|depaﬂmenl' after investigation, may assess _an member February 15, 2013 and also Faeility
‘administrative penalty for a violation of this section Rudiology depurtment during stalT meeting | Privacy
lof up to lwenty-five thousand dollars ($25,000) per March 6, 2013 - Official
|patient whose medical information was unlawfully a)  Enswe information accessed is on a
or without authorization accessed, used, or need 10 know basis 21513
disclosed, and up to seventeen thousand five by Systemic changes include:
hundred dollars ($17,500) per subsequent
occurrence  of unlawful or unauthqized acce!ss. : R me—
‘use, or disclosure of that patients' medical | information niecessasy o cany
information. | out roles and functions for
| treatment of patients during
'For purposes of the investigation, the department t";'":’:f”‘y “':‘_fcl'.”f_'u"'_l'";l ‘
|shall consider the clinic's, health facility's, :I:::_:I:;:" S
'agency's, or hospice's history of compliance with
Event 1D:940M11 11012014 8:15:08AM
LABORATORY DIRECTOR'S OR PROVIDER/SUPPLIER Rl;PRES%XTN : NATYH / T (X6) DATE
A % /g / il ﬁi./._,{‘ Yaofrorey
By signing this document, | am acknowledging receipt of the entire citalion packet, Page(s). 1 thru 4
Any deficiency stalement ending with an asterisk (*) denoles a deficiency which the institution may be excused from correcling providing Il 1s delermined
that other safeguards provide sufficient protection o the patients. Except for nursing homes, the findings above are disclosable 00 days following the date
of survey whether or not a plan of correction is provided. For nursing homes, the above findings and plans of correction are disclosable 14 days following
the date these documents are made available to the facility. If deficiencies are ciled, an approved plan of correction Is requisite to continued program
participation.
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this section and other related state and federal |
‘statutes and regulations, the extent to which the
'facility detected violations and took preventative
laction to immediately correcl and prevent pasl
violations from recurring, and factors outside its
control that restricted the facility's ability to comply |
with this section. The department shall have full
discretion to consider all factors when determining
‘the amount of an administrative penalty pursuant to
this section.

|

| Health and Safety Code Section 1280.15 (b)(2). *
'A clinic, health facility, agency, or hospice shall
ralso report any unlawful or unauthorized access o,
jor use or disclosure of a patient's medical
|informalion to the affected patient or the palient's
!representaljve at the last known address, no later
than five business days after the unlawful or
unauthorized access, use, or disclosure has been
| detected by the clinic, health facility, agency, or
hospice."

The CDPH verified Ihat the facility informed the
affected patient(s) or the patient's representative(s)
of the unlawful or unauthorized access, use or
disclosure of the patient's medical information.

Based on interview and record review, the facility
failed to safeguard confidential health information
when Patient 1's record was viewed by Radiology
Technician (RT) B, outside lhe scope of her dulies
as an employee. This resulled in the unauthorized
access of Palient 1's confidential health
information.

12 Monitoring

Statl member to ensure:

1) Monitoring ol access by radiology February

a)  Ensure access is appropriale Privacy

E. Monitoring completed and education with Rudiology
| responsible employee and Radiology Stalf designee

| members. Monitoring will be conducted by the
Radiology Manager: Designee and reported o
the Quality Assessment and Improvement
Commintee und Faeility Privacy Official

Monitoring
done

April 2013
by Faeility

Official &
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'Findings: |
|

1. On 2/12/13, the California Department of Public |
| Health (CDPH) received a faxed report, wrillen by
| Administrative Staff (Admin) A, that the facility had
[ discovered, on 2/5/13, that RT B had accessed the
| medical records of Patient 1on 2/5/13, outside the
' scope of her duties

!A review of the facility's policy titled, "Privacy and
ISew:.uriiy Investigations and Reporting”, revised
11/12, read as follows: "Breach of privacy and
confidentiality occurs when any member of the
facility workforce wuses (accesses or reviews)
protected health information or confidential
information for any reason not necessary lo lhe
individual's role in the provision of care and
treatment.” A Level Il Breach was defined as:
"Access, use or disclosure of patient information
was intentional for the purpose of curiosily or
concern but not for personal gain." '

During an interview on 4/19/13 al 10:15 am, Admin
A slated that it was discovered on 2/5/13at 7 pm , |
that RT B had viewed Palient 1's CAT scan and|
report on 2/5/13 at 3:47 pm . Admin A confirmed
this was outside the scope of RT B's dulies and
stated that she viewed this as a Level Il Breach.

[During an interview on 4/19/13 at 9:20 am, RT B |
confirmed she had viewed Patient 1's CAT scan
and there was no reason connected to her job for
her lo have looked atl this scan. She confirmed she |
had received annual education regarding
confidentiality and privacy. RT B slated she had

|
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verbal consent from Patient 1 and did not know thal
she needed writlen consent before viewing the
record.
| During an interview on 4/19/13 at 10:15 am, Admin
| A stated that the need to have written consent as
well as the correct process lo view records was
| covered in the annual employee training.
|
i
i
|
i
|
i |
i
|
| |
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