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The following reflects the findings of the Department 

of Public Health during a complainVbreach event 

visit: 


COfUlE('TIVt:: AC l'ION Pl..l\N (343448): 

Complaint Intake Number: 
CA00343448 - Substantiated 

Co111pt.:1cdRepresenting the Department of Public Health: 
hySurveyor ID# 22705, HFEN 

Fa.;ili1y 21 Patil·1ll 11(1f ilic<I of iocidcnt in wri ting. 

I 
The inspection was limited to the specific facility 

event investigated and does not represent !lie 
findings of a full inspection of the facility. 


Ollidal 

, Health and Safety Code Section 1280.15(a) A 
211 Q/ 13

clinic, health facility, home health agency. or 

hospice licensed pursuant to Section 1204. 1250, 

1725, or 1745 shall prevent unlawful or 

unauthorized access to, and use or disclosure of, 
 Co111pk1cd13,C' Dcfic1em1 rracticl' itknlllica1inn, 

hy 

Isubdivision (g) of Section 56.05 of the Civil Code 
patients' medical information, as defined in 

Radiologyand consistent with Section 130203. The 
Manag..-r&1) F.duc:ttion ol tl"l""'"bk Radiulogy s1.11T

department. after investigation, may assess an 
nh.'lllb~I rc:bnlat)' ( $, 2() I J and <lbO Facilityladministrative penalty for a violation of this section Radiolt>gy tkparlmc:nl ,Judng Slaff 111~'\.·li ng Privacy 

' of up to twenty-five t11ousand dollars ($25,000) per OllicialMa11:h6, 20 13 . 
patient whose medical information was unlawfully a) F.u,111.: i11liu 111ati1111 acn.,;>lXl bona 

or without authorization accessed, used, or 211Sii3 
h) Sy,1.·1111c chang•·" include 
llO:<'ll h• l..1111w b.t.''" 

disclosed, and up to seventeen thousand five 

hundred dollars ($17,500) per subsequent 

occurrence of unlawful or unauthorized access. 


I Staff a1c to a~c...-ss only till' 
use, or disclosure of that patients' medical I inli1nna1i1111 11tccss:11y '" c111 1y 
information. 11u1 rol<'> .ind !"unctions for 

ln:.1lllh:nl of palknb duiin~1 
r:id11•l11n•'crviccs. al"' 

1 For purposes of the investigation, the department 
l'-lu.:a1u•n on ~kt;u.11J11111

: shall consider the clinic's, health facility's, p..1s, \\tlhh 

' agency's, or hospice's history of compliance with 
I 

Event ID:940M1 1 111012014 8: 15:09AM 

LAOORATORY DIRECTOR'S OR PROVIDER/SUPPLll:R REPRESE (X6) DA TE
lh,,:;-...~ 

Oy signing lhrs docunient, I ani acknowte<lg1ng receipt ot the entire citauon packet, faqefsl 1 tllrtl 4 

Any deficiency statement ending with an asterisk(') denotes a deficiency which the instilulfon may be excused froni correc!Jng prov1d1ng 1t 1s determined 

that olher sa feguards provide sufllclenl prolectlon to the patients Except for nurs111g homes. the findings above are disclosable 90 days following the dalo 

o r survey whether or not a plan of correction Is provided. 1=or nursing homos. tho above find111gs and plans or correction are disclosable 14 days lollow1ng 

lhe date lhese documents are made available to the lacll1ly If denciencies are cited, an approved plan of correction Is requisite lo continued program 

parho 1>a11on. 
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DEPARTMENT OF PUBLIC HEAL TH 
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A BUILDING 
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(X4110 SUMMARY SlAllMI NI OF l)Lf ICICNCIES 	 10 PROVIOLR'S PLAN Of CORRECTION (XS)I 	 IPllErlX (EACH DEFICIENCY MUS f RF PllECEEDED BY FULL PRFFIX (FACH CORRFCTl\/f- ACllON SHOULD BE CROSS COMPLFTI: 
TAG REGULATORY OR LSC IOLNflFYING INFORMATION) TAG I REFERENCED TO THE APPROPRIATE DEFICIENCY) DATE 

I 	 II 
I 

I 	 I 

Ithis section and other related state and federal 
Istatutes and regulations, the extent to wl1ich tho 
facility detected violations and took preventative 

I	action to immediately correct and prevent past 
violations from recurring, and factors outside its 
control that restricted the facility's ability to comply 
with this section. The department shall have full 
discretion to consider all factors when determining 
the amount of an administrative penalty pursuant lo 
this section. I 
Health and Safety Code Section 1280.15 (b)(2). 

. A clinic. 11ealth facility, agency, or hospice shall 
• also 	 report any unlawful or unauthorized access to, 
or use or disclosure of, a patient's medical 
information to the affected patient or the patient's 
representative at the last known address, no later 
than five business days after the unlawful or 

I unauthorized access, use, or disclosure has been 
detected by the clinic, health facility, agency, or 
hospice." 

The CDPH verified that the facility informed the 

affected patient(s) or the patient's representative(s) 

of the unlawful or unauthorized access. use or 

disclosure of the patient's medical information. 


Based on interview and record review. the facility 

failed to safeguard confidential health information 

when Palient 1's record was viewed by Radiology 

Technician (RT) 8. outside the scope of her duties 

as an employee. This resulted in the unaulhorized 


1	access of Patien t 1's confidential health 
information. 

D Mu1111111i11i; 

I) Mo11itori111J ofnccl'$S by mdioh,gy 
S1a lf111c111b,·1 to c11;11r,·: 

a) 	 Lmurc accl'SS i~ ap1>mpria11: 

I: 	 Monitorini; compk1,·d and ,'()ucaLion with 
1esponsihl.- 1.'lllpluyn· ,111J R.1Jio l1>t;y Stall 
111cmh.:1'lt. Monilo1int; will be conduct.'<! by th•· 
Radiol<>t:Y Mn11Jg,·rt1),..,ig11cc and rcpon ..-d 111 
1111: Quality Ass,•s,1111:111 and lmpmvc111c111 

Co111111itl•'C und I a1·11ity 1'1i,ai.;y Onicial 

Mo11itnii11)! 
tl1u1c 

Fdmuuy 
Ap1il 2013 
hy F11cili1y 

Piivacy 
Ollkial & 

R,1diol11gy 
J,-,.1g11..-e 
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CX4) ID SUMMARY Sl ATtMENT OF DEFICIENCIES 
Pl~LI IX (LACI t 01!1 ICIENCY MUS r OL l>Rl:CEEDED OY FULL 

fAG 11t:GULAr0 fW OR LSC IDENllrYING INrDRMAflON) 

I 

: Findings: 

1. On 2/12/13, the California Department of Public 
Health (CDPH) received a faxed report, written by 
Administrative Staff (Adrnin) A. that the facility had 
discovered, on 2/5/13, that RT B had accessed the 
medical records of Patient 1 on 2/5/13, outside the 
scope of her duties 

lA review of the facility's policy titled, "Privacy and 
I	Security Investigations and Reporting'', revised 

11/12, read as follows: "Breach of privacy and 
confidentiality occurs when any member of the

Ifacility workforce uses (accesses or reviews) 
protected health information or confidential 
information for any reason not necessary to the 
individual's role in the provision of care and 
treatment." A Level II Breach was defined as: 
"Access, use or disclosure of patient information 
was intentional for the purpose of curiosity or 
concern but not for personal gain." 

During an interview on 4119/13 al 10:15 am, Adrnin 

l 
ID 

Pl~EFIX 

fAG 

' 

I 

PROVIOEl1'S Pl.AN OF CORRECTION 


(EACH CORRECTtVF ACTION SHOULD AE CROSS· 


l~EFERENCEO TO me N'PROPRIATE DEFICIFNCY) 


A stated that it was discovered on 2/5/13 at 7 pm , I 
that RT 8 had viewed Patient 1 's CAT scan and I 
report on 215/13 at 3:47 pm . Adrnin A confirmed 
this was outside the scope of RT B's duties a11d 
stated lhal she viewed this as a Level II Breach. 

I 

IDuring an interview on 4/'19/13 at 9:20 am. FH B 
confirmed she had viewed Patient 1's CAT scan 

1 

and there was no reason connected to her job for I 
her lo have looked at this scan. She confirmed she 
had received annual education regardmg 
confidentiality and privacy. RT B stated she had 

Event ID:940M11 	 1/1012014 8: 15:09AM 
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(X4) 10 

PRUIX 

TAG 

I 
I 

SUMMARY SIAT(M(Nl OF DEFICICNCIES 

(EACH DEFICIENCY MUST OC: PRECEEOEO DY FULL 

REGULATORY OR LSC IOFNrlFYING INFORMATION) 

verbal consent from Patient 1 and did not know that 
she needed written consent before viewing the 
record. 

1 During an interview on 4/19/13 at 10:15 am. Admin 
' A stated that the need to have written consent as 
well as the correct process to view records was 
covered in the annual employee training. 

ID 

PflCHX 

TAG 

PROVIDER'S PLAN OF CORRECTION 

(EACll COHRC:CTIVL AC rlON SHOULD BE CROSS 

REFERF.NCfl> TO 111[ APPROPRIATE DEFICIENCY) 

(X51 

COMPIETE 

DATE 

I 

I 

I 

I 

I 

I 
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