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The following reflects the findings of the Depariment
:Ifﬂf:;ublic Health during a complaintbreach event . ot biieed Sl onane
event was corrected by [
Complaint Intake Number: withdrawing the offending d <rin
CA00257652 - 3ub3m|aled comment &Dm the Posu‘.ng
;i it ;
Representing the Dapariment of Public Health: Jocation o thentemet website
Surveyor [D # 18973, HFEN on February 3, 201 1, agd notifying
the affected party within 4 days of]
The Inspaction was limited to the spacific facility out facility’s awareness of the
event investigated and does not represent the be .
findings of a fullinepaction of the facily. o
- N of deficiency.
Health and Safely Code Secllon 1280.16(a) A
clinic, health facllity, home heallh agency, or The staff member whose posting
hospice flcensad pursuant to Sectlon 1204, 1250, constituted the violation i
1725, or 1745shall prevent unlawful or ) the violation s no C
uneuthorized access to, and use or disclosura of, onger here. 0
patients’ medical Information, as deflned in . IC?
2 subdivision (g) of Section 6,06 of the Civil Code The NCPHS Personnel Policy has J(/Af 4
and consistent with Section 130203, The “| besn revised i deti the siter A 17 2
department, afler investigafion, may assess an hibiti s ial 4 & G2y )
administrative penally for a violation of this section Pt . 1 Ot ApAINST MBINE 60 ‘Qq ¢ O.D )/ ¥
of up to twenly-five thousand dollars ($26,000) per media in any manner that v ol I
patient whose medical information was unlawfully compromises Protected Health -
or without authorizatlon accessed, wused, or Information, as well as other .
disclosed, and up to seventean thousand five : 2 p :
hundred dollars  ($17.500) per  subsequent matena}s, data and mformaFlon of
occurrence of unlawful or unauthorized access, a proprietaty nature belonging to
use, or disclosure of that patients’ medical NCPHS.
information.
p . Director of Staff Development
Informed Medical Breac| % 3 3
i as conducted an in-service on
e Health & Safety Code 1280.15(b)(2 X
¥ a June 21, 2011; to review for
Event ID:36CN11 6/6/2011 1:36:40PM.

LABORATORY DI TOR'S OR PR ERISUPPLIER REPRESENTATIVE'S SIGNATURE . TITLE %8) DATI
N MoMIbSTRATR, (22201 |
1

Any deficiency statemeni ending with an asterisk (*) denotes e deficiency which the institulion mey be excused rom correcling providing it Is determined
that cther safeguards provide sufficlent prolection to the pationis. Excapl for Ing hames, the lindings above are disclosable 50 days following the dale
of survey whether or not a plan of comection la provided. For nursing homes, the above findings end plans of comaction are disclosable 14 days Tollowing
the dale these di ts aro mads avatiable lo the fecility, )f deliclencias are citad, an app i plan of tion Is requisite ko continued program

pariicipation,
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TAG REGULATORY OR LEC IDENTIFYING INFORMATION) TAG REFERENCED YO THE ARPROPRIATE OEFICIENGY) DATE
Continued From page 1
Hoalth and Safety Code Seclion 1280.15 (b)2), " Health Center staff the nature of
A clinic, health facility, agency, or hospice shall Protected Health Information (5 (Zl H
also report any unlawful or unauthorized access lo, H & vectu
or use or disclosurm of, a patienl's wmedical (P I)f th. cql_ntement dOf t?'ne‘law !
information to the affected patient or the pafient's to maintaia strict confidentiality o
reprosentative i the last known address, no later PHI, the procedures to follow in
than five business days afler the unlawful or case 2 breach is discovered, and
unauthorized access, use, or disclosure has besn the consequenc £ an:
dotected by the clinic, heallh facity, agency, or Gequedtes Gtadyach
hospica.” : _ breach for the facility and the staff
member(s) responsible.
The CDPH verlfled that the faciily informed tha
affected patient(s) or the patlent's representafive(s) .The Corpomte Compliance
of the unlawful or unsuthorized access, use of Hitidbook s 4186 ren di O
dlaclosure of the patient’s medical information. GOL Wab alsaIevicwec il . O
the In-service, as was the A ’p
Corporate Compliance oy . /Y
1280.15(a) Health & Safety Code 1260 Acknowledgment document 2, b
(a) A clinic, health facility, home health agency, or . s 7 ; 7
hospice liconsed pursuant to Seclion 1204, 1250, signed in each employee file. Q‘FC?C
1725, or 1745 shalt prevent unlawful or unauthorized L} p"’iﬁ
accass to, and use or disclosure of, palients’ The Administrator and the c/ 7l
medical Information, as defined in subdivision (g) of Director of Nursing Setvices H
Sectlon 56.05 of the Civil Code and consistent with iU il
Section  130203. The department, afier nmmtam‘su:fr nce of staff
invesligation, may assess an adminisiralive penaity cox‘mnumcauons—verbal and
for a violation of this section of up to twenty-five written1 — to assure that
thousand dollars ($25,000) per patient whose discussions of PHI are not
medical Information was unlawfully or wilhout ] :
authorization accessed, used, or disclosed, and up conducte pubhcly and thus
1o seventesn thousand five hundred dollars overhea:fi, that dosuments are noft
($17,500) per subsequent occurrence of unlawful or exposed inappropriately during the
unauthorized access, use, or disclosure of thel coutse of work, and are disposed
patients’ medical information, For purposes of the
investigation, the dapartmant shall consider the
Event ID:36CN11 61812011 1:36:49PM
LABORATORY DIRECTOR'S OR PROVIDER/SUPPLIER REPRESENTATIVE'S SIGNATURE TIME (X8) OATE
S

Any deficlency statemenl ending with an asterisk (*) dencles a daficisncy which the instiution mey be excused from correcting providing il 1s determined /
Excapt for nuralng homes, the findings above are disciosable 50 days fallowing the dnte

of survey whether o not o plan of cormection la provided, For nursing homes, e ebove findings and plans of correciion are disciosable 14 deya following

the date these documenis are made avallabla to the faciy. H deficiencles are cited, an &pproved pian ¢f correction Is requisite to continued program

participation.
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Continued From page 2
ciinic’'s, health facliity's, aegency's, or hospice's ofproperlyin the secure bonded Gf {
history of compliance with this sectfon and olher hredding faciliti ) P ATRL
related state and federal statutes and regulations, SHER 8 HES O PrEmIes.
the extent 1o which the faclity datected violations
and took preventative action to kmmediately correct
and prevent past violations from recurring, and
factors outside Its control that restricted the
facllity's abllity to comply wilh this section. The
depariment shell have full discrefion to consider all
factors when determining the amount of an
administrative penalty pursuant to this gection.

These Regulations were not met &8 svidenced by:

Basad on interview and record review, the facility
faled to ensure the right of Reskdent A, a
well-known public personality, fo confidential
{reatment of health records when a facility staff
posted a comment on Resident A's Facebook page
thanking her for belng a patient at the facility, This C D
was a violation of Health & Sefely Code 1280.15(a) TN ~] H~
prohibiling unlawful disclosure of a patlents' medical
information.  Facebook s an Intemet soclel JUN 2 7 2019
networking site where people share information with
"riends." Some public personaliles have public LB |
pages that can be accessed by anyone using C}A"‘;‘
Facebook. e

Findings:

Review of a letter-from the facllty, dated 2/3/11, to
the Depariment indicated, "This letter Is {o inform
you of a securily breach with regard to cerlain
Informafion periaining to a former resident of the
skilled nursing facility......We were Informed on

Event 1D:36CN11 , /612011 1:38:49PM
LABORATORY DIRECTOR'S OR PROVIDER/SUPPLIER REPRESENTATIVE'S SIGNATURE TiTLE (%8) DATE

Any deficlency alatement ending with an atersk (*) denotes a deficlency which the Institution may be axcused from correcling providing it is detemined

that olher saleguerda provide sulficlent prolection to the patients. Excep! for nurging hontes, the findings above sre disciosable 80 days following the dale
of survey whether of not & plan of correction b provided. For hursing homes, the above findings end plans of comeclion ere disclosebie 14 days following 4 l 2 ‘PB

the dale thata documents are mado avallable o the fecility, If deficlencies are clled, on approved plan of tion 1y requisile to conlinued program
participation,
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Contlnued From page §

The faclity staff person's actlion of posing a

comment on the Facebook page of a well-known s

public personality, thanking her for being a patient

at the facility, represents a violstion of Heallh &

Safety Code 1280,16{a) for fallure to prevent

unlewlul disclosure of a patients'’ medical

information.
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Event ID:36CN11 6612011 1:36:49PM
LABORATORY DIRECTOR'S OR PROVIDER/SUPPLIER REPRESENTATIVE'S SIGNATURE TITLE (X6) DATE

e

Any doficlency statemeat ending with en asterlak {*) denotes a deficiency which the Institulan may be excused fiom correcting providing itls delermined 1/ ‘)

that other aafepuards provide sufficlant protection lo lhe patients, Excapt for nureing homes, the findings above are disclosable 90 days tolizrwving tha dale /R
of survey whether or not a plan of correction ia provided. For nursing homes, the ebove findings and plana of commaction ere disclosable 14 days jollowing

{he date these documents are made availabie to tha faciity. i deficlancies ere cited, on approved plan of comoction Is requisite lo confinued program

parlicipation.
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