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CALIFORNIA HEALTH AND HUMAN SERVICES AGENCY
DEPARTMENT OF PUBLIC HEALTH
STATEMENT OF DEFICIENCIES (X1) PROVIDER/SUPPLIER/CLIA (X2) MULTIPLE CONSTRUCTION (%3) DATE SURVEY
AND PLAN OF CORREGTION IDENTIFICATION NUMBER: COMPLETED
A, BUILDING
051318 B, WING 12/28/2010
NAME OF PROVIDER OR SUPPLIER STREET ADDRESS, CITY, STATE, 21° CODE
REDWOOD MEMORIAL HOSPITAL 3300 Rennor Dr, Fortuna, Ca 95540-3120 HUMBOLDT COUNTY
(X4} 1D SUMMARY STATEMENT OF DEFICIENCIES D PROVIDER'S PLAN OF CORRECYION (X5)
FPREFIX (EACH DEFICIENCY MUST BE PRECEEDED BY FULL PREFIX (EACH CORRECTIVE ACTION SHOULD BE CROSS- COMPLETE
TAG REGULATORY OR LSC IDENTIFYING INFORMATION) TAG REFERENCED TO THE ARPROPRIATE DEFICIENCY) DATE
Continued From page 1
. it Compliant number: CA00253265
(a) A clir‘uc, health facilily, home health agency, or Penalty Number: 110008762
hospice licensed pursuant to Section 1204, 1250, AD17 1280.15(a) Health and Safety Code
1725, or 1745 shall prevent unlawiul or unauthorized 1280
access to, and use or disclosure of, patients'
medical information, as defined in subdivision (g) of
Section 568.05 of the Civil Code and consistent with Immediate Corrective Action: -
Section  130203. The department, after 1. An audit of internal and external access to 5']}0“2,
investigation, may assess an administrative penalty the patient’s electronic medical record was
for a violation of this section of up to twenty-five conducted 12/16/2010. The audit revealed
thousand dollars ($25,000) per patient whose appropriate access to patient recordl using
medical information was unlawfully or without the hospital internal access to thg{f ew‘;?é;
authorization accessed, used, or disclosed, and up medical. E‘e extt_e:“nta'g 2?;;?2:;‘; m;c?igl
to seventeen thousand five hundred doallars acces;s fjosi etE: |eh siclan connect portal by
($17,500) per subsequent occurrence of unlawful or ;ecc:gfz'lmur::tgy badeyclinic with which the
unz:utho'rized .aocess, ”sf’r or disclosure of that patient has no affiliation and does not
_pat en'ts ‘medu:al information. For purposes of the provide medical care to the patient.
m_ve_aslhgaucn. the c_!t_apaﬂment shall consider the 2. The community clinic manager was 5/ @f12
c!mrc s, health facility's, agencies, or hospice's interviewed and the clinic physician was
history of compliance with this section and other interviewed 12/20/2012. The physician
related state and federal statules and regulations, acknowledged sharing of her password with
the extent to which the facility detected violations employee. Clinic manager confirmed that
and took preventative aclion to immediately correct the patient whose record was accessed was
and prevent past violations from recuning, and not a patient of the clinic. .
factors outside its control that restricted the 3. Clinic physician access to the Physician 5 /;0/52
facility's ability to comply with this section. The Connect portal was discontinued 12/20/2010
department shall have full discretion to consider all and the physician and clinic manager were
factors when determining the amount of an nol_:lrﬂed. edical staff Professional Standards
administrative penally pursuant to this section. 4. The medica Fotessiona
. PR Committee reviewed the situation at the 5(mf 12
!Based on interview and document review, the January 2011 meeting and requested that
hospital failed to prevent the unlawful or the clinic physician submit an action pian to
unauthorized access, use, or disclosure of a the Professional Standards Committee i
' ; ! ST addresses how future breaches will be
patient’s medical information, thus violating Health prevented in the cinic. |
and Safety Code section 1280.15(a). ) |
Event ID:11W711 51012012 9:17:59AM
mwﬂ:m 'S OR PROVIDER/SUPPLIER REPRESENTATIVE'S SIGNATURE - TITLE (X6) DATE
hanfor [ 2%4;/31/ g 5,715,7/ 5
Any deficlency statemant ending wilh an asterisk (*) denoles a deficlancy which the Institufion may be excused from correcling providing Itis determined
that other safeguards provide sufficient protection to the palients. Except for nursing homes, the findings above are disclosable 90 days following the dale
of survey whether or not a plan of correctlon [s provided. For nursing homes, the above findings and plans of corraction are disclosable 14 days following
the date Ihese documents are made avallable to the faciity. If deficiencles are clled, an approved plan of comection Is requisite to conlinued progam
participalion.
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STATEMENT OF DEFIGIENCIES (x1) PROWDEWSUPPIIIERICLLA " (%2) MULTIPLE CONSTRUGTION {3} DATE SURVEY
AND PLAN OF CORRECTION IDENTIFICATION NUMBER: COMPLETED
A. BUILDING
051318 0. WING 12/28/2010
NAME OF PROVIDER OR SUPPLIER STREET ADDRESS, CITY, STATE, ZIP CODE
REDWOOD MEMORIAL HOSPITAL 3300 Renner Dr, Fortuna, Ca 95540-3120 HUMBOLDT COUNTY
(4} ID SUMMARY STATEMENT OF DEFICIENCIES D PROVIDER'S PLAN OF CORRECTION x5)
PREFIX (EACH DEFIGIENCY MUST BE PRECEEDED BY FULL PREFIX {EACH CORRECTIVE ACTION SHOULD BE CROSS- COMPLETE
TAG REGULATORY OR LSC IDENTIFYING INFORMATION) TAG REFERENCED TO THE APPROPRIATE DEFICIENCY) DATE
The following reflects the findings of the Department
of Public Health during a complaint/breach event
visit:
Complaint Intake Number:
CAQ0253285 - Substantiated |
Representing the Department of Public Health: .
Surveyor ID # 20307, Medical Consultant
The inspaction was limited to the specific facility
event investigated and does not represent the
findings of a full inspection of the facility.
Heallh and Safety Code Section 1280.15(a) A
clinie, health facility, home health agency, or
hospice licensed pursuant to Section 1204, 1250,
1725, or 1745shall prevent unlawful or
unauthorized access to, and use or disclosure of,
patienis' medical information, as defined in
subdivision (g) of Section 56.050f the Civil Code
and consistent with Section 130203. The
department, after investigation, may assess an
adminislralive penally for a violation of this section
of up to twenty-five thousand dollars ($25,000) per
palient whose medical information was unlawfully
or without authorization accessed, used, or
disclosed, and up to seventeen thousand five
hundred dollars ($17,500) per subsequent |
occurrence of unlawful or unauthorized access, |
use, or disclosure of that patients’ medical !
information. '
Penalty number: 110008762
A 017 1280.15(a) Heallh & Safety Code 1280
Event ID:11W711 5/10/2012 9:17:50AM
LABORATOW PROVIDER/SUPPLIER REPRESENTATIVE'S SIBNATURE TITLE (Xe) DATE
V2 Mﬁ% (ooro T To0x

Any deficiency statement ending with an asterisk (*) denoles a deficiency which the Institution may be excused from cormrgcling providing It is delermined
that other safeguards provide sufficient prolection to the palients. Except for nursing homes, the findings above are disclosable 80 days fallowing the date
of survay whelher or not a plan of correclion la provided. For nursing homes, Ihe abave findings and plans of correclion are disclosable 14 days fcllowing
the dale these documents are made available to the facility. [f deficiencies are clled, an approved plan of correction Is requisite Lo continued program

participation.
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