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\ |
‘agency's, or hospice’s history of compliance with The !_aboratory Director has 11/30/11
this section and other related state and federal required all Laboratory staff to
.statutes and regulations, the extent to which the re-sign the organization’s
}facmty detected violations and took preventative I conﬂdentiality statement as part
"action to immedately correct and prevent pasti | of ed tion on .
lviclations from recurring, and factors outside its ' e.uca 10 ,O privacy .
"'control that restricted the facility's ability to comply prov1ded dunng a staff meetmg
with this section. The department shall have full Those not present (on leave) 12/2/11
discretion to consider all factors when determining signed upon retuming to work.
the amount of an administrative penalty pursuant to
this section. X . . '
Confirmation of understanding |
H |
Heaith and Safety Code Section 1280.15(b)(2), * of the education and ‘
A clinic, health facility, agency, or hospice shall effectiveness of requiring staff |
also report any unlawful or unauthorized access to to re-sign the Conﬂdentia“ty ‘
or use or dsclosure of a patents medical statement will be monitored via |
information to the affected patient or the patient's the event reportin rocess that
representative at the last known address, no later . P ap
than five business days after the unlawful or is used to report all suspected
unauthorized access, use, or disclosure has been privacy breaches.
detected by the clinic, health facility agency, or
hospice " As part of the organization’s
The CDPH verified that the faciity faled to inform quality assurance program,
the affected patent{s) or the patient's results (_)f prlvacy—related event
representative(s) of the unlawful or unauthorized momtorlng will be reported to
access use or disclosure of the patient's medical the FRH Privacy Committee
information - and the Quality Assurance/
Based on interview and record review the facility Utilization Ma_nagement/Patlent
failed to protect confidential health information for Safety Committee.
one patient {Patient 1)
Findings’
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‘During a telephone nterview on 3/6/12 at 11:05 am,

LD 2stated that LS 1 accessed the computer

,screen  that  had lists of patients and their

diagnoses. It was not a computer site that LS 1
would normally use or would need to access in her

~daily job routine. No other lab personnel had

access to this screenssite LD 2 explained that a
former lab director had given LS 1 permission at
that time He explained that the site access could
not be removed from LS 1's computer because the
facility's software computer system had ro way of
deleting 1t

During an interview on 3/8/12 at 1pm LD 2 stated”
the only time a lab employee would have
permission to ge into the site that LS 1 accessed
would be if he was instructed to do so by himself
{lab director) or a supervisor. At that time, it would

only be to search for a definitive individual name.
Otherwise. LD 2stated "The lab employees are'
not allowed to access this site-period.” \
During a telephcne mnterview on 3/6/12 at 540 pm,
PS 3stated she saw LS 1 access the computer
screen that showed the names and diagnoses of alf

patients in the hospital. PSS 3 stated she informed
LS 1that she should not be accessing that site

PS 3stated LS 1had told her that another
supervisor's son (Patient 1) was in the hospital and
asked her what his diagnosis meant. PS 3 stated
she told LS tthat she did not know what the
diagriosis was and again informed LS 1that she
should not be looking at patients’ names and
diagnoses PS 3stated she saw LS 1use the
computer's Intemet site that defined Patient 1's
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