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Section 1: Background Information

CalREDIE Alerts, formerly known as ARNOLD Alerts, is the built-in event notification
component of CalREDIE. The Alerts module allows users to sign up to receive email
alerts for incidents and outbreaks that have been entered or updated in CalREDIE.

There are two major steps to setting up CalREDIE Alerts. The Event Subscription is
used to select the conditions for which alerts are sent. The Contact Method is used to
specify the email address alerts are sent to, as well as the days and times that alerts
are sent. Other components of Alerts include the ability for email alerts to be sent to
another address if the email alert is not acknowledged within a certain timeframe, and
the ability to forward all alerts for a given date range to a different email address.

This document provides step-by-step instructions for subscribing to CalREDIE email
alerts. To begin using Alerts, users must first set up the Notification Priority and
Contact Method. When these two items are complete, users can then use the Event
Subscription to select the email alerts they wish to receive.

For several of the steps, users are required to name certain elements with a unique
name that does not already exist in the Alerts system. To ensure that all names are
unique, naming conventions have been developed. Please follow all naming
conventions exactly as described. As always, CalREDIE Help can answer any
questions related to the Alerts tool or to the CalREDIE system generally.

Section 2: Accessing CalREDIE Alerts

From within the CalREDIE system, Alerts can be accessed by navigating to
Administration > Alert Settings. There are five items in the submenu:

Contact Method

Contact Override

Event Acknowledgement
Event Subscriptions

5. Notification History

BN =

Figure 1: Items in the Alert Settings menu

putbreak | Staging | Administration | Dictionanes | Reports | CDPH | Help
Alert Settings ... Contact Method
Electronic Reporting ... Contact Override

Groupings ... Event Acknowledgement
Record Management ...  Event Subscriptions
User Management ... Notification History
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Section 3: Contact Method
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The Contact Method specifies the email account that alerts will be sent to, as well as
the days and times that alerts will be sent. The Contact Method is tied to a Notification

Priority.
Figure 2: Contact Method

=
Contact Method ? LB
Method Name | | Show All Search Clear
Method Name Priority Inactive
test High
«PREV | NEXT »
Add/Edit Section
* Method Name | |
* Priority | v|
= Type | J

* Detail | |

Inactive [

Notification Settings

() Everyday or (@ Only on: [(Omon [JTue (JWed [ Thur [JFri []Sat [] Sun

O Anytime or @ Only between:  + Start Time | | *EndTime | |

Please be aware that you will not receive any alert for events that occur during time frames in which you are not set to receive alerts.

New Save

To set up a Contact Method (Figure 2):

1. Select Contact Method from the Alert Settings submenu.
2. Click New to set up a new method.

3. Enter a Method Name using the following format: Username — XXXX, where

XXXX is the type of email address.

a. For example, RSmith — Work might be the Method Name for Richard

Smith’s work email.

4. Select a Method Priority from the dropdown. The options here are Low,

Medium and High. These will be explained below.
5. Select “Email” as the Method Type.

a. Note that the “Phone” and “Text” methods are not configured and will not

work.
6. Enter the email address in the Method Detail field.

7. Select the days you wish to be notified about events via this contact method.

You may select Everyday or select individual days.

8. Select the times you wish to be notified about events via this contact method.

You may select Anytime or specify certain times.

9. Click Save.
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Please keep in mind that users will only receive alerts during the
selected days/times for events that occur during the selected days and
times. For example, you cannot configure Alerts to send messages only

during business hours and have all weekend alerts sent Monday

morning at 8AM. If you configure Alerts to only send messages during
business hours, events outside of those hours will not prompt an alert.

What are the Priority levels?

Events can be categorized as either High, Medium, or Low priority. Essentially, the
difference between the three will be in the frequency of recurring notifications, and the
escalation criteria if the event is not acknowledged. But this is entirely user-
configurable: by default, there’s no built-in difference between these three priority
levels.

Section 4: Event Subscription

The Event Subscription, which is tied to the Notification Priority, is where users choose
the instances for which they wish to receive an alert. The following alerts are available
for each disease and outbreak:

* New Record — a new incident or outbreak is created.

+ Update Record — a change has been made to the incident or outbreak.

+ EFC Update — the electronic filing cabinet has been modified.

* Process Status Change — you may choose statuses to be alerted about.

+ Resolution Status Change — you may choose statuses to be alerted about.

« Staging — a new lab or web report is in the Disease Incident Staging Area
(DISA)

» All — any of the events above will trigger an alert.

To set up an Event Subscription (Figure 3):

1. Select Event Subscriptions from the Alert Settings submenu.
2. Select a Notification Priority.

a. The Priority(s) you see in the dropdown are the priorities that have been
tied to a Contact Method. If you have only set up one Contact Method,
using the High priority, you will only see High in this dropdown.

3. Check the Show All Events checkbox.
a. By default, you will only see events to which you are already subscribed.
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Checking the box will display a list of events to which you may subscribe.
These events are typically incidents or outbreaks of a specific disease
condition.

4. Skip the Escalation Criteria section. This topic is covered below in Section X.

5. Use the scrollbar, or click the alphabetical legend, to search for the event you
wish to subscribe to.

6. Once you identify the correct event, use the checkboxes to select the types of
alerts you wish to receive. To receive all alerts for a disease or outbreak, check
the box next to the event name. To specify individual alert types, use the
checkboxes to the right of the event name.

a. To specify alerts for individual Process or Resolution Statuses, the Event
Subscription must be saved first, and you must have opted to receive that
type of alert (or must have selected All).

7. Click Save.

Figure 3: The Event Subscription page

Event Subscriptions 7

Notification Priority | High V| Show All Events

Escalation Criteria

Schedule reoccurring notifications for | | time(s) every | b |

If event is not acknowledged, escalate via | v |to| |

#ABCDEFGHIJKLMNOPQRSTUVWXYZ

[JNEW RECORD [ |UPDATE RECORD [_|EFC UPDATE A
[CJAcute Flaccid Myelitis-Disease

e [ JPROCESS STATUS CHANGE [ JRESOLUTION STATUS CHANGE [(ISTAGING

[JNEW RECORD [ JUPDATE RECORD [_JEFC UPDATE
[JAmebiasis-Disease Incident
[JPROCESS STATUS CHANGE [JRESOLUTION STATUS CHANGE [JSTAGING

[JNEW RECORD [ JUPDATE RECORD [_JEFC UPDATE
DAnapIasmosis-Disease Incident
[JPROCESS STATUS CHANGE [JRESOLUTION STATUS CHANGE [JSTAGING

[JNEW RECORD [ JUPDATE RECORD [JEFC UPDATE
[[JBabesiosis-Disease Incident
[JPROCESS STATUS CHANGE [JRESOLUTION STATUS CHANGE [(JSTAGING

[JNEW RECORD [JUPDATE RECORD [_JEFC UPDATE
[JJBotulism, Other/Unknown-

Disease Incadent [(JPROCESS STATUS CHANGE [JRESOLUTION STATUS CHANGE [CISTAGING

[JNEW RECORD [ |UPDATE RECORD [_JEFC UPDATE
[CJChikungunya-Disease Incident
[JPROCESS STATUS CHANGE [JRESOLUTION STATUS CHANGE [CISTAGING

[JNEW RECORD [JUPDATE RECORD [_JEFC UPDATE
DChiamydia-Disease Incident v

MNmACE e s CTATILS SR M AmE LT Ine S TATILS S AR ETACINL,

* Subscribed events with different notification priorities than the priority currently selected are disabled.

Save
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To select individual Process or Resolution Statuses (Figure 4):

1. Click the corresponding button next to that alert option.
2. Select the statuses you wish to receive alerts for from the pop-up.

a. You will be alerted when an incident/outbreak is set to that status, not
from that status.

3. Click OK. You will receive a message that the subscriptions have been saved.
4. Click Save to save all changes.

Figure 4: Selecting individual statuses

Event Notification
FANEW RECORD [ JUPDATE RECORD [ EFC UPDATE

[CJAcute Flaccid Myelitis-Disease -
Incident [JPROCESS STATUS CHANGE . [FIRESOLUTION STATUS CHANGE T3 [ JSTAGING

Select Resolution Status x
[JAmebiasis-Disease Inciden :

Select Resolution Status iE [(JSTAGING

Resolution Status

Pconfirmed iE [JSTAGING
FANot A Case

[‘JBabesiosis-Disease Incider [ZJNot Reportable
EANPJ Incident iE OsTAGING

[0ut of Country
[JJBotulism, Other/Unknown-

= : L4 Out of State

Disease Incident /] iE CSTAGING
EdPreviously Reported
LdProbable

[—,Chikungunya-Disease Incid .
P suspect iE [()STAGING
[ Unknown

(JChiamydia-Disease Inciden Clear All Select All 0K Cancel v

iE [(ISTAGING

* Subscribed events with differe

Section 5: Escalating and Acknowledging
Alerts

It is possible for CalREDIE to send multiple email alerts for a single instance of an
event: this is called a reoccurring notification. If a user does not acknowledge these
alerts, it is also possible for CalREDIE to send an alert to a different email address,
what we call an escalation.

To set up reoccurring notifications and escalation (Figure 5):

1. Click on Event Subscriptions on the left-hand side of the screen.
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2. Select the Notification Priority for which you wish to schedule the reoccurring
notifications and escalations. Note that the changes you make will apply to all
events that use that priority level.

Enter a number for the number of reoccurring notifications.

4. Select how often the notifications should be sent from the dropdown.

a. For example, if you choose to send four recurring notifications every 15
minutes, you will be alerted four times over an hour to your original
contact method.

5. To escalate the event, select “Email” from the dropdown.
6. Enter the escalation email address.

a. Continuing with our example above, if the alert goes unacknowledged
after those four notifications, a final alert will be sent to the email address
you enter here. In most cases, this should be a colleague or supervisor
who is responsible for handling these events in the case that you are
unavailable.

7. Click Save.

w

Figure 5: Reoccurring notifications and escalation

Notification Priority | High V| Show All Events

Escalation Criteria

Schedule reoccurring notifications for | | ime(s) every | v |

If event is not acknowledged, escalate via | v |to| |

To acknowledge an alert (Figure 6):

1. Select Event Acknowledgement from the Alert Settings submenu.
2. All alerts to be acknowledged will appear in the grid. Use the checkbox to
acknowledge each alert.

3. If there are multiple alerts to acknowledge, use the Check All button.
4. Click Save.

Figure 6: The Event Acknowledgement page

Event Acknowledgment

Check all events to be acknowledged and click "Save"

I o

Save
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Section 6: Overriding Alerts

It is possible to forward alerts to a different email address for a given period. This is
done by creating a Contact Override.

To set up a Contact Override (Figure 7):

1. Select Contact Overrides from the Alert Settings submenu.

2. Click New to start a new override.

3. Enter an Override Name using the following format: Username — XXXX, where
XXXX is the reason for the override.

a. For example, RSmith — Vacation might be Richard Smith’s override when
he’s on vacation.

4. Select the Override Priority from the dropdown. Your override will apply to
events with that priority only. You will need to create a separate override for
every priority level you use, as appropriate.

5. Select “Email” as the Override Type.

a. Recall that other contact methods do not work.

Enter an email address in the Override Detail field.

Enter the From and To dates of the override.

Select the times for the override or click Or At Any Time.

9. Click Save.

© N

Figure 7: The Contact Override page

Contact Qverride ? LB
Override Name | Show All Search Clear

Owverride Name From Date/Time To Date/Time

4 PREVY | NEXT »

Add/Edit Section

* Override Name | |

* Priority | w |
* Tvpe | ]|
* Detail | |
* From Date |—|afgJ * From Time |—| Or at Any Time
*To Date |—|m *ToTime [ | U
Inactive [ |
New Save

Page 9 of 10



Al C
>N

alREDIE S CDPH

lifornia Reportable Disease

Information Exchange \ 'C,zl'l.“llol;n'l“a'tlaie&mmnl o

Section 7: Notification History

The Notification History allows users to see a list of all sent alerts and allows users
search for sent alerts in a certain timeframe. This is also a good way to troubleshoot
any issues you note with CalREDIE Alerts.

To view the Notification History (Fiqure 8):

1.

3.

Select Notification History from the Alert Settings submenu.

If desired, enter a date range in the From and To fields.

You may also indicate a Status if you wish to look for specifically Failed, or
Succeeded, messages.

Use the Subject field to enter information from the event name if you wish to
narrow down your search.

If you have alerts going to multiple email addresses, you may use the Method
Detail field to enter the specific email address you are looking for.

Click Search.

Use the number ranges at the bottom of the screen to navigate through the
results.

Figure 8: The Notification History page

= 5 : ===
Notification History ? LB
From Date | | @2 To Date | | @ Status | w | User| Chavez - UDF, Sebastia v |
Subject | | Method Detail | | Search Clear
Date Time User Detail Subject Status
A e Chavez - UDF, sebastian.chavez@cdph.ca.g # 2407163 Amebiasis - This is an Alert
05/04/2023 10:49:03 AM Spbastian b from CalREDIE Succeeded
e o Chavez - UDF, sebastian.chavez@cdph.ca.g
04/11/2023 10:20:18 AM Sebastian T ALERT TEST Succeeded
# 2406679 The field value for If an
: isolate has been sequenced, SARS-
01/13/2023  04:37:17 PM gz;‘a‘f‘ziénum-‘ fﬁbaS“ﬂ“":ha'"“@"dp““‘a'g CoV-2 variant identified has been setto  Succeeded
L452R (B.1.427/429 lineage not
determined).
4 PREY | NEXT »
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