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Section 1: Browser Settings
The following browser settings are required for access to CalREDIE:

Please note: If you are unable to access or change any of these settings please contact
your system administrator or IT personnel.

1.  You will need to have Internet Explorer 7.0 or higher installed on your
computer
2. Clear Internet Explorer Browser cache

a. Select “Tools” | [
b. Select “Internet Options” Print v
File 3
Zoom (85%) k
Safety »
Add site to Start menu
View downloads Ctrl+]
Manage add-ons
F12 Developer Tools
Go to pinned sites
Compatibility View settings
Report website problems
Internet options L\}
About Internet Explorer
Internet Options v
Gerera | secumty | Prvacy | Content | Conmestons | Programs | Advanced c. Click the “General’ tab
kA ——————— d. Click “I?elete” under “Browsing
L — 7 history
veearrent | [ uoe detait | [ e vem b e. Mark the Checkbox for at least
i T —— “Temporary Internet files and
@ St s hme page website files” and “Cookies and
ST Tobe website data”
aras f. Click “Delete”

Delete temporary fies, hestory, cookies, saved passwords, and web
form nformaton.

Oelete browsing history on et

Setogs v Temporary Internet files and website files
Languages Fonts Accesabity

Appedr arve

Copies of webpages, mages, and media that are saved for faster
viewing.
7 Cookies and website data

Files or databases stored on your computer by websites to save
preferences or improve website performance.

Colers
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Set Internet Explorer to “Check for newer versions of stored pages”:

Select “Tools”

Select “Internet Options”

Click the “General’ tab

Click “Settings” under “Browsing
history”

Mark the radio button for “Every
time | start Internet Explorer”
Click “OK”

Click “Apply”

Intesnet Options a3
General | Secunty | Privacy | Content | © s | Programs | Advanced|
Home page

/} To create home page tabs, type each address on its own ine.
-
L netpe/intranet
| Useaurent | | Usedefaut j;_unmubj-
Startp
St with tabs from the st sesson
© Stwrt weth home page
Tabs —
Change how webpages are deplayed in tabs. Lis Tabs J
Browsing hstory
Deiete temporary fies, hstory, cookoes, saved passwords, and web
form informabon.
Delete browsing hstory on ext
Appear ance
[ coos | [ topumges [ Fors | [ Accessbity |
—_— =
o] [cman] [ %

o
Temporary Intermet Fes | astory | Caches and databases |
Internet Explorer stores copees of webpages, mages, and media
for Faster viewing later.
Chieck: for newer versions of stored pages:

") Every time 1 visit the webpage

@ Every time [ start Internet Explorer h

) Automatcally
1 Nevar
Disk space to use [B- 1024ME) 750 2
(Recommended: 50-250M8)
Current location;

C:\Uisersrose \AppDataLocal Wiaoso ftiiindows Temporary
Internet Files|

| Movefoder... | | Viewobjects | |  Viewfies |

J [ cance
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4. Add the CalREDIE URLSs as trusted sites:

a. Select “Tools” FNEAK -
b. Select “Internet Options” :
Print k
File »
Zoom (100%) k
Safety 3

Add site to Start menu

View downloads Ctrl+)
Manage add-ons

F12 Developer Tools

Go to pinned sites

Compatibility View settings

Report website problems

Internet options

General | Security |F‘ri'¢raq|I | Content I Connections I Programs | .hd\ranced|

c. Click the “Security” tab
d. Select “Trusted Sites”
e. CIICk “SiteS” Select a zone to view or change security settings.

@ & v O

Internet  Local intranet QUEEREERSS  Restricted
sites

b
This zone contains websites that you

trust not to damage your computer or
your files,
You have websites in this zone.

Security level for this zone

Custom
Custom settings.
-To change the settings, dick Custom level,
-To use the recommended settings, dick Default level,

] Enable Protected Mode (requires restarting Internet Explorer)

’ Custom level... ][ Default level ]

’ Reset all zones to default level ]

[ ok ][ cancl
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f. Enter the following CalREDIE Trasted sites _———
URLs in the “Add this website to
the zone” box; You can add and remove websites from this zone. Al websites in
this zone will use the zone's securi iNgs.
https://calredie.cdph.ca.gov i g
https://calrediestaging.cdph.ca.gov PR S
. « " Websites:
g' C“Ck Add https: [/calredie.cdph.ca.gov Remove
h. Click “Close” https://calrediestaging.cdph.ca.gov

[V|Require server verification (https:) for all sites in this zone

5. Enable Active X and Javascript for the trusted sites

| General | Security |Pri\c'aq-I | Content | Connections | Programs | Advanced

(Please note: The following security
settings will only apply to secure
WebSItES ||Sted aS Trusted SItES) Select a zone to view or change security settings.

@ & /v O

Internet  Local intranet Restricted
a. From the security tab used above -
. 1 Trusted sites
i “ i ” is zone contains websites that you
CIICk TrUSted Sltes V’ ;T.lstglotto d;age y:urheco:pt.ltte?r or
b' CIICk CUStom Level $:Erha:zwebsites in this zone.

Security level for this zone

Custom

Custom settings.
-To change the settings, dick Custom level,
- To use the recommended settings, dick Default level.

[T Enable Protected Mode (regui ing Internet Explorer)
(_[ Custom level... ]‘D Default level ]
B — i

[ Reset all zones to default level ]

[ oK ] [ Cancel
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c. Select “Low” from the drop-down secutySetings - Trsed St Zone SR | 8

d. Click “Reset” Settings

._03 NET Framework -
&% Loose XAML Il
() Disable
@ Enable
) Prompt
.93 XAML browser applications
() Disable
@ Enable
) Prompt
.g‘g %PS documents
() Disable
@ Enable
) Prompt
% .MET Framework-reliant components
@ Permissions for components with manifests

1 Niszhla
1 i | 3

*Takes effect after you restart your computer

Reset custom settings

Reset to: Law {D [ Reset... ]
e —
[ OK ] ’ Cancel ]

e. Set the following:

i. ActiveX controls and plug-ins — Automatic prompting for ActiveX controls:
ENABLE

|| Automatic prompting for ActiveX controls
() Disable
@ Enable

ii. ActiveX controls and plug-ins — Download unsigned ActiveX controls: PROMPT

|#| Download unsigned ActiveX controls
(7) Disable
(7) Enable

@ Prompt

iii. ActiveX controls and plug-ins — Initialize and script ActiveX controls not marked
as safe for scripting: PROMPT

|| Initialize and script ActiveX controls not marked as safe for script
() Disable
() Enable
@ Prompt
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iv. Downloads — File downloads: ENABLE

L4 Dgﬁnlu:uads
Licd F_lIE download
() Disable
@ Enable

v. Miscellaneous — Allow scripting of Microsoft web browser control: ENABLE

|| Allow scripting of Microsoft web browser control
() Disable
@ Enable

vi. Miscellaneous — Allow script-initiated windows without size or position
constraints: ENABLE

|| Allow script-initiated windows without size or position constraints
() Disable
@ Enable

vii. Miscellaneous — Display mixed content: ENABLE

| | Displary mixed content
(7) Disable
@ Enable
() Prompt

viii. Miscellaneous — Use Pop-up Blocker: DISABLE

|| Use Pop-up Blocker
@ Disable
() Enable

iX. Miscellaneous — Websites in less privileged web content zone can navigate into
this zone: ENABLE

| | Websites in less privileged web content zone can navigate into
() Disable
@ Enable
() Prompt
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X. Scripting — Activate scripting: ENABLE

= | Scripting
=] Active scripting
() Disable
@ Enable
() Prompt

xi. Scripting — Allow Programmatic clipboard access: PROMPT

7| Allow Programmatic dipboard access
(7) Disable
() Enable
@ Prompt

xii. Scripting — Allow websites to prompt for information using scripted windows:
ENABLE

= | Allow websites to prompt for information using scripted windows
() Disable
@ Enable

xiii. Scripting — Enable XSS filter: ENABLE

= E_nal:ule XS5 filter
() Disable
@ Enable

Xiv. Scripting — Scripting of Java applets: ENABLE

= Scripting of Java applets
() Disable
i@ Enable
() Prompt
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f. Disable Security Setting: (1ntemetopions [ER=)
I CIICk the “Advanced" ta‘b |General I Security | Privacy | Content | Connections | Programs | Advanced l

ii. Under “Security” settings, un-check Settings

the “Do not save encrypted pages to 8 seaity Z

. ” . [ Allow active content from CDs to run on My Computer®

d|5k Settlng [ Allow active content to run in files on My Computer®
. « » [ Allow software to run or install even if the signature is inv
II. C“Ck OK Check for publisher's certificate revocation 4

Chedk for server certificate revocation™
fignabsssaRmaualozded programs

ges to disk ]
oY Files tolder when browser is dc
Enable DOM Storage
Enable Integrated Windows Authentication™
Enable memory protection to help mitigate online attacks™
Enable native XMLHTTF support
[¥] Enable Smartscreen Filter i
4 1 | 3

*Takes effect after you restart Internet Explorer

m, |

’ Restore advanced settings ]

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default Reset
condition. ——

‘fou should only use thiz if your browser is in an unusable state.

I —— T

Version: 10.1.3.9

6. Install ActiveX Controls:

a. Navigate to the CalREDIE login page: %: C(a”?[[l)lE o) CDPH

https://calredie.cdph.ca.gov
b. Click on the “Install ActiveX

% Information Exchange - Pl.:BlIDlll salth

Controls” link Usemame | ]
c. Follow the instructions on the new Password [ | | Login
page that will open hange Password

MNew Users, click here
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IE 11 Only — Update for Internet Explorer 11 (KB3025390):
Have your system administrator install the following update for IE 11:
https://support.microsoft.com/en-us/kb/3025390

IE 8 Only — Disable
AutoComplete:

Click the “Content” tab

Under the “AutoComplete” section,
select “Settings”

Uncheck the “User names and
passwords on forms” setting
Click the “Delete AutoComplete
history” button

Click “OK”

Internet Options [9] =

| General | security | privacy | Content | Connections | Programs | Advanced |

Content Advisor

Ql Ratings help you control the Internet content that can be
viewed on this computer.

r@'gnable. - Settings
Certificates

Use certificates for encrypted connections and identification.

[ Clear 551 state ] [ Certificates ] [ Publishers ]

AutoComplete

= AutoComplete stores previous entifes
% on webpages and suggests matche!
for you.

Feeds and Web Slices

Feeds and Web Slices provide updated

content from websites that can be
read in Internet Explorer and other
programs.

OK H Cancel ] Apply

.

S

r
AutoComplete Settings

AutoComplete lists possible matches from entries you've
typed or visited before,

Use AutoComplete for

Address bar
Browsing history
Favorites
[CFeeds

Use Windows Search for better results

/_.' ’Delete AutoComplete history... l

][ Cancel ]

[ OK
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IE 7 Only — Disable
AutoComplete:

a. Click the “Content” tab

b. Under the “AutoComplete” section,
select “Settings”

c. Uncheck the “User names and
passwords on forms” setting

d. Click “OK”

AutoComplete Settinng M

AutoComplete lists possible matches from entries you've
typed or visited before,

Use AutoComplete for

Address bar
Browsing history
Favarites
[|Feeds

Use Windows Search for better results

T e —
. " |User names and passwords on forms

/,.' | Delete AutoComplete history... |

ok [ cancel |

Select the “General” tab

Click “Delete...”

Check the “Passwords” setting
Click the “Delete”

"] Preserve Favorites website data

Keep cookies and temporary Internet files that enable your favarite
websites to retain preferences and display faster.

S@ ™o

"] Temporary Internet files
Copies of webpages, images, and media that are saved for faster
viewing.

"] cookies
Files stored on your computer by websites to save preferences
such as login information.

D History
List of websites you have visited.

"] Form data
Saved information that you have typed into forms.

(Trosoris>
S———e that are automatically filed in when you signin
to a website you've previously visited.
[”| InPrivate Filtering data
Saved data used by InPrivate Filtering to detect where websites may
be automatically sharing details about your visit.

About deleting browsing history. ’ Delete ] I Cancel I

'8 1
Internet Options [ 2 53 -

|Generd|$acu*ty|Mxy|.tmhﬂtl|mcw's|ﬁwm|ndvmmd|

Content Advisor
Ratings help you control the Internet content that can be
viewed on this computer.

Certificates

Use certificates for encrypted connections and identification.

| Cearssistate ||  certificates ||  Publishers |
AutoComplete
== AutoComplete stores previous en
z on webpages and suggests ma
for you.
Feeds and Web Slices

@ Feeds and Web Slices provide updated

f content from websites that can be

read in Internet Explorer and other
programs,
oK ] I Cancel Apply
~ T 3
Internet Options P ®
General &rﬂy | privacy | content | Connections | Programs | Advanced |
Home page
l/’ To create home page tabs, type each address on its own line.
i http://www.google.com/ »
E Use current j[ Use default ” Use blank ]
Browsing history
,;'E_ Delete temporary files, history, cookies, saved passwords,
./ and web form information.

[ Delete browsing histary
([— Q**-»-) Setngs |
Search S

o

Tabs

[71 | Change how webpages are displayed in Settings
— tabs.

Appearance

[ coos || ienguages || Fonts | [ Accessbity |

10
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Section 2: Windows XP Requirements
The following settings are required to access

CalREDIE using Windows XP

1. Set text DPI to 96 DPI
Right-Click your Desktop
Select “Properties”

Click the “Settings” tab
Select “Advanced”

aoow

e. Select “Normal size (96 DPI)”

f. Click “OK”

g. Click “Yes” on pop-up window to
reboot your computer

©)CBPH

PublicHeaith

Display Properties i _?.‘ﬁ.'

Thernes] Desktop] Screen Savell Appearance  Settings I

Display:
[Default Manitor] on Yirtual PC Integration Components 53 Trio32/64

[ Screenresolution |
Lese — More

i

1256 by 735 pirels

Troubleshoot... .'
0k | Cocel | Aok |

(Default Monitor) and ¥irtual PC Integration Componentss 21|

General | adspter | Monitor | Troubleshot |

Display
If your screen resolution makes screen items too small to view
<ol , You can increase the DPI ko compensate. To change

Font sizes only, click Cancel and go to the Appearance tab.

Some programs might not operate properly unless you restart the
computer after changing display settings.

After I change display settings:

" Restart the computer before applying the new display settings
% Apply the new display settings without restarting

(" Ask me before applying the new display settings

Some games and other programs must be run in 256-color mode.
Learn more about running programs in 256-color mode.

oK I Cancel Aoply

11
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Section 3: Troubleshooting
The following can help resolve common issues:

Please note: If you are unable to access or change any of these settings please contact
your system administrator.

1. EFC upload feature is missing.

a. Verify that you see a blank box instead of the Data Source drop down menu

Acquire Files 7
Patient: Fake, Data . . (e - B ; g
Record ID: 2377473 File Upload Method: (e) Advanced (ActiveX) () TWAIN (ActiveX) () Simple (HTTP)
= Album Mame: Due to limitations within your browser, a maximum of 5 MB of files can be saved to an album at a time.
‘When scanning images, monitor the progress indicator to determine when you are approaching the
MNotes: | maximum allowance. When vou are af the limit. close the scanning interface and save data to the server

Internet Explorer Add-on Installer - Security Warning

Do you want to install this software?
Mame: CMRImageScan.cab
Publisher: Atlas Development Corporation

E]More options Install ] [ Don't Install ]

Files in the Album: .
[ al While files from the Internet can be useful, this file type can potentially harm
b,
¢ |

I /' your computer. Only install software from publishers you trust. What's the risk? Delete
4« PREV | NEXT »

b. Have your system administrator log into your computer with their Windows account
and then let you log into your CalREDIE account.

Navigate through the EFC to the Upload window

Update your browser settings to match those in this document

You can now logoff CalREDIE and Windows

Log back into the computer with your normal Windows account

The EFC file upload/scanning will be present from now on

@ ~oao
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