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A 000 Initial Comments A 000 "Preparation and execution of this Plan s/iillT
of Correction does not constitute

The following reflects the findings of the Califomia admission or agreement by the provider
Department of Public Health during a faCilitY Visit ofthe truth of the facts alleged in
for complaint, CA0027706;? and an ERI (Entity conolusion set forth on the statement of
Report Incident), CA 00277602. deficiency.

The inspection was limited'to the specific
This Plan of Correction is prepared andcomplaint and the ERI in'l~tigated and does not

represent the findings of a fUll inspection of the executed solely because it is required by
facility. the provision ofHealth and Safety code

" Section 1280 and 42 CFR 483 ET SEQ.
Representing the California Department of Pubiic This Plan ofCorrection serves as our
Health: Health Facility Evaluator Nurse (Surveyor) written credible allegation of
#28521. compliance for the deficiency notes.

'.

THE DEPARTMENT SUBSTANTIATED A
The following abbreviations were used:VIOLATION OF THE REGULATIONS.
DON - Director ofNursing

, AOO1 Informed Medical Breach A 001 DSD - Director ofStaffDevelopment
HIPAA - Health lnfonnation Portability

Health and Safety Code Section 1280.15 (b)(2), Accountability Act
It A clinic, health facility, 8gency, or hospice shall.

AO17 1280.15 (a) Health & Safetyalso report any unlawful or unauthorized access
to, or use or dlsclosur'e of, a patients medical Code 1280
information to the affected patient Or' the patienfs
representative at the last known address, no later - On 7/25/11, the following immediate
than five business days after the unlawfUl or investigation and a.ctions Were taken by
unauthorized access, use, or disclosure has been the facility's complia.nce officer and thedetected by the clinic, health facility, agency, or
hospice." DON upon receipt ofa telephone

notification ofa complaint from the
The CDPH, vent/ed that the facility informed the California Department ofPublic Health

,affected patient($) or t1'\o patletlfs (Department) infonning about Res.id.ent
representative(s) of the unlawful or unauthorized 1'8 "Physician Order Sheet" contammg
access, use or disclosure of the patienfs medical identifiable patient information and
,information. physician's orders dated 6/16 - 6/19/11

discovered n a street in another county

A011 1280.15(8) Health & Safety Code 1280
near the location of another health

A017 facility as follows:
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(a) A clinic, health facility, home health agency, or
hospice licensed pursuant to Section 1204,
1250,1725, or 1745 shall prevent unlawful or
unauthorized access to, and use or disclosure of,
patients' medical information, as defined in
SUbdiVision (g) of Section 56,05 of the Civil Code
and consistent with Sectlonr 130203. The
department, after investigation, may assess an
administrative penalty for a violation of this
section of up to twenty;,five'thbUsalTddoftars' .
($25,000) per patient whose medical Information
was unlawfully or without authorization accessed,
used, or disclosed, and up to sevenleen
thousand five hundred dollars ($17.500) per •
subsequent occurrence of unlawful or
unauthorized access, use, or disclosure of that
patients' medical information, For purposes of the
investigation, the department shall consider the
clinic's. health facility's, agency's, or hospice's
history of compliance with this section and other
related state and federal statutes Bnd regUlations.
the extent to which the facility detected violations
and took preventative action to Immediately
correct and prevent past violations from recurring,
and factors outside its control that restricted the
facility's ability to comply with this section, The
department shall have full ciiscretlon to consider
all factors When determining the amount of an
administrative penalty pUfSl..lant to this section.

This Statute is not met as evidenced by:
Based on interviews and review of the
investigative report and the facility policy and
procedure, the facility failed to ensure R.esident
1's medical record was protected against access
from unauthorized individuals,

Continued Page2.8/25/11
I) The DON and faciiity's

compliance officer reviewed
Resident l' s medical records
and found that the original
physician's order dated 6/16­
6/19/11 was intact and is in
resident's medical record being
kept safely in the facility.

2) The facility's compliance
officer reviewed employee files
to check ifany employees with
access to medical records live or
work around the county where
Resident l's "Physician Order
Sheet" was found. None were
found.

3) The facility's compliance
officer and the DON contacted
the facility consultants to check
which consultant is servicing
the facility in the county where
Resident 1's "Physician Order
Sheet" was found. It was then
known tha.t the facility
contracted Pharmacy is the
same provider of the said
facility. The Administrator
contacted the Phannacy liaison
to report to her about this
incident. The Pharmacy liaison
informed the Phannacy
Compliance Officer of the
concern for immediate
investigation and actions.

,licenSing and Certification Division
STAn: FORM 6RZW11 It continuation shael. 2 ofCo
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Findings:

On 7125111, the Califomia Department of Public
Health (Department) recei~d a complaint that
indicated on 7125/11 t Resident 1's "Physician
Order Sheet" containing id~ntifiable patlent
information and physicIan orders dated 6116­
6/19/11 was discovered OR 8 street In another
county. This document was found near the
locatio.n of another health facility. The
Department l1Otified~al1agement Staft-Aof the~
finding on 7/25/11 at 3:19 p.m. at which time the
facilily's compliance officer (Management Staff A)
launched an investigation. The facility notified
the Department by reporting the event as an •
Entity Reported Incident (ERI) on 7/29/11, four
days after the occurrence.

Ouring a review of the investigative report with
concurrent interview on 8/3111 at 9:15 a.m.,
Management Staff A corroborated that a copy of
Resident 1'5 "Physician Order Sheet" had been
accessible to unauthorized persons. In addition,
Management Staff A stated that the pharmacy
that provides their service Is also contracted with
a health facility in the location where the
document was found.

During a review of the facility's policy and
procedures on 8/3/11 related to Disclosure of
Protected Health Information (PHI) and the
Health Insurance Portability and Accountability
Act (HIPAA) (Patient Care Policy Committee
reView on 4/29/11), verified that residents' health
information should be kept safeguarded.

A017 Continued Page 3.
4) The Administrator infonned the

compani s corporate
compliance officer regarding the
HIPAA concern.

5) The Administrator notified the
fa.mily representative regarding
the HIPAA concern. The
resident's representative
understood and agreed that the
incident is not due to improper
disclosure of information and
believes that it was not done for
personal gain or with an
intention for malicious hann.
The residentls primary
physician was also notified
about the incident.

6) The facility's policies and
procedures regarding Disclosure
of Protected Health Infonnation
and HIPAA Privacy
Compliance was reviewed and
approved by the Quality
Assurance Team on April 29,
2011 and July 26, 2011. The
policies and procedures are in
place and is being followed by
the facility.

7) On 7/29/11 l the facility's
compliance officer notified the
Department in writing by
reporting the event as an Entity
Reported Incident.

-7/29/11

Lteens.ng and Certification Division
STATE FORM &899 6RZW11 IfcontinuatIOn 11'1881 3 or C.
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- On 7/25/11 the facility's compliance
officer checked with the company's
corporate compliance officer for HIPAA
regarding any other similar incident in
the past regarding mediC.ll.I breach. No
similar incident happened in the past.

- The facility staff and contracted
consultants were rein-serviced by the
facility's compliance officer on
7/26/111,7/27/11,7/28/1 I, 7/29/ll &
8/16/11 regarding the strict compliance
of HIPAA regulations and

. Confidentiality of Infonnation &
Medical Records.
- The company's compliance officer
rein-serviced staff on 8/12111 regarding
strict compliance ofHIPAA regulations
and Confidentiality of Medical Records.
- In-service regarding HIPAA
regulations and Confidentiality of
Medical Records will be provided by the
DSD or facility's corporate compliance
officer to employees during new hire
orientation, annually and when needed
- On 7/28/11, a HIPAA Frivacy
Compliance Report was completed by
the facility's compliance officer to
ensure that the facility practice of
HIPAA regulations are being followed.
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COMPLElE
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UcenslIIQ and certification DIvision
STATE FORM 6RZW11 IfconUnuallon sheet + '"f to
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- A Jetter was received from the facility
contracted Pharmacy on 8/15/11 stating
the actions taken by them regarding the
medical breach including but not limited
to result of the investigation, in-service
of the pharmacy staffregarding HIPAA
on orientation for new hires & annually
and informing the facility that medical
documents retrieved from the facility
will be safeguarded in a sealed envelope
prior to leaving the facility to ensure
security and protection ofresident's
medical infonnation. The sealed
envelope will only be opened when the
pharmacy staff arrived in the pharmacy
office.

- The Administrator or Director of
Nursing will ensure compliance of
HIPAA regulations offacility
consultants during their monthly visits
by reminding them of the facility's
policies and procedures for copying of
residenes medical records.
~ The Administrator or Designee will
sign the sealed envelope, where copies
of medical records are placed by the
pharmacy staff\during their monthly
visits.
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----
8/25/11

LicensIng and certification Division
STATE FORM eRZW11 Ifcontlnuatlon lIheelll-f too
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- The Medical Records Coordinator or
Designee will monitor by checking
residents medical records being copied
requested by resident, resident's
representative, consultants, agencies and
companies to ensure appropriate and
complete authorization for release of
information is provided. Any medical
records released by the facility will be
recorded in the Release of Information
log. The foHowing will be recorded on
the Release of information log when
copies of medical records are requested:
date medical records copied, residenfs
name, room number, person/company
requesting for copies ofmedieal records,
date release of information was I
received. signature & title of authorized
staff releasing/copying the information

- The Administrator will monitor for
compliance ofHIPAA regulations by
doing a. quarterly "HlPAA Privacy
Compliance Report" any concerns or
problems identified will be corrected
immedia.tely. Results of findings and
corrections will be reported by the
Administrator dp.ring quarterly
Continuous Quality Improvement
meeting.

licensing ancl certification Division
STATE FORM 6Rzw11 It continuation ~hElet ..."


