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The following reflecis the findings 6{' the Depariment
of Publlc Health tfurmg a complaintbreach evant
wisit:

Complaint Intake Number;
CADD456228 - Substantiated

Represenfing the Depariment of Public Health:
Surveyor ID) # 25730, HFEN

The Inspeation was limited (0 the speciiic facliity The statements made on this Plan of

avent investigated and does not represent the
findinge of a full inspection of the faaiﬁty

Health and Safeﬁy Code Section 1280. 15(@) A
glinic, health facility, bome health agemy, or
tospice licensed pursuant fo Section 1204, 1250,
1725, or 1745 shell prevent unfawiul or

Comction are not an admission and do
not constitute agreement with the
alleged deficiencies herein. This Plan of
Correction constitutes UCSF Medical
Center's written credible allegation of

-~ compliance for the deficiencies tioted.

unaithorized access fo, and use or disclosure of,
pafients’ medical information, as defined In

| subdivision (g) of Section 56.05 of the Civil Cods
and conststent with Saction 130203, The
department, aRer investigation, may assess an
administrative penalty for a violation of this section
of up to twenty-five thousand dollars (525,000) per
patient whose medical information was un lawfully ' t
orwithoul authorization socessed, used, of
disclosed, and up to seventeen thausand five

« Ihundeed doliars (517, 500} par subsaquant
oceurrence of unlfawiul or unauthorized access,
use, or disclosure of thal palients' medlcai
mformatmn.

JUN -

For purposes of Ihe investigation, the department
shall consider the clinic's, health faclily's,
agency's, or hospice’s history of compliance with
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STATEMENT OF DEFIGIENGIGS {41} PROVIDERISUPPLIERCUA {42 WULTIPLE CONSTRUCTION (X8) DATE SURVEY
ANDPLAN OF CORREGTION TOENTIFICATION NUMBER; COMPLETED
A, MUALDING
050454 B, WING 0914512015
NAME OF PROVIER OR SUPPLIER pomm ADORESS, E1TY, STATE, 24P CODE
UCSE Madical Canter 50§ Parnaeste Ave, Sap Francisoo, CA 94143-‘2204 SAN FRANCISCO COUNTY
Xl SUMMARY STATEMENT OF DEFICIENGIES o I PROVIDER'S PLAN OF CORRECTION (%)
PREFIX (EACH DEFICIENGY MUST BE PRECEEDED BY FULL PREFIX {EACH CORRECTIVE ASTION SHOULD NE CROSS COMPLETE
Tad ' REGULATORY ORLEC [DENTIFYING INFORMATION) TAG REFERENCED TO THE APPROPRIATE DEFICIENCY) DATE
\ Plan of Correction:
thiz section and other related state and federal Up 0? I'QCSF gouﬁcg . gf tﬁi‘fvem’ the
slatutes and regulafions, the extent to which the invalved stail member, who S 712815
facility detected violations and look preventaive . previously completed Privacy training, '
attion to immediately correct and pravent past was contacted and instructed to remave
violations from recurring, and factors oulside its the Facebook posting immediately. The
controf that restricted the facility's abiity to comply involved staff member complied w:th
with this section. The depariment shall have full this request.
discrefion to conalder all factors when detetmining The involved staff member was placed 8/24/15
whether {o lnvestigate and the amount of an on leave.
igz:g:fnall\m penalty, if any, pursusnt ta this An audit was conducte d 1o determine if
the staff member had accessed the - 8/27(15
| medical record for this patient.
This RULE: is not mat as avidancad by; ‘The involved staff member resigned her | 9/22/15
position on September 22, 2015,
Based on inferview.and record review, the hospital ' Mom:mm g Plan:
failed to ensure that patient's confidentlal medical The Privacy Office has oversight of
1 infovmation was’ rmt accessed by unaufnorizéd privacy breaches and talces promipt Ongoing
Individuals and was nol spread to o(he;; — action to nvestigate events. The Privacy »
unaylhorized raclpients when, ory 712715, a sta Office works with the involyed parties to
Registered Nurse (RN 1) recognized Patlem tasa encULe 47 APPTObAALE mith non has
colleague and accessad Patient 1's madical racord b ¥ P I; P g2
without authorizalion or business justification. RN cen pubin place. :
1 then posted some of Patient 1's ptatacied health This information isrepertedtothe | Quarterly
information on & Faceboak page which she sent ta | Privacy Compliance Steering Committee
al least two other collengues of Patient 1, quarterly.
o Responsible Parties:
Findings: Chief Privacy Officer
During an Interview on 9715 at approximately 1:00
PM, the hospital’s Privacy Analyst (PA 1) atated
tha! the haspital was ndlified of the Faceboole
Event ID:0EDD1 5(2312018 1120:22AM
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AXE

STATEMENT OF DEFIGIENCIES
AND PLAN OF CORRECTION

(%) PROVIDER/SUPPLIER/CLIA
IDENTIFICATION NUMBER:

650454

A BuiloiNG
BOWING

(%2} MULTIPLE CONSTRUCTION

{X3) DATE SURVEY
coMPLETED

O ——

0971512015

NAME OF PROVIDER (R SUPPLIER
UCEF Madical Qenter

STREET ADDRESS, GITY, STATE. 2P 00DE
505 Parnassus Ave, San Franelseo, CA 94143-2204 BAN FRANCISCO COUNTY

xa o
" PREFIX
TAG

- BUMMARY STATEMENT OF DEFICIENCIES
{EACH DEFICIENCY MUST BE PRECEEDED 8V FLILL
REGULATORY OR LSC IDENTIFYING INFORMATION}

n
PREFIX
TAG

{EACH CORRECTIVE ACTION SHOULD BE CROSS.
REFERENCED TQ THE APPROPRIATE DEFICIENGY)

PROVIDER'S PLAN OF CORRECTION T
COMPLETE
DATE

posting on 7/28/15.

| The hospltal's Accredifation and Licensing Manager
(ALM) was also present during this interview. ALM

eald that the Nurss Menager (NV) of Patlent T's

| Nursing Uri received an anonymous telephone

message on 7/26/15, notifying the NM of the

Facebnok posling.

PA 1 went on 1o say that RN 1 was a current
smployee i the hospi tal, and Palient 1 was &
former amployee who had worksd with RN 1,

| PA 1 stated that after natification; the Human

Resourees Dapartment contacled RN 1-and
requested that the Facebaok posting be removed.

‘{and RN 1 complisd iminediately.

Racard review of the posting demonstiated that RN

4 had wriften *Hapa not to be violating any HIPEA

s, but welcomed our old ft{en_c%[powqmgr,ﬁ
(Paﬂenl 1's first name and last name Inftial), into

| the urlt yesterday with BS (blood stgar) 1000

(gmater than t000). Though not-real with it, she

| seld she remembered mel’ Two people responded

to the pusting, one of whom requested further
mforma lon an ‘Patient 1's location in the hospital, -
RN 1 teplied to this and told that person that
Patient 1 had been admlttad to & specific Nursing
Unik at fhe hospital.

As the interview continued, PA 1 siatad that RN 1
had completed alt the required Privacy \raining
| courses at the hospilal.
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CALIFORNIA HEALTH AND HUMAN SERVICES AGENCY
DEPARTMENT OF PUBLIC HEALTH

UCSF MEDICAL CENTER

No. 0593 P 6

"I 8YAYEMENT OF DEFGIENCIES 1) PROVIDES/SUPPLIER/CLIA
AND PLAN OF CORRECTION (DENTIFICATION MUMBER:
0504564

{X2) MULYIPLE CONSTRUCTION {K3) DATE SURVEY
COMPLETED

A BURDING

B.WING 0911612015 .

NAME OF PROVIOER OR BUPPLIER

STREEY ADORESS, OITY, 6TATE, 2IP COOE

{JOSF Madical Centor " 1505 Parnassus Ave, San Francisco, CA 84143-2204 8AN FRANDISCO COUNTY
4 lo SUMMARY STATEMENT OF DEFICIENGIES s PROVIDER'S FLAN OF CORRECTION s
PREFX {EACH DEFICIENGY MUBT BE PRECEEDED BY FULL PREFIX {EACH DORRECTIVE ACTION SHOULD BE CROSS. COMPLETE
TAG REGULATORY OR LAC IDENTIFYING INFORMATION) TAG REFERENCED TO THE APPROPRIATE DEFIGIENCY) DATE

| On 611815, ALM provided a faxed copy of RN 1'a

training racords which Indicated RN 1 had
completed the hospital’s "Privacy and Security
Briefing” on 9/7/14.

PA 1 continued the Interview and stated that
biecauss of the nature of the mediced Information
posted oh Facehook, he (PA-1) requasted the
Information Technology Department (IT) to wun an
audil of Pallent 1's Eleciranic Medical Record
{EMR) to see If RN 1 had accessed the EMR of
Pationt 1. PA1 said the audit showad that RN 1
hed acceasad Patient 1's 1 EMR on 7/26/15

| withowt avthorization and withou! a businese

justifieation,

1A faed copy of this audh was received by GOPH
on H1EM15,. This document indicated that on

7126115 betwean 5:02 PM and 6:27 PM, RN 1 had
reviewad seventeen fislds in Patient 1's EMR.
Thesa fields included reports such aa laboratary
results, and clinical nofes such as physiclan
prograss repots, .

PA 1 stated that RN 1 was not avallable for -
Interview because she had been placed on [eave
ditring the investigation,

In & talaphone intarview with ALM on 10/7/15 gt
2:30 PM, ALM stated fhe hospital did not have an
attestation from RN 1 admitting guilt for the
information breach but ALM stated that RN 1 had
resigned her position al the hosplal on 9722115,

| The hospital's policy and procedure "Confidentiallly,

Event I:0EDD1
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9. 2016 2:09PM  UCSF MEDICAL CENTER 9
CALIFORNIA HEALTH AND HUMAN SERVIQES AGENCY
DEPARTMENT OF PUBLIC HEALTH
STATEMENT OF DEFIGIENCIES (X1} PROVIDERISUPPLIER/CLIA (X2 MULTIPLE CONSTRUGTION {X3) DATE SURVEY
AND FLAN OF CORRECTION IDENTIFICATION NUMBER: COMPLETED
: A, BUILDING
050464 B Wing 08/16/2016
NAME OF PROVIDER OR SUPPLIER HYREET ADDRESS, CITY, STATE, 2P CODE ‘
LITSF Madicaf Centor 505 Parnassue Ave, Sant Francldeo, CA §4143-2204 SAN FRANCISGO COUNTY
41D BUMMARY STATEMENT OF DE?E{:iE}kClES 0 " PROVIDER'S PLAN OF CORREUTION {X5)
PREFIX {EAGH DEFICIENGY MUY BE PRECEEOSE BY PULL PREFEX (EACH GORRECTIVE AGTION SHOULD B CROSS- COMPLETE
TAQ REGULATORY OR L3G IDENTIFYING INFORMATION) TAG REFERENCED T0 THE APPROFRIATE DEFIGIENGY) DATE
Access, Use, and Disclosure of Protected Heslth Blan of Correction: 8/11/15.
Information and Patien! Privacy" daled 2/13, stated The pamng in this case was a former n 3
"(The hospilal name) respacts these rights amp oyee, and due to an overabundancé 8/14-17
{accass and privacy) and recoghizes that Protested £ caution regarding the patients medical | 2010
Health Information is confidantial and that (he ondition, atfempts were made to contact 8/18/15,
paiiept 3 ri'?ht to privacy and confidentiailty shall be the patient via telephone by UCSE staff 8/21/15
protectad.
prior to sending the notification le tter
The hospital failed to snsure the confidentialiy of , _ _
Pratected Health Information and petsanal imedical When these attempts were unsuccessful,
Information when & stalf member (RN 1) accessed % letter was mailed to the patient malled 8/28/15
Patient 1's electronic medioal record without . lon Angust 28, 2015, :
authordzation or business justification and shared 4 .
Ithis Information with olher. unauihnnzed Indlvl dua(s The Privacy Department will not delay 9f15/15
through RN s Facebgok account, patient notification and notify the patient
The employee's action to gocess the pam' : gi;ﬁ;?g;mml within ﬁﬂeﬂn
| medical information for Improper purposes. violaled . "
Haalth and Safety Code 1280,16 and is therefors o
subject to the applicable clvil penally assessment. Monitoring Plan: _
o R The Privacy Office and the Regulatory
Affairs Office monitor the timeliness of | Ongoing
{CDPH and patient nonﬁcatwn onan '
Health and Safaly Code Secncn 1280.15 (h)(2) | ongoing basis,
| (8)(2) Bubject fo subdivision (c), a clinic, heaith
failily, home health agency, or hospme shall also Responsible Parties:
report any’ uniawfuf ot unauthorized acoess 10, of Divector of Regulatory Affairs and
use o disclosure of, a patien('s memcal Information Patl ént g ifét}" ‘
to {he affected patient or fhe pauant & oA g
representative @l the last known addreas, or by an Chief Privacy Of,ﬁ cer
allernative means or at an alternafive location as
specified by the patient of the patient ' s
representative in witing pursuant fo Section
184.522(b) of Title 45 of the Code of Federal
Regulations, no later than 156 business days after
Event (D:0EDDY - B23IZ018 11:29:22AM
: JUN -~ 2 2016
Stata-3587 “Pege 5018




2. 2016 2:09PM  UCSF MEDICAL CENTER Ha, 0593 10
CALIFORNIA HEALTH AND HUMAN SERVICES AGENCY
DEPARTMENT OF PUBLIG HEALTH
STATENENT OF DEFICIENGIES {X1) PROVIDER/SUPPLIERICLIA (X2) MULTIPLE CONSTRUGTION ) DATE SURVEY
AND PLAN OF CORRECTION IDENTIFICATION HUMBER: : COMPLETED
A BULDING :
050454 B, WiNG 091612018
NAME OF PROVIOER OR SUPPLIER STREET ADDRESS, CITY, STATE, ZiP QUOUE
UGSF Mestical Conter 505 Parnassus Ave, San Franelsce, CA 94143-2204 SAN FRANGISCO COUNTY
K4 FUMMARY STATEMERT OF DEFICIENCIES [in} PROVIDER'S PLAM DF CORRECTION (X8
PREFIX {BACH DEFIGIENCY MUST BE PRECEEDED BY FULL PREFIN {EAGH CORREGTIVE ACTION SHOULD BE BROSS- COMPLETE
TAG REGULATORY DRLIC IDENTIFYING INFORMATION) Tad REFERENOED T0 THE AFPROPRIATE DEFIGIENGY) DATE
the unfawful or ’unauthgrizeﬂ access, Use, OF Plan of Correction: SHNS
disclosure has beon detected by the dlinio, health The patient in this case was a former o 1,7,
facility, home heallh agenoy, or hospice. Nofice dd -
. g o employee, and due to an 2015
may be provided by emall anly if the patient has bumd f caution resardin
previously agrasd In writing to eloctranic notice by averabundance of ca garding 8/18/15,
amall. ‘ the patient’s medical condition, 8/21/15
attempts were made to contact the ‘
v | patient via telephone by UCSP staff -
This RULE: is nol met as evidencad by: prior to sending the notification letter.
: | When this was unsuccessful, a letter 8/28/15
Based on interview and record review, Patient 1 was sent to the patient on August 28,
was nat nolifled of the breach of her medical 2015, '
information within the fiteen days required by the ‘ o
repuatons. CDPH notice was delayed until the
patient notification occurred, the
Findings: Regulatory Affairs Departmentwill not b15its
: delay CDPH notification and notify :
o . CDPH of 3 privacy breach within
Durlng an Interview on 871644 at agproximately fifteen buginess days.
1:00 PM, the hospital's Acraditation and Licensing
Manager (ALM) ‘and the Privacy Analyat (PA'1) Monitoring Plan
indicated that the haspl lal became aware of the 1 Th
| The Privacy Office and the Regulamry (
| breach on 7!281‘!5 “They stated that due o an Affairs Office monitor the timeliness of Onsoin
overabundarnce of caulion for Patient 1's clinical CDPH and patient notificatios on an ngoing
condifion, they were Unable fo natlfy Patient 1, a s an Pa R nanBeay o
former employes, personally about the breach, A ongoing basis.
| leller notiying Patient 1 wag eventua!ly gent (o her _ o
on 8!2811a ' Responsible Parties:
Director of Regulatory Affalrs and
Record review indicated a faxed copy ofthe lelter ‘Patient Safery.
notifying Palient 1 was dated 8/28/15, The hospital Chief Privacy Officer
was feri (10) days late n natgfymg Paflent 1 of fhe
breach of her medical infarmation.
Event [D:0E0D11 oi230l6 - f12se2ab
JUN -2 206
Slale-567
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CALIFORNIA HEALTH AND HUMAN SERVICES AGENCY

Mo. 0593 P 11

DEPARTMENT OF PUBLIC HEALTH
STATEMENT OF DEFICIENCIES 1) PROVIDER/SUPPLIERIGLIA (X2 MULTIPLE CONSTRUGTION {X3) DATE SURVEY
AMD PLAN OF GORRECTION IDENTIFIGATION HUMBER: COMPLETHR
A, BUILDING
050454 B, WING por 8215
MAME QF PROVIDER OR SUPPLIER STREET AUDREBS, CITY, STATE, ZIP CODE

UCSF Mediaal Conter

05 Parnassus Ave, San Frauelsco, CA 94143-2204 SAN FRANGISGO COUNTY

X4
PREFMX
TAG

SUMMARY STATEMENT OF DEFIGIENCIES
(BACH DEFICIENGY MUST BE PRECEEDED BY FULL |

REGULATORY OR L5C IDENTIFYING INFORMATION)

1o PROVIDERS PLAN OF CORRECTION )
PREFIX {FACH CORRECTIVE ACTION SHOULD BE CROBS- COMPLETE
TAG REFERENCED TO THE APPROPRIATE DRFICIENCY) DATE

Health & Safety Code 1280.15(b)(1)

"1 {b) (1} A clinic, health facilily, homs healfh ggency,

or hospice to which subdivision (a) applies shall

report any intawiul or unautharized access fo, or

use or disclosure of, a patlent's medical Information
fo the departmant no later than 15 business days
after the Unfawful or unauthorized acosss, use, o
disclosure has been delectad by the dlinic, health

facliity, home health agency, or hospice, -

| This RULE: is not met as evidenced by:

Bésedzori interview and record review, the hoaplial

| fallad to notify the Californla Depariment of Public

Health (COPH) of the breach of Patient 1's medical

‘| information within the fifteen days required by the

regiilations,

Findings:

k During an Interview on 915116 at approximately

1:00 PM, the facilily's Accreditation and Licensing
Manager (ALM) and the Privacy Analyst (PA 1)
Indicated that the hospital bacame aware of the
breach on 7/28/16. They acknowledged that the
report o the COPH was not faxed untll 8/28/15,

Record review indicated a faxed copy of this notice

Event IDOEDD11
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CALIFORNIA HEALTHAND HUMAN SERVICES AGENCY

DEPARTMENT OF PUBLIC HEALTH
STATEMENT OF DERIGUINCIES {X§} PROVIDERSBUPRUERICLIA SN MULTIFLE CONSTRUCTION - {%9) DATE SURVEY
AND FLAN OF CORREGTION IDEMTFICATION NUMBER; . LOMPLETED
050454 8. NG — 0841512015
NAME OF FROVIDER OR SUPPLIER STREET AUDRESS, 01, STATE, 2IF CO0% )
LCSF Medical Center 506G Parnassus Ave, Sa Franelseg, C8 541432204 SAN FRANCIZCO COUNTY
Xa o SUIMARY STATEMENT OF BEFCIENGIER e} PROVIDERE PLAK DOF DORREOTION ) 48
PHEAY {EACH DEFICIENGY MUGT BE PRECEERED BY FULL PREFIX [EACH CORRECTIVE ACTION SNGULD 88 CRUSE- COMPLETE
TAQ REGUEATORY DR LEC IDENTIF NG INFORMATION) TAQ REFERENCED TO 1R ARPROPRIATE DEFICIRNCY) DATE:

which was time stamped B/28/15 af 2:20 PM. The
hospital was ten {10} days lafe In nolifying COPH of
the breach of Patient 1's medical information,
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