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The following reflects the findings of the Department
of Public Health during a complaint/breach event
visit:

Complaint Intake Number:
CA00410134 - Substantiated

Representing the Department of Public Health:
Surveyor ID # 25730, HFEN

The inspection was limited to the speciﬁé facility
event investigated and does not represent the
findings of a full inspection of the facility.

Health and Safety Cecde Section 1280.15(a) A
clinic, health facility, home health agency, or
hospice licensed pursuant to Section 1204, 1250,
1725, or 1745shall  prevent unfawful or
unauthorized access to, and use or disclosure of,
patients' medical information, as defined in
subdivision (g) of Section 56.05 of the Civil Code
and consistent with Section 130203. The
depariment, after investigation, may assess an
administrative penalty for a violation of this section
of up to twenty-five thousand dollars ($25,000) per
patient whose medical information was unlawfully
or without authorization accessed, used, or
disclosed,” and up to seventeen thousand five
hundred dollars  ($17,500) per subsequent
occurrence of untawful or wunauthorized access,
use, or disclosure of that patients’ medical
information.

For purposes of the investigation, the department
shall consider . the clinic's, health facility's,
agency's, or hospice's history of compliance with

m Pod]
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SAN FRANCISCO Do

The statements made on this Plan of Correction are not
an admission and do not constitute agreement with the
alleged deficiencies herein. This Plan of Correction
constitutes UCSF Medicat Center's written credible
allegation of compliance for the deficiencies noted.

Event IDILGNQ11

3/24i2015

b Qo Xa L 7 / 9 ;’ 18"
4 j /

10:02:28AM

Any deficiency statement ending with an asterisk (*) denotes a deficiency which the institution may be excused from cerrecting providing it is determined
that other safeguards grovide sufficient protection to the patients. Except for nursing hames, the findings above are disclosable 90 days following the date
of survey whether or not a pfan of carrection is provided. For nursing homes, the abave findings and plans of correction are disclosable 14 days following
the date these documents are made available to the facility. if deficiencies are clted, an approved plan of correction is requisite o continued program

participation.
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Plan Of Correction:
P . rior to the event, the employee of the temporary
‘this section and ot,her related state and ‘ federal hgency signed the University of Califomia, San
Sta_ll:'tes and regu!?tson.s, the extent to which t'he Francisco Confidentiality of Patient, Employee and
facility detected violations and took preventative University Business Information statement on April 28, ;
action to immediately correct and prevent past ) . L 428714
Bdstonn G eothe sl Yackes auiis e 2014 which clearly outlines staff responsibility to
control that restricted thge, facility’s ability to comply access, use or disclose confidential information only in
- . . the performanc University duties.
with this section. The department shall have full e nlnmm.e cfllmvcm v duties
discretion to consider all factors when determining On 8/12/14, the medical center became aware of the 1214
L . atient’s de i i imple J S
the amount of an administrative penalty pursuant to patient 'sd;,ath afxd xm’mcdlatc])t-smpluzcmt.daproccw
this seciion. to monitor access to the patient's record.
When unauthorized access was detected, on 8/12/14 the)  g/19/14
This RULE: is not met as evidenced by: medical center terminated the assignment of employee
] of the temporary agency.
Based on interview and record review, the hospital ‘To minimize the possibility of any sharing of the
failed to protect the confidentiality of Patient 4's patient’s information, on 8/14/14, the temporary R/14/14
protected health information (PHI} when a staff employee was interviewed by representatives from (he
member, Temp 2, intentionally accessed Patient medical center and her employer. She signed an
4's electronic medical record (EMR)  without attestation which stated that she did not use, disclose,
business justification or authorization. This had the copy or share information on this patient. The
potential for embarrassment of Patient 4's family if temporary employee was reminded and acknowledged
the information was disclosed. the fact that she was still obligated to adhere to the
requirements of the UCSF Confidentiality Statement
Findings: and federal and state law even after her assignment
ended. .
ggg"gM anth mte;;WGV‘-/t |on PB‘I 21/14 aAt lapli’m’((;:‘ate:); The temporary ageney placed this person on 1 "do not SeLh
ol ' e hospital's Privacy Analys rehire" status.
stated that on 8/12/14, when . the hospital becal:ne The medical center required that the temporary stafting | 9/25/14
'aware of the de?m of Patient 4, the i’?OSplta! agency enhance and align their HIPPA training to the
‘mp'emer;ted Paf po:’cy‘r an%&;oc%u;: t: T(:ngortha!: more intensive HIPAA training used by the medical
access atien S ‘ state a
o , . . - center.
\;llt:;ln 20:":5 fo)(,:?dp[etg]eggcg f:;e?::;mgat?ézfeiz ! The involved temporary agency required that all of 1711714
E:/lRpwi thout bushesstatifiaation of :uthor‘ization their staff placed at the medical center undergo the '
I ’ enhanced HIPAA privacy program through an
- addition: ining.
PA 1stated that Temp 2's temporary position at additional retraining
Event ID:LGNQ11 3/24/2015 10:02:28AM
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the facility was ended on 8/12/14.

PA 1stated that he and two other hospital
representatives, as well as a representative from
the agency which provided Temp 2as a temporary
employee, interviewed Temp 2on 8/14/14. PA 1
reported that during this interview, Temp 2 was very
distraught and she apologized to the interviewers
for her lapse in judgment when she accessed
Patient 4's EMR. PA 1stated Temp 2signed a
Confidentiality Aftestation that she would not
disclose any of the information she had seen in
Patient 4's EMR.

The hospital provided a copy of the audit performed
by the [nformational Technology staff. in a letter
dated 2/20/15, the Manager of Accreditation and
Licensing wrote that the Privacy Department set
the parameters of the audit which included Temp
2's name and employee ID, Patient 4's name, date
of birth, medical record number, and systems:

APEX access which occurred 8/11/14to present. |
The letter went on to say that PA 1reviewed the

audit results, in concet with the involved
Department Managers, and confirmed that Temp 2
had accessed, without business need or
authorization, under the "Module* column, Patient
4's inpatient and outpatient hospital encounters,
reports and "Snapshots" (summaries) of protected
health information as far back as 1/1/1988.

indicated a copy of the

Record review

| "Confidentiality Attestation” signed by Temp 2on

8/14/14, in which she agreed not to disclose any of
the information she had seen in Patient 4's EMR,

Monitoring:

The Privacy Department has oversight of privacy
breaches and takes prompt action to investigate
events. The Privacy Department works with the
{involved parties to ensure an appropriate mitigation
 has been put in place. This information is reported to
the Privacy Compliance Steering Commitlee quarterly.

Responsible Party:
Chief Privacy Officer

CDPH L&C

SAN FRANCISCO DO

Quarterly &
Ongoing
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and acknowledging that she was sfill bound to

(training of the hospital's "Confidentiality of Patient,

respect Patient 4's right to privacy based on her
Hospital Confidentiality Statement, and state and
federal laws.

Record review indicated Temp 2had received

Employee and Universal Business Information”
policy which she signed on 4/28/14.

Record review indicated a letter, dated 8/18/14, to
Patient 4's family notifying them of this breach of
medical information

The facility failed to ensure the confidentiality of
Protected Health Information when a temporary
staff member accessed Patient 4's .eleclronic
medical record without authorization and without
business justification. Temp 2's action to access
the patient's medical information for improper
purposes violated Health and Safety Code 1280.15
and is therefore subject to the applicable civil
penalty assessment.

Health and Safety Code 1280.15 (b)(2)

" A clinic, health facility, agency, or hospice shall
also report any unlawful or unauthorized access to,
or use or disclosure of a patient's medical
information to the affected patient or the patient's
representative at the last known address, no later
than five business days after the unlawful or
unauthorized access, use, or disclosure has been
detected by the clinic, health facility, agency, or
hospice.”

Please see the Plan of Correction detailed in the

section referencing 1280.15 (a)

Event ID:LGNQ11 312412015
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The CDPH verified that the facility informed the |
affected patient(s) or the patient's representative(s)

of the unlawful or unauthorized access, use or
disclosure of the patient's medical information.

T22 DIV5 CH1 ART7-70707(b)(8) Patients’ Rights

(b) A list of these patients' rights shall be posted in
both Spanish and English in appropriate places
within the hospital so that such rights may be read
by patients. This list shall include but not be limited
to the patients’ rights to:

(8) Confidential freatment of all communications
and records pertaining to the care and the stay in
the hospital. Written permission shall. be obtained
before the medical records can be made available
to anyone not directly concerned with the care.

This RULE: is not met as evidenced by:

Based on interview and record review, the hospital
failed to protect the confidentiality of Patient 4's
protected health information (PHI) when a staff
member, Temp 2, intentionally accessed Patient
4's electronic medical record (EMR) without
business justification or authorization. This had the
potential for embarrassment of Patient 4's family if
the information was disclosed.

Findings:

i

Please see the Plan of Correction detailed in the
section referencing 1280.15(a)

SAN FRANCISCO DO
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Please see¢ details at Health and Safely Code
1280.15 (a).
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