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The following reflects he findings of the Department The slatements made in this Plan of Correction are
of Public Health during a complaint/breach Evt?ﬁ'l- not an admission and do not constitute agreement
visit: ! with the alleged deficicncies herein,
& o
L ) i . .
. 1= oy | This Plun of Correction constitutes UUSE Medieal
Comptaird lilahe Number: > = O Contn's writken crodible allogasion uf compliance
CADO290380 - Substanliated =3 c: 0_3 for the deficiencics nated.
i L=
R ting the Department of Public Healthii 22
opresentin apartment of Public HealthL
15 p ) |D?¢ 25?30pl-|FEN = 8 [[F UCSF Medical Center disputes the merits of the
urveyor . O od | [linding in this 2567 and reguests an informal
I -4 E)% office conference with the San Francisco Distoict
The inspection was limited to the specific iacaht?lij Office Distrier Manager to discuss the merits of
event investigated and does not represent the [ — the Dcpﬂrlmf:nt's findings. Furthermore, we
findings of a full inspection of the facility T reserve the right to a formal appeal of the findings,
()
. UCSF Medical Center has included a letter of
Health and 3Safely Code Seclion 1280.15(a) A rchuttal as an attachment to this 2567.
clinic, health facility, home health agency, or
hospice licensed pursuant to Soction 1204, 1250, Comective Action:
1725, or 1745shall prevent uniawful or » it i . p—
; : immeliately i response to this event, the UCSF oy
unguthortzed af:cess to. and use or disclosure of, Depirusscat of Deimatology revised theie
palienls’ medical mformation, =Bs deﬁQEU g procedure for use of the digital camers to include a
subdivision (g) of Section 58.05 of lhe Civii Code requiteinenl that images on Lthe caniera's memory
and congistent with Seclion 130203 The card tnust be downloaded at the end of the work
depariment, after invostigoion, may assess an day onto a secure server and erased from the
administralive penalty for a violation of this section camigea momory. I hdition (he Department
obtained a locker in which the digital camera and
of up fo twenty-five thousand dollars ($25,000) per backpack are sceured at the facility when not in
patient whoss medical information was unlawfully use.
or without authorizaion accessed, used, or
disclosed, end up to seventoon thousand five fh Or\;cr the course of three deparmmental meetings, | 1119711
500 e heaoient e Dermatology practice Residents, Fuculty, and | 11430:11
hundred . dolfiars ) 31'7 ) per . :; quen staff were trained on the revised dipital camera 127111
occurrence  of unlawful or unaulhoriz : AELET, procedure and re-educated about the importance of
use, of disclosure of that patients’ medical und best practices for safeguarding and protecting
inforration. confidential patient information.
Tna Depariment was able fo subslanbate viclations
of State rogulations regarding the safekeepiny of
medical informaticn.
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Continued From page 1 Monitoring:
Beginning on June 11, 2012, the Department of 6/11/12
Violation of Health and Safety Code 1280.15 (a) for Dermatology will perform random spot checks of
failure to prevent unauthorized access to patient's the digital camera photo cards when the camera is

not in use to ensure the cards do not contain patient
images. This will be done twice monthly for a

i period of three months. At the conclusion of the
T22 DIV6 ART7-70751(b)  Medical  Record | three month period, findings will be reported to the
Availability Chief Privacy Officer who will determine the need
for continued monitoring.

medical record: Substantiated.

(b) The medicai record, including X-ray films, is the
property of the hospital and is maintained for the Responsible Party: Vice-Chair Department of
benefit of the patient, the medical staff and the Dermatology; Chief Privacy Officer
hospital. The hospital shall safeguard the
information in the record against loss, defacement,
tampering or use by unauthorized persons.

This regulation was not met as evidenced by:

Based on interview and rccord review, the facility a1 HE '{H
failed to ensure the confidentiality of patient DEPT Cf\: PUD\—\U HE}\L
medical information when patient pictures and CP\ e

medical information were stolen from the trunk of a
vehicle parked on a city street.

Findings: L &G DVISION .
In an interview on 1/6/12 at 10:00 AM, the Director E-S«"N(‘P"’r\"‘\“ i
of Regulatory Affairs (DRA) staled that a digital
camera and patients’ medical records containing
personal medical information and pictures were
slolen on 11/6/11 from the trunk of a locked vehicle
parked on a city street in front of the home of
Physician A. The DRA said Physician A noticed
the theft in-the morning of 11/5/11 and reported this
to city police and to the facility. The DRA said the
camera, which was retrieved on 11/7/11, contained
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Continued From page 2

unencrypted dermatology pictures of aduits and
children with personal identifiers, and the medical
records, which were retrieved on 11/8/11, contained
personal medical information. (Encryption is the
process of transforming readable information info a
format which is unreadable by anyone who does
not have the same encryption key.)

The DRA stated Physician A had received the
facility orientation to Privacy and Confidentiality,
and the DRA provided a copy of the slides used
during this presentation, The DRA also provided a
copy of the facility's "Statement of Privacy Laws
and University Policy and the Acknowledgement of
Responsibility" signed by Physician A on 4/4/11. : ’

CEoDIe UEALTL
The facility policy and procedure 5.01.04 C,b\ DEPT OTP ’SLRJ HLALJ!{
“Information Security and Confidentiality’, approved
3/04, Section V.C.3. stated "Workforce members
are directly responsible for adhering to this policy
by employing appropriaté and applicable securty
controls to protect the Medical Center's electronic L&C DIVISION
information resources that are in his or her control. SAN FRANCISCO
It is the responsibility of each workforce member to
take steps to properly safeguard the Medical
Center's electronic information resources ..and to
take precautions that will minimize the potential of
theft..." (page 6 of 9).

The facility's “Privacy and Confidentiality
Handbook", revised 5/11, stated in the i
Reguirements for Security section "Workforce
members are responsible for employing appropriate
and applicable security controls to protect. all
University electronic information under their control,
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such as..Taking precautions that wil minimize the
potential for theft..."(page 14).

The facility's Privacy and Confidentiality course for
Residents Orientation which Physician A attended
presented a scenario (Scenario # 2, slides 20-23) in
which an unencrypted laptop computer, locked in
the person's trunk, was stolen and it concluded that
the person was still responsibie for the loss of
personal medical information. In slide 29 of this
preseniation, Physician A learned that when patient
medical information had to leave the facility, "then
the materials should stay with the person without
exceplion,” Slide 30 stated "You are responsible
for securing home and mobile devices with
confidential information.  if you take your laptop
home, you need to keep it with you at all times in
transport.”

Digital cameras, such as the one stolen, are within
the same category of mobile devices as laptops.
Laptops can be encrypted while digital cameras
cannot, necessitating more vigilance and security
safeguards.

When Physician A left patient medical information
and photographs in his locked vehicle, he did not
follow the facility policy to keep this information
with him in his home. Physician A did not take the
appropriate and reasonable security precautions to
minimize thefft when he left this material in his
vehicle on a city street overnight.

The employee's action to access the patient's
medical information for improper purpose violated
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Continued From page 4
Health and Safety Code 1280.15 and is subject to
the applicable civil money assessment.
-mT A DD IR WEATTW
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SAN FRANCISCO
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