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The following reflects the findings of the 
Department of Public Health during a 
complainUbreach event visit: 

Complaint Intake Number: 
CA00283181 - Substantiated 

Representing the Department of Public Health: 
Surveyor ID# 26616, HFEN 

The inspection was limited to the specific facility 
event investigated and does not represent the 
findings of a full inspection of the facility. 

Health and Safety Code Section 1280.15(a) A 
clinic, health fae1lity, home health agency, or 
hospice licensed pursuant to Section 1204, 
1250, 1725, or 1745 shall prevent unlawful or 
unauthorized access to, and use or disclosure 
of, patients' medlcal Information, as defined in 
subdivision (g) of Section 56.05 of the Civil 
Code and consistent with Section 130203. The 
department, aft« investigation, may assess an 
administrative penalty for a violation of this 
section of up to twenty-five thousand dollars 
($25,000) per patient whose medical 
information was unlawfully or without 
authorization accessed, used, or disclosed, 
and up to soventeen thousand five hundred 
dollars ($17,500) per subsequent occurrence 
of unlawful or unauthorized access, use, or 
disclosure of that patients' medical information. 

Violation of Health and Safoty Code 1280.15(a) 
for failure to prevent unauthorized access to 
patients' medical records: Substantiated. 
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Corrective Action: 

Immediately upon confinning that the 9/7/11 
employee had inappropriately accessed a 
patient's medical record, the employee was 
counseled ~d required to review the I 
"Confidentiality, Access, Use and Disclosure 
ofProtected Health lnfonnation and Patient 
Privacy" UCSF Medical Center Policy. 

A "Notice oflntent to Dismiss" was issued to 10/6/11 
the employee; the employee resigned his 
position prior to his manager taking any 
further action. 

All Transfer Center/Patient Placement staff l/17/12 
were re-trained by the manager regarding 
patient privacy and patient confidentiality, 
including appropriate access of patient 
medical records, protection ofpatient privacy 
in e-mail exchange, protection of inadvertent 
disclosure ofpatient infonnation during 
spoken conversation, e-mail exchange and 
protection ofmedical record infonnation, 
including paper and electronic records. 

Staff in the department review the medical Ongoing 
center employee confidentiality statement 
during their annual perfonnance evaluation. 
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T22 D1V5 CH1 ART7-70707(b)(8) Patients' 
Rights 

(b) A list of these patients' rights shall be 
posted in both · Spanish and English in 
appropriate places within the hospital so that 
such rights may be read by patients. This list 
shall include but not be limited to the patients' 
rights to: 

(8) Confidential treatment of all 
communications and records pertaining to the 
care and the stay in the hospital. Written 
permission shall be obtained before the 
medical records can be made available to 
anyone not directly concerned with the care, 

These regulations were not met as evidenced 
by: 

Based on interview and record review, the 
facility f1;1iled to prevent an unauthorized 
access to Patient A's medical information when 
a staff person (Staff 1) accessed the 
computerized medical records without the 
patient's consent and without valid justification 
related to his job. 

Findings: 

In an interview on 10/3/11 at 10:00AM, the 
Director of Regulatory Affairs said Patient A 
reported to the facility that a facility staff 
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All employees are required to complete the Ongoing 

onlinc competency training on "Privacy and 
Security Briefing" annually. 

Periodic e-mail reminders on "lllPPA, Ongoing 
Privacy and Security " are disseminated to all 
employees. 

Beginning with the January 2012 meeting, 
1/7/12 & 

the topic of patient privacy is included as an Ongoing 
agenda item on the quarterly departmental 

staff meetings. 


, Monitoring: 
1 9/7/11 & 

I. UCSF Medical Center investigates all Ongoing 
allegations of unauthorized access to medical 
records 

2. UCSF Medical Center conducts random Ongoing 

audits for access to High Risk medical 

records, such as employees, forensics, VIPs. 

3. In the event of suspected inappropriate Ong(!ing 
access, a real time audit of patient record 

access is conducted by the UCSF Medical 

Center Privacy Office. 


Ongoing4. Following implementation ofthe new 


EMR, UCSF Medical Center will be 


expanding auditing and monitoring 

capabilities 


Responsible Party: Director of Revenue 

Cycle; Chief Privacy Officer 
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person accessed hill medical lnfomiation. Sil& 
stated the pa1Jent had suspicion about the 
breach because Staff 1 approached the patient 
during his clinic appointment~ betweoo Ju!y 
and August 2011. 

The l'aclllty's repoft lo the Department dated 
9/13/11, indicated that on August 25, 2011, a 
patient alleged that a faclllty employee 
accessed his medlcal record without a 
bu&lness need to do so. Thi$ was confirmed on 
91712011. 

A letter sent by the facility to the Department 
elated 10111/11, Indicated the fadllty staff (Staff 
1) worked for Central Placement in the 
Departmont of Admissions and RegistraliM. It 
stated tnet during the fa~lity's inve.stlgatCX')' 
meeting, the employee stat~ that he ecce~ed 
the patient's medical record for operallonal 
purposes a,1d beeause he was curtoug to find 
out if he would need to have tne same 
prooedut~ lhat the patient had. He slated they 
were acquaintances and ueod to be fciends. 

In a telephone Interview on 12/12/11 at 1:150 
PM, Staff 1 stated his main function on the Job 
was lo e5Sign bods but he could also e<:cess 
patient's medical information liko demographics 
(date at birth. address, medlcel record number 
and emergency contact), appointment time in 
and out, reason for the appolmment, diagnosis 
and doctor's recommendations for patient's 
condi1Jons. He said prior to Patient A's clinic 
appoin1mcm s,cmetlme In .-2011, he end 
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Patient A agreed that they will have lunch after 
his appointment. He said he and Patient A were 
old friends. He said that he was trying to 
contact Patient A but he was not · answering his 
phone so he looked in the computer what time 
he came in and out of the clinic. He said that 
Patient A had suspected him that he looked at 
the medical information because he knew 
about the doctor's appointment. When asked if 
he accessed Patient A's medical information, 
he said, "I did look at the doctor's 
recommendations for his condition because I 
had ~e same condition as him." He said he 
never · told Patient A that he looked at his 
medical record but he admitted to the facility 
during the investigation regarding the breach. 

Review of Staff 1's Job Description indicated, 
".. :Bed Control Coordinator duties include 
procuring the assignment of beds from nursing 
units for incoming patients, tracking patient flow 
throughout the hospital, and performing 
census reconciliation." 

The employee's action to access the patient's 
medical information for improper purpose 
violated Health and Safety Code 1280.15(a) 
and is therefore subject to the applicable 
penalty assessment. 
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