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Tha !ollowin9 roflecls the findings of 1he Dep&rtmant 
Qf P~bllc Health durin9 a complalntlbre0cl1 eve11t 
Visit: AMENDED 
Complaint lntel<e Number: 

CAl10167117 - Subs1antialed 

Representing lhe Department of Public Health: 
SuNgyor ID# 2850'2, HFEN 

The ini;pectlon W0!:1 limited to the i;peolfk: facility 
f.lVent ltwe11tioated and doG$ riot rnpre~e1'rt fhe 
tindini;ii; of a full inspection of th!? facil ity. 

l1ealth ilnd Safety Code Sectio11 1l80.15(a) A 
clinic, health f!loilfty, home he'Qlth agency, or 
hosph:;e lioons1;1d pursuarit to Section 1204, 1250, 
1725, or 1745 shall prevont unlawful or 

un<luthon;:ed ecoes~ to, and use or dlsolo,ura of. 
patlant9' medical informe.tlon, as definod In · 
subdivision (g) of Sec.Uon 56.05 of tha Civil Code 
:and coni;f:itGnt with Set:<tion 130203. The 
departrnen~ afutr lnvelltlgatlon, l'l'lay ai;se$S an 
administrative penalty for a vloliation of this section 
of 1.1p to twen-ty-fiv~ thousand dollars ($2~,0DD) per 
patient •·1hose me.die.al information was unlawfully 
or without 1;1uthorizatloh aecessetj, used, or 
disclosed, and up to sevanteeh thousand fiva 
hundred dollars ($17,SOO) per "ubsequent 
occurrence of unl.<iWfi.ll or unsu\horizetl ocoess, 
use, or rJis cfosure of that patients' medi4af 
irif'O'rmalion. 

I II) 

PR!!r11' 
TACS 

PROVIDEll 'S PLAN OF CORREC'l'IO~ 

(t'ACH OOMt:CnvE llC1101'! GHOULtl ae CROSS· 
RoltRENceo To "l'HE APl'l'IOPRl/\Tll t>E;F1ClENCV1 

EOOO INITIAL COMMENTS; 
St. Mary Medical Center (SMMC) promotes 
personal and professional development. 
accountability, innovation, teamwork, and a 
commitment to quality (SMMC Core Value of 
Exoellenc.e). $MMC is comrnrtted to adhering tci 
the requirements of tl1e Medicare Conditions of 
Participation and all other re.levant Federal and 
State laws. This document is submitted as 
evidence of correction of the deficiencies identified 
during the investigation of an entity reported 
incident on ,June 18, 2009. 

Preparation and/or execution of this Plan of 
Correction does not constitute admission or 
agreement by the provider of the truth of the facts 
alleged or conclusions set forlh on the Statement ol 
Deficiencies. The Plan of Correction is prepared · 
and executed solely because it Is required by 
provisions of federal and slate law. None of the 
actions taken by SMMC pursuant to its Plan of 
Correction should be considered an admission that 
a deficiency existed or that additional measures 
should have been in place at Iha time of the survey 
The provider submits this Plan of Correction with 
the intention U1at ii Is inadmissible by any third part; 
in any civil or criminal a(,1ion or proceedings agains 
the Provider, its employees, agents, officers. 
directors, or shareholders. This Plan of Correction · 
is submitted to meet r~quirements established by 
state and federal law. 
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E!ased on intsrvlew arid record review, lr'IQ faclllty 
failed to melntaln the privac;y and conlidenliality of 
Patient 1 's electronic medleal rec;:c;ird when two {2) 
hosplfzll $rl'lployees inappropriately aCl(e&$Gd the 
electronic medical record without i>aliGnt 1's 
authorization . Thie dofielent prac:tic.e had the 
potential for 1,1naulhorized indlvl'duats to usa the 
d!sclosEJd Information in a WFJy no\ authorized by 
the patient, 5uch as Identity lhoft or other 
unauthorlzed usa. 

On 511 2109, e self rapo~d facN!ly incident was 
invei;ti91:1ted regarding two (2) hospital employaes 
breaching the electronic mli!dlQll recmd of Patient 
1 _ 

According to a f~cility letter ID th10> Callforni• 
Departmenl of Public Health rtte<!Jived oh 5/4/09 at 
4;16 PM and the facility's inveattgatlve "'port both 
confirmed, \hat two (2) hospital employees, . without 
nny clinical reason, lnzipproprl~te ly acc:.vssed 
Patient 1's eleetro11lc medical record without 
authorization at 5:13 PM and at 6:1$ PM on 
4130/09 .<>nd flt 7:42 AM on 5/1/09. 

In an interview with the fecillty's Compliance Officer 
•(CO) on 5/1 2109, at approximately a:zo AM, she 
confirmed the bre<iche$ and stated that the 
unauthori?ad access cf Pi!tlanl 1'1> electt.onic 
msdlcal record we' done by Staff Member A (C.T, 
lech. - Computeri ;i: ed Axial Tomography 
teohMlogiat) et S:i 3 PM arid at 6; 15 PM on 
4/30109 and by Staff Member 13 (A Medlcril.surgloal 
Nur5e ) at 7:42 AM on 5/1/09, lh addition. the 
Compliance Officer stated th~t when she routinely I 

Event ID:UTI011 1212/201;> 

ID 
P~llFl :O: 

TMi 
!eAOH CORl'IGC'l'l\/t; ACTION SHOULD P.E C:P.6S.'.>- !:OM~LETE 

REf'l;RENCED To n-te APP!lOl'RIATI! l:ll;~ IGIErJcV1 0-'iE 

E1953 T22 DIV 5 CH1 ART7-70707(b)(S) 
PATIENTS' RIGHTS 
St. Mary Medical Center patients' rights including 
the righ t to confidential treatme1)t of all 
communications and records pertaining to the 
r.are and I.he stay In the hospit<il are posted in 
both Spanish and English in appropnate places 
within the hospital so that such rights may be 
read by patients and family members. Health 
Insurance Portabili1Y and Accountability Act 
(HIPAA) policies and procedures are in place to 
ensure the confidential treatment of all 
comrnunlcatlo11 and records r,ontaining protected 
health information (PHI). 

E1953 T22 DIV 5 CH1 ARTM0707(b}(8) 
PATIENTS' RIGHTS 
The following immediate and ongoing steps were 
taken to address the plan of correction. 

Immediate Aetion(s) Taken: 
t Staff members received 1 :1 verbal education 

on the need to know basis and the 
consequences from accessing Personal . 
Health Information (PHI) when the paUent is 
not assigned to his/her cara. 

Action(s) Taken: 
1. Employees involved in this event were 

counseled and received disciplinary actions 
after a thorough review of the facts 
surrounding the breach. The employees were 
suspended for three (3) days without pay. As 
it was determined by the Compliance Officer 
and Human Resources \ha\ boU1 employees 
failed to follow SMMC confldentlallty policy 
and procedures. 

Initiated: 
05/01/09 

Completed: 
06/05/09 

Initiated: 
05/06109 

Completed: 
06/05109 
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RtGULATOR.Y OR LSC IOE:NTJFYINO JN~ORl\IATION) 

ran random monthly computer audits of all p~ticm~ 
in the hosp\t.at tiha noted unusual activity on Patten! 
1's r;finic:al recoid. The audits Indicated thOt Staff 
M.;imbar A on 4/30/09 at S:13 PM and at 5:15 PM 
had acces~ed Patient 1's ellnlClll recol'd without 
Patient 1'& autMrlZallon. The Compliance Offlcar 
slated the \nr::lc:tent was unusual b11>c<i 1.1so Patient 1 
already had "expin;:ir;I" and there was no c:llnlcal 
raat1on for anyone to access Pat!ent l's rnedlr..al 
reccrd. 

The facility's Com~llance Of'flcer also stated that 
Stalf l\.famt:n;•r B inappropriately !!lceaMe<t P:ilj"nt 
1's rnedlc:al l"t!lcord without authorization and with no 
Yaliu clinical reeson to do so on 5/1 /09, at 7:42 AM, 
be.cause Patient 1 hed already P.xpin;id. 

I\ nwisw on 6/18/09, of the facility's computerized 
"Potient Care Inquiry" audit eheet, doted S/S/09, 
revealed that St<iff Member A inappropriately 
acces~r;I Pa\lent 1's medi~I record twioe from a 
computer termlrml in the Radiology dei:iarttne!'ll on 
4130/09 el 5:13 PM, (or 1 minute and ·t4 seconds 
and et 5:15 PM, for 2 minutes and 3D seconds. 
Documr;inted evidence in ths computerized "Patient 
Ca.re Inquiry'' audit report sheet ravMled that Staff 
Membar A wa~ viewing the "l.ahoratory Results'' 
section of Patient 1'i; eleclronlc mE>dlcal record 
during those times. 

During an inteNiew with Stoff Member A. on 8/22109 
at 1 :10 PM, :Jho stated that she ~ocessed Palisnt 
1 '~ medical records because she wanwd to know 

I 
ths $IQn9 and symptoms of tha di5ease that 
Pet.lent 1 llad contrar.!ed that lead to his 

C::v~nl ID:UTI011 12/212013 

10 

PREFIX 
MG 

PROVIDER'S PLllN OF CORR!;(;TION 
(l!J\t'>H CQ~RC:CTIVI< ,O,OTJON SHOULD BE CROSS· 
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E1953 T22 DIV 5 CH1 ART7-70707(b}(8) 
PATIENTS' RIGHTS- Continued 

2. Managers educated their staff mell')bers In 
regards to HIPAA legal standards to protect 
patient's health information, unauthorized 
access aml its consequences of not following 
the law during their staff meetings. 

3. Employees Involved in this inoident completed 
the house-wide required HIPAA training, 
acknowledged the receipt and promised 
documents as proof that re-education was 
provided. 

4. House-wide staff is required to attend New 
Employee Orientation (NEO) which covers 
HIPAA training and. employees are required to 
sign a confidentiality agreement at time of hire 
and prior to starting work in his/her 
departments. 

5. In addition, house-wide staff is required lo 
complete SWANK module (web-based 
education module) on HIPAA during the re· 
orientation process, which occurs annually 
during the month of April. 

Quality Assurance Performanoe Improvement 
{QAPIJ Monitoring Process: 
The Director of Health Information Services or 
designee conductl'!d monthly audits of medical 
records for patients classified as confidential, 
having sensitive infonna!lon or hlgh-proflle to 
designee to determine if there has been a HIPM 
violation caused by an access breach. 

2;7.7':02PM 

c;i;5) 

CQ"1Plt;Ti: 
D/\TE 

Initiated: 
05107109 

Completed: 
06/23109 

Initiated: 
06/23/09 

Completed: 
07/15109 

Ongoing 

Ongoing 

Initiated: 
02/01 /10 

Complet.ed: 
05/03/10 

http:ml'ldlc.al
http:eccaa.aa
http:Palie.nt
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I 

' I 
:)UMMnR'l' STATEM~ITT OF DC:PIC:l\!NC::lii6 

(EACH Ol:PICl~r<GY M\JSTDE PRuCl!EOED BYf\Jll 
~EfilULATOIW OR L6C ICJCNTll'YINIJ !l'l'ORMATI0/11) 

ho$pitaliiat1cn. In addition, <Jhe stated she 
acc~sed Pallant l'!l medical record only for her 
own oduoatlon and psrsQnQf mmrence b~i:ause she 
had children of lhi;, i;arne age group or Patient 1 end 
did not want to bring home any contaminanis whim 
exi:iosac.J kl other p:.ili11nl?; with the 3ama die_gnosls. 
She ftJrthef confirmed that there was no elinieol 
reason why she nead9d lo ace.Ass Patit>!nt 1's 
medic.al rllCQrd other than for tirar personal raa$ori1; 
at !); 13 PM and at 5: 15 PM on 4/30/09. 

A ra11iew 011 6/18100, of the faeility's compuhilrlzed 
"Patient Care Inquiry" audit sheet, dated 515/09, 
re11ealed that Staff Member B breached Poitililnt 1'.s 
medical rscord from a computer tennlneil In the 
n1edlcal-surgi~1 unil on 5/1109 at 7:42 AM for 1 
mlnute and 1i seconds. Ooc:umenl:Bd evlden~ In 
the computer12:ed "Patient Care lflguiry" eudlt report 
she1;1t revealed that Staff Member B was vlciwln; 
the ''Depal'tl'rlEin\ SL1mmary RaportG, Radiology 
Reµorls, Microbiology ~\'!ports and l.abor.,\ory 
Results" or Pallent 1 's electn:inlc medlc:al rocon;I. 

Dvrin9 an lritervl!C"IW with Staff Member B on 6118/09 
at 10;30 AM · she s~ted she aa:asi;ed Patient 1's 
med/eel records because sha wa!I curious about 
l='eti~nt 1 's admitting diagnosis a11cJ want"ed to know 
rnore about the signs and syrnptomG Patlant 1 
presented upon admission to the hoepit~I. She 
also stated that she 1'1.i.t:l 1:if1Udreh at home about the 
same age gro1.,1p of PaUent 1 ~nd wanted to know 
moro infom'lation nurrounding Patient 1'& medical 
history to further har own knowledge. She st.-atso 
tt1at she nsll!ded to know ttie exact signs and 
symptoms of Patient 1 ahbuld tier own ehlldren 

Even\ ID:UTl011 1212/2013 
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PRC>VIOCR"S Pl.JIN 01' CORRECTION 
{l!AOfl CORRECTIVC ACTION SHOULD Iii: CROQQ. 

ltf::FERE.NCeO TO THli N>PROPRfATE OEFIC!E)ICY) 

Quality Assurance Performance Improvement 
(QAPl) Monitoring Process· Co11tinu13d: 
The Director of Health lnfom1ation Services or 
designee conducted monthly audits of medical 
records for patients classified as confidential, 
having sensitive infommlion or high-profile to 
designee lo determine if there has been a HIPAA 
violation caused by an occess breach. 

The audit sample size consisted of thirty (30) 
medical records or 100% whichever was greater. 
The avdit was monitored for three (3) con3ecutive 
months until goal was achieved with 100% 
compliance with no breaches. 

Reporting Process: . 
The outcome of tt1is audit was presented to the 
Performance Improvement Advisory Committee 
(PIAC) on a regularly scheduled basis as part of 
the hospital wide Quality Assurance Performance 
Improvement program (QAPI) program. The 
PIAC reports to the Quality Committee of the 
Board (QCB), Medical Execulive Committee 
(MEG) and the Board of Trustees (BOT). 

Person(s) Responsible: 
Chiel Operating Officer, Chief Nursing Officer, 
Chief Financial Officer, Director of Patient Care 
Services, and Director of Imaging Services. 

iXS) 
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l'li>TI!. 
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present with tho'Je same slgna and symptoms in 

I 
the futtJre. In addition, Staff Member B c.ol'lfirmed 
thal she hiad no valid clinic.al 1<1•sor1 to access 
Patiant 1's medical n=;Jrd other than for hP-r own 

' per:ional reasons. 

I A rew~w on 6118/09, or the n,cll!ty's policy ;.md 
procedur~ lltl~d: "Confidentia lity AgMorrir:mt for ST 

I 
i 
i 

' Mary MedlCQI Center Employees" dated 9/2006, 

documenl-ed that Bii employees woulr;1 sign and I 
agree to: 
1 Not misuse, mlMppropriare, or, dlsi;;lose ony 
1.>uch lnfonnallon, dirc;itjly r>r lndlrectly, to any 
person. or UG~ such Information in any way, either I 

, during the IJ;)rrn ot his/her emptoymerit, .,xcep! as 
I requiri:id in the course of his/her employment. 
2. Shall not permit ar:1::ssi;. to any 5ucn inform3tlon 
to any j:>etson oxcept as reciuir'l!ld in tne course of 
his/hPr employment. 
3. To ebldi; by all state Bnd l'ederal law relevEJnt to l 

· the contidentl~lity of patient ldentHiable health 
information including but not llfnlted to Hf PPA. 

1
4. All employee& acknowledge that unauthorized 
us~ M clso!os1,1rQ of patient id11ritJRat>te health 

I 
lnfonne.tion regarding paueti.ls is . iflegal and oouid 
.:~ uoo hospitsl to sustain significant and irreparable ' 

. damage. 

I 
A review on 6118/09, of the faolllty's policy and . 
proc .. dtJre titled: "HIPAA-Role 8a1rnd Accass 
Review and Update", d11ted 512003, ra\lealed In 
s.ac\ion l3 (c), '' .. ,Staff may not gain aecess lo 

I information concerning p;rtients. including bo1h ) 
, medical a 11d arrrollment 1nf0rmation, except for 
j leg1t1m;ite cllnlca! and business purpol!;(;)t," J 

Ever)! ID:UTI011 12/2~013 
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I (HIPAA-llca!th lnsurancP. Portabili ty and 
Acct>u11t01bility Ac:t requiring heollh prof1'~ion~~ to 
maintain healthcare informntlon or individuals private 
anti to be held In eonfidanco). 

Dun119 on Interview with the ftielllly's Compliance 
, Offl~r. on 6/18109. ~t i1:30 AM, she stated !hat 
uneulhori~od ecc.o&s of Patient 1's rnadicaJ record 

I by both Staff Member A tind fl wwe considered by 
th& fae1hly ~' being a ·c1r1ft'' from policy &e 

I 

oxplolncd in lhe flldllty!'I ''1110 Ju'Jt Culture ' 
Algorithm" model. The Compliance Officer also 
sttited t'1at both Staff M•unbcin: A and B were 
susper1ded for thr~q deyo without pay and received 

I
, additional training in HIPPA resiulalions and 
nttendod a hospital wide in-service training In 
pro~ctlng patient conrwcmflll lnformatfun. 

I /\ review Dn 6/18/0Q. of P~bant 1's elinlc-.nl record, 
revu~ that Patient 1 Wa!> a::fmitl1:1d to the facility 

I on ~9. There was no doct.1menloo ovldenoe 
that Potlant 1 hod t.ignQd a con ·~nl or had givtin 
evthorltotion lor release of medloal 1nrorrriat1on to 
Slaff membors A and B. 

Therefcni, the facHll)' fllfl~. to prevent uriaufhorized 
acoess ta conndenfial medical rea:>rd lnformatlori 

l
and fall~ tC1 s1>fe9uard Petient 1·c modicol nKlOrd 
~ga1n10t use by unnuthorlznd lndivid1J9fs. 
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