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WYATEMINT OF DEFICIENZIES (X1] PROVIDER/GUP PLIER/CHIA (X2) MULTIPL . CONSTRUCTION {%3) DATE BURVEY
ARD PLAN OF SORRECTION ICENTIFICATION NUMBER® LOMALETED
A BULDING —
080300 B, WING 06/18/2009
NAME OF PAQVINER QR SUPPLIER BTREET ADDRESS, CITY, STATE, ZIP Gk
ST.MARY MEDICAL CENTER 1H300 Us Kighway 18, Appln Vallay, CA 92307.2206 SAN BERNARDING CQUNTY
T {nay o SUNMMARY STATGMENT OF OEFICIBNCIES 1D PROVIDER'S PLAN OF CORRECTION (X8)
FREFIR {EACH DEFICIENCY MUST RE PRECLERED BY FULL PRERX (EACH CORRECTIVE ACTION BHOULD BE CROSS. COMPLETE

TAQ RECGULATORY OR LSC IDENTIFYING INFORMATION) TAG REVERENCEDR TO THE APPROPRIATE DEFICIENCY] DATE

Tha falicwing roflects tha findings of the Departmant

af Pablic Mealth during a complalnt/braach svent E000 INITIAL COMMENTS:

vislt: - &1, Mary Medical Center (SMMC) promotes
AMENDED personal and prafessional devalopment,

Complaint intake Number: ’ accountability, innovation, teamwork, and a

CAN0187117 - Substartiated commitment to quality (SMMC Core Value of

Excellence). SMMC is committed to adhering to
the requirements of the Medicare Conditions of
Participation and all other relevant Federal and
State laws, This dogument is submitted as
svidence of correction of the deficiencies identified
The inspection was {imitad to the specifia faciilty during the invesligation of an entity reported
ovent lnvestiosted and does not represent the incident on June 18, 2008

findings of a full inspection of the facliity.

Reprosenting tha Department of Public Hualth:
Survayor 10 # 28502, HFEN

Preparation and/or execution of this Plan of

Health and Safety Code Section 1280.15(n) A Correction does not constitute admlssion or

clinie, health facility, home hedith  agency, or agreement by the provider of the truth of the facts
hospice licensed pursuant to Section 1204, 1250, alleged or conclusions set forth on thg Statement off
1725, or 1745shall  pravent unlawful  or Deficiencies. The Plan of Comection is prepared
unauthorized aoccess to, and use of disclosurs of, and executed solely because it Is reguired by
patients’ medical  informeatlon,  as  defined  In provisions of federal and state law. None of the
subdivision (g) of Saction 56.05¢f the Civil Code actions taken by SMMC pqrsuantto its Planl of
and  consistenit with  Section  130203.  The Carreclion shogtd be consnderep_an admission that
dJopurtinant,  after  investigation, may 3ssers an adeﬁciencyexrstegl or that addltm'nal measures
administrative penalty far a viektion of this saction should hava been in p|a‘ce at the time oft_he survey
of up to twenty-five thuugand dollars (525,000) per Yheuprovider subr'nl’ls}hls P{an_of Correcqu with
patisnt whose medical information was unlawfully the intention that it is anaqm1531bla by any third pgrtj
or  without suthorizatioh  accessed, used, or in any aivil or criminal action or proceedings agains
disclosed, and uwp to sevanteen thousand fiva the Provider, its employees, agems, nfficers, .
hundred  doflars  ($17,500) per  subsequent direclors, or shareholders. This Plan of Qorrect:om
occurtenice  of unlawlul  or uhsuthorized ncosss, is submilted to meet requirements established by
use, or disclosure of that patients’ medical state and federal law.

information.
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Even 49,-&)716‘1_1‘\\ [ \ 124212013 2:27:02PM
Ln.ﬂaétx'ronv DiRE:i?'OR‘ZDR PR(}/ID_ILE_ : BSPFLIER REPRESENTATIVE'S SIGNATURE , Tivie {X6) DATE
= A Presided [ cBo Aud 1Y

By algning thi- dacument, | em scknowludging roempt of the onilre citation packst,  Fagersl LM G

Any doficinncy steloment ending with an asterisk ("} donoms a doficloncy whish the instiutan may be 6xtubed rom cotrapling previdiag i s determined
thy olher saforuards provide rufficiant protuclion to tha pallentr, Except for nursing homes, lhe findings nbuve arw disalbaablo 80 days fulicwing Ihy date
2f sunvey whothar or it a plan of varselen je previded, For nliming homes, the ubbva ndings andd plana oF cottoction are diselaratlo 14 days fallswing

the dute theso deaumonta are madde nvalinble 1o the fachity. 1! defisioncies are Jited, an rpproved plan of corrtdlon |s raquiolls lo continved program
panivipeitn,
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CALIFORNIA HEALTH AND MUMAN SERVICER AGENCY
DEPARTMENT OF PUBLIC HEALTH
STATEMELT OF DEVICIZNGIES X1) PRQVIDERSLFPL LA L 181ad i 'E
AMD JLAN D8 CORKECTION : ]IOEPC:T!NC:T!C’:JPN:T::E{R HAIMULTIPLE CONSTRLETIGH (Mégg;ifs'JTR'K‘DLY
A BULDING . —
450300 o WING o8/t18/2009
HAME OF PROVIDER OR SUPPLIER CTREEY ADDRESE, CITY, BTATE, ZIP COBE |
ST, MARY MEDICAL CENTER 18300 Us Highway 18, Apple Vailey, CA 92307.2206 SAN BERNARDIND COURTY
(¥4)10 SUMMARY ATATEMENT QF DEFICENGER 10 PROMDER'S PLAN OF CORRECTION {XB) N
FRERIX (EACH DEFICIENGY MUST B PRECRENED DY FULL PREFIX {EAOM CORRECTIVE ACTION SHOULD BE TROSS- COMPLETE
Tac REGULATORY OR LSC IDENTIF YING INFORMATION) TAG REFERENCED TO THE APPROPRIATE DESIGIENGYS DATE
£4953 122 DIV 5 CH1 ART7-70707(b)(8)
]
Blasad an intarview and record review, the Factiity PATIENTS R.‘GHTS ' s
fallod te malntaln the privacy and confidenfiality of it Mary Medlcal Center patients'rights including
Patiant 1'e clectronic medleal regord when two (2) the right Fo qonﬁdengal tfe?j@enmf ?“ 1ot
hospital employues inappropriately accessed the ?ommurélcl:;mor:s an Jm(': ! b.t)e:rtamlng tod ‘e
eloctronic  medical  record  without  Pstient 1 ;a;ﬁgn .etsaz;tghle_ﬂho‘spla are pc;s E; g:,‘s
authorizatlon, Thic deficlent prachice had the Q : pamsrap ngish In app‘ro*pnae'paﬁ
tentinl  for thotizod  individ within the hospitat so that such rights may be
potentia unauthefized individuals to uss the read by patients and family members. Health
disdlosed information in a way not autherized by Insurance Portability and Accauntability Act
Lhn“;u“?:rl;::;'u :uch az Idenlity theft or other {HIPAA) policies and procedures are in place to
€. ensure the confidential treatment of all
L communication and records containing protected
On %/12/08, u self reported facifity incident was health information (PHI) op 4
investigated regarding two (2) hospltal employaes '
bhreaching the electronic medical record of Patient E1953 T22 DIV 5 CH1 ART7-70707(b)(B)
1 PATIENTS’ RIGHTS
The following immediate and ongoing steps were
Accarding to a Fadlity lelter t the Callfornia taken lo address the plan of comection.
Department of Public Health meeived on 5/4/08 at [ diate Action(s) Tak
416 PM and the facility's inveatigstive report both mmediate Action(s) Taken: : P
canfirmed, that twe (2) hospital employees, without 1. Staff members received 1.1 verbal education 6"5‘}';}?59
any clinical  reason,  Inappropriately  accessed on te need lo know basis :.md the Completed:;
Patenl  1's  elestronicc.  medical  eeord  without gonsequences (rom accsssing Persongl . 05/05/09'
avthotlzation al 613PM and at 6:11§PM  en Health Infomatlop (PHI) when the patientis
4/30/09 snd vt 7:42 AM an 5/1/08, not assigned to histher care.
In an interview with the facility's Compliance Offlcer ;
{CO) on 5M2/09, el approximatmly ©;20 AM, she Action(s) Taken: .
confrmad  the  bre ' 1. Employees invoived in this event were Initiated:
aches and  stated that  the ; iceinli ians )
unauthorized — . \ ) gounseled and raceived disciplinary actions 050608
madmi}:n;emm a\:cia:j , of . P;;nant s electronic after a thorough reviaw of the facts Completad:
modieal racend a3 dne y Stafl Member A (C.T. surrounding the breach. The employees were | 06/05/09
~-Computerize Axial Tomagraphy {or three {3) days with A
technolagiet) at 513PM and at 515 PM suspendad for re (3) days winout pay. 15
4110109 and by Staf ‘ en it was determined by the Gompliance Officer
and by Staff Member B (4 Medicab-Surgics!
Murse) al 7:42 AM on 5/4/09, | - and Human Resources that both smployees
Complancs Officor state:I Rutiore l"' adf”"f“- the failed ta follow SMMC confidentiality policy
2 at when she routinely and procedures.
Lvent ID:UTIDN 121212013 2:27:02PM
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STATRMENT OF DEFICIENCIES (1) PROVIOERISUPPLIERICLIA
ANTI PLAN OF CORRECTION (LENTIFICATION NUMBER,
060300

{A2) MULTIPLE GONSTRUCTION

A BUILDING -
B, WING

(X2} DATE SURVGY
COMPLETED

06/18/2008

HanE OF AROVIOSH ¢n EUPPLIGR
ST MARY MEDRICAL CENTER

STRECT ADDRESS, CIVY, STATE, um cope
18300 Us Highway 18, Apple Valley, CA 92307-2206 BAN BEHNARDING COUNTY

{M4iD SUMMARY BETATEMENT OF DEFICIENCIES "o PROVIDER'S PLAN DF CORRECTION (x3)
PRUFIX (EACGH DEFICIENSY MUST 85 PRECEEDED BY FULL PREFIX (EACH CORREGTIVE AOTION SHOUIL D BE CROSS. COMPLETE
Tas REGULATRIRY OR LAC [DENTIFYING IHFORMATIGN) THEG REFERENCED TQ THE APPRQPRIATEG DEFICIENC Y} DATE
E1953 T22 DIV 5 CH1 ART7-70707(h}{(8)
PATIENTS' RIGHTS ~ Continued
ran random monthly computor audits of all patiants
in the hospital she noted unusus! activity on Palient
t's ciinical record.  The audits Indicated that Staff 9. Managers educated their staff members in initiated:
Mambar A on 4/30/08 at 5 13PM and at 515 FM regards o HIPAA legal standards to protect 05/07/09
had accessed Patient 1's clinleal record without patient's health information, unauthorized Comgleted:
Patlent 1's authorization. The Compliance Offlcer access and its consequences of not following 06/23/09
slatadd the incident was unusual because Patlent 1 the law during their staff meetings.
already had  Vexpired” and there was no clinleal
reason for anyone o access Patient V' medical 3. Employees Invelved in this incident completad Initiated;
racord. the house-wide required HIPAA training, 06/23/09
acknowledged the receipt and promised Completed:
The facilily's Compllancs Ofleer also stated that documents as proof that re-education was 07/15/09
Stalf Membmr B inpppropristely accersed Patiernt provided.
1's medical racard without authorization and with no
valid clinleal remsen ¢ do so on 5/1/08, at 7'42 AM, 4. House-wide staff is required to attend New Ongaing
because Patlent 1 had already expirad. Employee Crientation (NEO) which covers
HIPAA training and emplayees are required 0
A raview on 6/16/09, of the faciliy's computarized sign a confidentiality agreament at time of hire
“Patient Care Inquiry” audlt sheest, dotad 5/5/09, and prior lo starting work in histher
revealed that Staff Member A  inappropriaioly depariments.
accassed Patlant 1's medical record twice from a8
compuler terminal in the Radiology department on §. In addition, house-wide staff is required to Ongoing
A/30/08 at 513 PM, for 1ninute and 14 secsnds complete SWANK module (web-based
end at 575PM, for 2minutes and 30 secohds, education module) on HIPAA during the re-
Documanted evidence in the computerlzed “Patiant orientatlon process, which accurs annually
Care Inquiry’ audit eporl sheet reveslod that Staff during the month of April
Membar A warn viewing tha "Lahoratory Results”
soction of Patient 1¢  olectronic medical  record
during those times. Quality Assurance Performance Improvement
; (?A)BI) Monltc;r:“nglm?cfass: on Ser
i During en interview with Staff Membar A, on 8/22/09 The Director of Heatth Infarmation Services or Initiated:
o 407, S0 sttt 3ho teses Paton dodges coniced oty atsafneded | g
 I's medical records because she wanted to know having sensitive information or high-profile to Completed:
{the signs and symploms of the dsesse {hat designee 1o determing if there has been a HIPAA 3;}838,10‘
Patient ¥ lad contracted that fead to his violation cdused by an access breach.
Cvenf [D:0TI011 121212013 2:27:02PM
SinteesSot o Page dof 6
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CALIFORNIA HEALTH AND RUMAN SERVICES AGENCY
DEFPARTMENT OF PUBLIC REALTH
- — . -
STATERZNT OF DEF LIENCIRS 1414) PROVIOEAGUPFLIER/CLIA (X2 MULT'PLE DDNSTRURTION {23) OATE BURVEY
AN PLAN OF CORKECTION PENTIFICATION NUMBER: GCOMPLETRD
A, BUILDING
050300 B. VANG 06/18/2009
NAME OF PROVIDLR Gk SUPFLIER BTREET ADDRESS, CITY, STATE, 2P COOK
2T, MARY MEDICAL CENTER 18300 Us Highway 13, Appla Valiey, CA 82307-2200 SAN BERNARDINO COUNTY
(XA JUMMARY STATEMENT OF GGFICIENCIES i PROVIDEA'S PLAN OF CORRECTION {X5)
BHEEY, {EACH DEPIGCIENOY MUST BE PRECCEDED BY FULL PREFIX (UACH COARECTIVE ACTION SHOULD &8 CRORD. COMPLETE
e REGULATORY QR LOGC l0tnTiH YING INFORMATION) TAG REFERENCED TO THE APPRDPRIATE DEFICIENCY) BarTe

hospitalizaton. In  addition, she stated she
accessed Patient 1's medical record enly for har
own aducntion and personal refsrence because ohe
had childten of the same age group of Patlent 1 and
did not want © bring home any contaminants when
nxposad to other patients with the same diagnosis.
Bhe further confirmed that there was no clinical
raason why she nesdsd lo access Patont 1's
meadical ruvord other than for her persenal masons
at 513 PM and st 6:15 PM on 4/30/09.

A raview on B8/1B/09, of the facility's computerized
“Fatlont Cere Inguiry” audit shest, dated 5/5/08,
ravealed that Staff Member B breached Patient 1's
moedical racord fram a computer términe! in the
medical-surgical unil on %1/Q9 at 7,42 AM for 1
minuta and 17 secends. Documenisd évidence In
the computarizod "Palient Care Inguiry” audit report

shegt  (wvealed that Staff Member B was viewing
the ‘“Department Summary Rsports, Radinlogy
Reporie, Microbiology Reports and Laboratory

Rasults” of Patient 1's alactonic medica! record,

During an Interview with Staff Member B on 6/18/09
ot 10,30 AM - she stated she accessed Patieant 1's
medical records becausw shs was curious  about
Patient 1's admitling diagnasis and wanted to know
mofe about the signs ond symptoms Patlent 1
presented upoh admission to the heepital, She
also statod that she had children at home abolt the
sama age group of Patient 1and wanted to know
more information  surraunding Patient 1's  medical
history to further har own knowiedgs, She siated
thot she neadad to know the exact signs and
symptoms of Patient 1 shuauld her own children

Quality Assurance Performance Improvement
{QAP1) Monitoring Process - Continued:

The Director of Health Information Services or
designee conducted monthly audits uf medical
records for patients classified as confidential,
having sensitive information or high-profils to
dasignee to delerming if there has been a HIPAA
violation coused by an access braach.

The audit sample size consisted of thirty (30}
medical records or 100% whichever was greater.
The audit was monitored for three (3) consecutive
months until goal was achieved with 100%
compliance with no breaches

Reporting Process:

The outcome of this audit was presented lo the
Performance Improvement Advisory Cominittee
(PIAC) on & regularly scheduled basis as part of
the hospital wide Quality Assurance Performance
Improvement program (QAPI) program. The
PIAG repotis o the Quality Committee of the
Board (QCB), Medical Executive Commitiee
(MEC) and the Board of Trustees (BOT).

Person(s) Responsibie:

Chiel Operating Officer, Chief Nursing Officer,
Chief Financial Officer, Director of Patient Care
Services, and Direclor of imaging Services.

Event IDUTION

12/2/2013
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CALIFORNIA HEALTH AND HUMAN SERVICES AGGENCY
DEFPARTMENT OF PUBLIC HEALTH

STATEMENT OF DERICIENCIES {*1] PROVIDERAUPPLIERICLIA (A2 MULTIPLE CONSTRUCTION (X3} DATE BURVEY
AND PLAN OF CORRECTION ISENTIFICATION HUMBER: COMPLETED
A, BUILDING

QR03200 B VANG ) 06/18/2004

NAME 0F PHOVIDER DR GUPPLICR STREGT ADDRESS, CITY. 9TATE 21k CODE
3Y. MARY MFDICAI. CENTER 18300 Us Highway 18, Apple Valley, CA §2307-22068 SAN BERNARDINO COUNTY

= N
()it ] SUMMARY & TATEMENT OF DEFICIENGIES ib . PROVICERG FLAN OF CORRECTION (%5}
pREF | (8AGH DEFICIENCY MUST BE PRECEENED BY FULL PREFIX [EACH CORRECTIVE ACTION SHOULD BE NROAS COMPLETR

TAC ; REGULATORY OR LSC IDENTIFYING INFORMATION) TAR REFERGNCED TO THE APPROFRIATE DEFICIFNLY) DATE

|
| |
present with thogsse sams slgnus and symptoms in l
the future, In addilion, 5aff Membuer B confitmed !
that she had no valid clinlcal reason lo nccoss

Patisnt 1's rmedical recors other than fer her own ’
persanal reasons.

—— e v ——]

’A review on &/18/08, of the fmclity's policy and
proceduie  ltled: "Confidentiality Aprmeement for ST
| Maiy Medical Canter Employess” dated 2/2008,
documentud  thal all employess weuld sign snd
agrec o

1 Not misuse, miseppropriate, ¢r, disclose eny

euch information, diraclly or Indirectly, to any ‘
person, of use such infermation in any way, either
during the termm of his/her employmont, except as
required in the courso of his/her employment.

2. Shall not permit arcass to any such information
to any pemon oxcept a% requiread in tha course of
‘ his/har smployment,

|3. To ablde by all state and federal law relevant to
the confidentiality of patient identifiskle heatth !
information including but mot limited to HIPPA. X
4. Al employeas acknowledgs that unauthorizod i
usa o disclosurg of patlent identifiable health

Information rogarding patients i3 iflegal and couid f
cause hospital to sustain significant and ireparabls
_damagav l
A revlew an B/18/08, of tha faciity's policy and:
procsdurn  titled: "HIiPAA-Role  Basnd AccaSsI
Review end Update®, dated 52003, ravealed In
saction B (e), ".Stafl may not gain access ‘o
jinformation  concarning  patients,  including  both
medical and  arollment  information,  except  for
legitmate clinlcal and business purpasas.” :

1
| .
[
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