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f/\G i<L'Glll.A fORY <lR LSC IDENTIFYING INFORMAflON) 

nie following reflects t11e findings of the Depariment 
of Public Health during a cornplaint/breact1 event 
visit: 

Complaint Intake Nurnber: 
CA00282653 - Substantiated 

Hepresenting the Oep;:irtment of Public Health 
Surveyor ID# 26611, HFEN 

rile inspection was limited to the specific facility 
event investigated and does not represent the 
findings of a full mspection of the facility 

Health and Safety Code Section 1280.15(a) A 


clinic, health facility. home health agency. or 

hospice licensed pursuant to Section 1204, 1?.50, 
1725, or 1745 shall prevent unlawful or 
unauthorized access to, and use or disclosure cJf, 

patients' medical information, as defined 111 
subdivision (g) of Section 56.05 of the Civil Code 
and consistent with Section 130203 The 

department, after 1nvostigat1on, may ass!:)SS an 

administrative penalty for a v1olat1on of this section 
of up to twenty-five thousand dollars ($25,000) per 

patient whose medical information was unlawfully 
or without authorfzation accessed, used, or 
disclosed, and up to seventeen thousand five 

i1uncired dollars ($11,500) per subsequent 

occurrence of unlawful or unauthorized access, 
use, or disclosure of that patients' medical 
information 

for purposes of the 1nvesti(Jat1on, the department 
shall consider the clinic's, l1ealth facility's. 
agency's, or hospice's history of compliance with 
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Thl' Sil'I rn Nl'vada l'vkmorial Hn,pital (llJ/22/11

(SNMll1 Ml'diral Exl'l'tlllh' ('i1111111illl'l'
1<.'.\ ll'\ll'd tlw rl'portabk pril'al'y hrl·ai.:h.

i 

l\kn1" wa., 'L'lll to Ph), ,il·ia11 B I rom lhl· mn.1 111
t 'lul'l 111 S1all rl'quirinµ l'lty..ician B lo 

c11111pll'l,' thl' Pri 1·acy and Dala Sl'l·urity 

training hy I kt< ,lwr 7. 2011.

;'vkm11 11a, sl'nt t" SNl\111 C0

llntral"l<'d {)<J/22111 

Pliv,1,·ia11, fro111 th,· ( 'hil'I. or tlw i'vktlical
Start rcqui1i11µ ,·"mpktion ol the 2011 
Pnva,·y and Data Sl'l"llltly t1aining by 

I )l'l'c'lllhl'I I. 20 I l. 


Mc·nu1 \va, ,l'llt ll• all Medical Stan llllt ..'7/ I 
!\.kn1hc·r, ln1111 lhL· Chil'I ol ll1L· i\kd1l·al 
',t;1II tl·g;mlilll! lhl· rnpon,1hili1y ol lh,· 

phv'1Ll<ill~ lo protl'l"I pat1,·ll! i11furma1w11 
;wl·urdinµ lll I kallh ,, Saki) ( ·udc· 'i,·v1i11n, 
!~X0.15 and I "\021H. 


l'hy,1,·1a11 B n1111pklc'd lhl' 1'11, ac·> and IWll,1/1 

I >ala Sl·,·u1 ii)' liai11ing. 


,\.lnlical Staff l'li\al') and Data ',n·111il\ 12/ll..'/I

1r.1in111)! l·t1111pktl'd

.\tllrn;d u)111plct1t>t1 ,11 lhL· Dig1111:- lkalth 
1'111 aL·y and I lata Sl'nll ii:, Rcf1,·,kr 
11a111inµ i, r,·qum:d forconl!;1L·1cd
pllv,il·1a11, h:, i\fa~ .\ 1·' nl c·adi )i:ar 
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NAME Of PROVIDER OR SUPPLIER STREET ADDRESS, CITY, STATE, ZIP CODE 

Sierra Nevada Memorial Hospital 156 Glasson Way, Grass Valley, CA 95945-6723 NEVADA COUNTY 

(X4)10 SUMMAHY STATEMENT OF DEFICIENCIES 
PREFIX (EACH DEFICIENCY MUS r BE PRECEEDED BY FULL 

TAG REGULATORY OR LSC IDENTIFYING INFORMATION) 

this section and other related state and federal 
statutes and regulations, the extent to which the 
racillty detected violations and took preventative 
action to immediately correct and prevent past 
violations from recurring, and factors outside its 
control that restricted the facility's ability to comply 
wilh this section. The department shall have run 
discretion to consider all factors when determining 
the amount of an administrative penalty pursuant to 
this section. 

A001 Informed Medical Breach 

Health and Safety Code Section 1280.15 (b)(2), " 
A clinic, health facility, agency, or hospice shall 
also report any unlawful or unauthorized access to, 
or use or disclosure of, a patient's medical 
information to the affected patient or the patient's 
representative at the last known address. no later 
than five business days after the unlawful or 
unauthorized access, use, or disclosure has been 

1 

detected by the clinic, health facility, agency, or 
hospice." 

I The CDPH verified that the facility Informed the 
affected patient(s) or the patient's representative(s) 
or the unlawful or unauthorized access, use or 
disclosure of the patient's medical information 

Based on interview and record review, the facility 
railed to ensure that Patient 1's medical information 
was kept confidential. This failure affected Patient 

' 1's right to confidentiality and could result in 
unintended adverse consequences for Patient 1. ,

ID 
 PROVIDER'S PLAN OF CORRECTION (XS) 
PREFIX 
 (EACH CORRECflVE ACTION SHOULD BE CROSS­ COMPLETE 

TAG 
 REFERENCED TO THE APPROPRIATE DEFICIENCY) DATE 

Medical Staff Members are responsible to 
abide by Medical Staff Bylaws, Rules and 
Regulations, and all other lawful standards, 
policies rules of the Medical Staff as well as · 
those Hospital policies required by state or 
federal law or by the standards of national 
accrediting organizations such as Joint 
Corrunission (or equivalent at the discretion 
of the Medical Executive Committee). 

SNMH Medical Staff Bylaws include 
routine monitoring and evaluation and 
corrective action to be taken for physicians. 
The Medical Executive Committee and peer 
review committees are responsible for 
carrying out delegated rev.iew and quality 
management functions. They may counsel, 
educate, issue letters of warning or censure, 
or institute retrospective or concurrent 
monitoring in the course ofcarrying out 
their duties without initiating formal 
corrective action. Comments, suggestions 
and warnings may be issued orally or in 
writing. The Practitioner shall be given an 
opportunity to meet with the Medical 
Executive Corrunittee or the peer review 
committee. Any informal actions, 
monitoring or counseling shall be 
documented in the Practitioner's file. 

'Medical Executive Committee approval is 
not required for such actions, although the 
actions shall be reported to the MEC. 
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[ 11 ,..,.,.,; 10/2112011 
- --~- - ­

~1 1\LEI , ,,., ..l 5S ur·, :,,... 1•. Ill' ,:111Jf. 

16$ Cluscn Way. li,.,.,s V.lllcy, Cl\ 9S!WS )/23 )fE;l/"UA COUNIVSiorra M•vat.l• Mu111orlal l/0111pit,d 

-- ---, ­
(IOjl:\ 1111111~-·t ';1111~1'11..NI OJ lllto,;1111,.ll~ 

PRl fill (b"Ctll)ffll:...NI.Y MJ:i I tit. ~J.11 1,1-l:l>l,O It>' FULL 

rAn !?1'1,111 .. 1,mv ,)ft Is,: tO~Nl II YIN<l lNHIIIMAIIIWt

.011 . 11. 1-'.lt·ent I's rP.etJl<J wa-, 1eview4etJ 
1-'at1c•1t t wdl:l atlrr111l~d to the tiospilal, ,,n a 1 

Iwith rl1A!J110S1is lh;:il 1ndurlJ!<I sepsis (hlo<J.t 
111f11cuor1) duo 10 usµ1ralio11 1mP.111110111a (h1111,1 
1nl1::r;t11,11 duo to ,,,h,ll•~d food p:.111Jcl,3s) 

111 ,nl Hllt!r\llOW cm 10/ 10/ I l ut Q:20 am. V-1:;1tor A 
:it;ited lh.~t ~ , - I th ,ee furruly mernbers ;J11d 

I 
throe lrn:mds 01 I ':ii:e111 I w~1e i,1osent in Im~ 

hosp1t:1I mnrn wt,~n Pa11~n1 rs phy'ilQan lMUJ 13 
~!'l~r,ell ltie , oom, Visitor A :.lated tlldl MO ~ 

doscus~tl 1•,l1t1.ml i-, n1t-!t!rcul ,:n,.:l and cuo:hhl')ll m 
,Je1a,1 111 front of thl! y ll"'9l!t 1t1 the I QC)jll wilho,,I 
S-0cu11r1\I Pal1t.lnt l's oe1mn;s1on to rto so V1s11or A I

J exp1e:5su11 ,;.onc~m !1•1i1t sc11s1t111•l med:i:;c,I 
rolo1mut1011 was isl111red .ind ,:ould µuss1bl\f 
,1<.lversely .iffcct l-'ut1cnl 1 rf ,I becarno 1iul>lrt~ 

r11lom1~tum 

I
011 9/ IJI 11 ut 11 30 am. ~u n r.onhnnetJ ne spoKe

to r>at10111 I t111ll Ins guo:sts regarding h1:t mtxlical 
r.:ondlllon w1thout getting permission because ho 
wanted Pot1tml 1 lo mcpenenc:e peer pressure lo) I
c:nanut, h1!1 llehav1ors to protect 111~ hofllth 

On 011311'. thi, racl11ty·s dc>..:umo11t, titled. "P11v,1i.;y 

am.I Uata Secunty Traimng 1-1..:,ndbook • d,llt1J IIWJ, 
was rov•nwP.r1 rhe limvlbO.)k rea1' ur'lr1ar 1he 

I 
scll:!ncmo for ~pie at lht! bellsllle, "Prior to 
1ntcr..\j;Uor1. ask visitor!> lo step out tor ii rpnmenl 

I he p.t11e111 shoJulJ be .a::.kcd who. ai '"''19 lms 01 hlir 
t..u,11ly .ind fnenus, 111.:iy be ,1l10Ywa-J to rcco:ve lherr 

. proterte.d t>e111th 1olor111at1on (Pl U) •· 
..,._

! 
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l'K•N1nr1•·s l'l)N Ul-<.:OMiU.CIIUM 

tl/lCW !;()lllllt.l;r r,;t' llt: r1tJl'11!llf)(AI) II!: •:A,l'iS 
 ,;UMPU:rF. 

ALI F.fl~ NI I •} •• ) II If """"OPlUII rE Dt.l N:1' NevJ 
 01,ft 

1-- - - - -- - - - - ---· - ------l 
P..:1 thl' ~ktl1c:1I Sl:tll Bylmvlo. lhi: criteri.1 
for initia1111111,r <'1111r.:,·1iw Al 1iu11 .~1,11c. 
1\ny p•Hllll may providt· 111limnatiu11 to till· 

Ml•1 lical Staff ahu111 llll' c11111luct, 

1i.:llu1111a111·c• 111· c,1111pt·ll·11,·1• ut' it~ Mt·111l1t·1,; 


1\ t 111rc~tivc ar1h111 111w:..ligati1.)I\ may he 

,i1111iall'd wht·nL·WI' rdlal.,I"' i11for 111ati1111 

1mli1~1h."~ 1lia1 ,I l'lokilil·al Staff Mclllher nmy 

have t:11)!.lgc,1 in. mt11IL!, nr 4•-ch ihitt"rl act~. 

,ta1c1nc111~. th:OIC'.11\nr. u1 prolc~~innal 


jnm•lm:1, l!llhcr wllhin or outi.itJc ufllw 

11i~dy 
l lu~pilal. anti the: ~urn: ts or i:1o ~a!.11nahIy

Ill he. 

I J>c1mnc111.,I to Jllllumt ,.ifcty ur lo Ill!! 
.J.:h11l'ry ul quahcy (Ml1cnl l·,m:: 2. 
h1w111,1i Ve lo lhl' Htl:>pllal t11)c!ralions.; \. 
( l11clh11:al ,·11111l11ct • $ hi i:11111raw111io11 ,,t I 
~n: Uyl,,,..,,, 111,• l<uk, m..1 lkgulations uf ahe 
~ktfo:nl ~lafl "r l)cp,u Imcnt:ll poli~ •~·\ ;md 
~1·or~,ltll'e,; and rhn,~ p11lki<"s ol the I lo,pi1al 
~,·qnu·l.'tl by ~rate- .-,r li.'dcral law or by the ; 
laml:mls 111' n:11 iu1111I ,ICl'fl'dll11lg I 
fX,11111,IIIIIIIS !,lldl ,I foint l 'lllllllliSSil>II (UI 
,111i vall·nt:I u1 '5. Tl1c Mc111h,;r has sus1ain.:cl 

· lo!Ulll111;11·y ,uspi:mion 11r limitation of 
,, ,vik l!,I,!.,\ ;1t ,m111hcr hospiial, fur medit·:11 
l!ociplinat )' l':111~4' ,,r ICU~Oll. 

INMH worldnn:..: un: 1..:q11111:.I lo rcpurl 
fu..,pc,·1t-.J µiivacy lm:.1chc~ 1hrn11gh ~eYc1.il 
l,1,·,·h:1111,, us, ind11,ling rq1r1ning lo thei r 
~!11w1 vnor, lhwuih the l:v.:nl H.qJ1J1llll)! 
:o.yi-tl'rn ! IVOSJ, to lht F<1dh1y Priv:1q 
I 1:11.,.,11. ur h• lht· I li}llll!Y lk.rlth llotlim: f111 

__Jfil,;:,,IJl!Jliun. 

­
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On 9/1.3/11, the ticility's metlical staff rules and ,

rog11l,1tio11s, dated iii 1,111 ·f , wc,ro reviewed Ihe 

!rules and regulations read undr-r t1111 section, titled 
"Modic.JI Staff and Allied Healtil Profession.ii (NIP) .
Code of Conduct.'' that "P,-ac;titione1s and /\HPs I

1 
shall maintain confidentiality of patient crire 

II
infamwlinn where physically possible, in d 111dt111er , 

consistent with tt1e HIP/\/\ (Healtll Insurance /

I Portab11ily c111rl /\ccountc1hifity Act) :-md state law 

!::,.::::,;:·:'d::'"':d:::,,~:::::"''..::::u°':.Code of 

J Ett11rnf l::lehav,or" dalml 4127/1 ·f, indicated that ,

\ pt1ysician's were not tu sharP. patient 111forn1atio11 in ,

an una11t11orized manner. 

On 8/13/11 at 2 50 pill, At1111i111stralive (/\dm111) St..iff 
!C was cisked how physicians are trained on t11e 

privacy and conf1dentwlity of patient's medical 1
I information Ad111in Starr C stated tho medical 
executive _corn,nittee t1au recently _implemented, ,

I"required nut not mandatory education." Admin 

I Staff C was unable to explain what that term 

I
actually 111eant Admin Staff C conhnned tliat MO 8 
was sent the tra1111ng on c.::011f1dent1altty but the 
acknowledgernent of trainin!J had not been returned i
to her office. i\dn11n Stdff C further stated that the 
111cdic..il st..iff was expected to follow the scinie rules 

i of confidentiality as the t1ospital employees. 

on 10;20111at 230pm. Au,nin Staff c!
Iacknowledged tlrnt Patient 1's right to pnvar;y of l1is 
1 
/ med1c,cil info11nation was violated. 

111 ' l'R<lVlnt·f{'S l'\AN or ,;oRRECTION 
(t/\CH ,;01ml'Cl IV/· A,;/ ;IJM $HOUL/l lllc 1:1 w ~s - I 1:1JMl't I: IE 

llHHlHl

s,,.;;~,:;,,hc,s 
<' f.O f ll 1111 APPHI WRl\[T . ff l'I N 'Y) ' 

M,<tic,I ,,,., :..,~,,~'.;~~___:'"__ 
lomply with hospital reporting n:quire,~t~,:;: I 
/through many (but not all) of the same J 

imechanisms bei:ause the I 
\ 

!Medical Slaff Bylaw~. whieh govern their j 
ibehaviur, require compliance with lhL~ i 

llluspital', policies. SNMH ntunitors privacy ' 
breaches aml reports compliam.:c, trends and 
.audit results which are suh111ittcLl mo11th!y tu 
itht: E:u;rntive Council aml SNMH 

iLeadership meerings for review. 
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