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For Entity Reported incident CAQ0364764,
ragarding State Monltoring, Thett of Medical
Record, one State

CAmoniu Health and Safety Code, Section
1280.165(a)).

Inspection was imitad to the specific entity
incident lnddoeonot

reported
represent the findinge of a full inspection of the
hospital.

mmmcmmmdm
Health: 32306, Heelth Facilities Evaluator Nurse.

was dentified (sse

executed-solely because it is required by
federal/state law. The following constitutes
Santa Clara Valley Medical Center’s credible
allegation of compliance
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DEFICIENGY)
A 001 Informed Medical Breach A001
Health and Safety Code Section 1280.16 (b)(2),
* A clinic, heakh facility, agency, or hospice shall
also report any unlawful or unauthorized access
to, or use or disclosure of, a patient's medical
Information to the affected patient or the patient's
representative at the lest known address, no later
| than five business days after the uniawful or CALIFORNIA DEPARTMENT
unauthorized access, use, or disclosure has been OF PUBLIC HEALTH
dﬂmd.bv the clinic, hoalth fachity, agency, or
haspioe. . NOV 07 2014
The CDPH verified thet the faollity informed the L &C DIVISION
affected patient(s) or the patient's SAN JOSE
representative(s) of the uniawful or unauthorized
s00ess, use or disclosure of the patient's medical
Information.
A 000 inlial Comment A 000
’ Preparation and execution of this plan of
The following reflects the findings of the California correction does not constitute an admission or
Department of Public Heakth during the agreement of the facts alleged or conclusions
investigation of an entity reported incldent set forth on the Statement of Deficiencies.
oconducted from 8/20/14 10 B/26/14. . | This plan of correction is prepared and
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A000] Continued From page 1 A000
The hoepital detected the Breach of Patient's
Health Information (PHI) on 8/5/13. The hospital
reported the Breach of PHI to the Department on
| 8/6/13. The hosphal notified the patients of the
Breach of PHi on 8/6/13.
A 017 1280.16{a) Health & Safety Code 1280 A017 a. The Ethics & Comipliance Officer 8/6/2013
sent the 17 patients a letter with notification of
(#) A clinic, heaith faciity, home health agency, or the breach.
hospice icensed pursuant to Section 1204, ‘
1260, 1725, or 1745 shali prevent unlawful or b. The Ethics & Compliance Officer met |8/19/2013
unauthorized access 10, and use or disclosure of, with the employee (MD A) whose briefcase
patients’ medical Information, as defined jn was stolen from a locked car to discuss the
subdivision (g) of Bection 56.05 of the Cvil Code privacy violation. The Compliance Officer
and consistent with Section 130203, The and MD A developed a new process for MD A
department, after ivestigation, may sssess an to obtain a copy of his patient schedule. MD A
administrative penalty for a violation of this agreed to have a staff member'scan and email
‘gm ofup to WM| m"d“ ! 'm' I or fax the document to his main office, thus
&“ 000) por p;ﬂﬂﬂm t “m rati , eliminates the need to remove paperwork
modm and up to seventoen containing PHI off campus.
MM of mh‘:;& ﬁm per c. The Ethics & Compliance Officer and |8/20/2013
unauthorized access, use, or disclosure of that the employee’s supervisor, OB/GYN
patients’ medioal Information. For purposes of the Department Chair, met and implemented
westigation, the department shall consider the corrective actions, including:
clinic's, health fackity's, agency's, or hospice’s
history of compiiance with this section and other I The OB/GYN Department Chair  |11/9/2013
related stals and federa! statutes and reguiations, emailed all department staff reminding them of
the extent 1o which the facllity detacted violetions the importance of protecting PHI and
and fook preventative action to immediately providing examples of how to reasonably
ootrect and prevent past violations from recurring, safeguard PHI. A copy of the email message
g
mmuﬁmnw&ymm@r is attached,
depariment shak have Al dlecteton to conaider
all factors when determining the amount of an
administrative penalty pursuant 1o this section.
and Cerliication Divieion
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A017| Continued From page 2 A0I7 12 All staff members were required to | 11/21/2013

confirm receipt and review of Department
Chair’s email. A copy of the staff training

tracking log is attached.

This Statute Is not met as evidenced by: ) . .
Based on interview and record review, the d.- The Ethics & Compliance Office will
hospital falied to prevent the theft of patient review all thefts that were reported during a | 12/9/2014
health information (PHI) for 17 of 17 sempled three-month period, from August through
patients (1,2, 3,4,5,6,7,8, 8,10, 11, 12, 13, 14, September 2014. Analysis will be conducted
15, 16, and 17), when a briefcase containing PHI | . to confirm that any potential patient privacy
was stoten from a hospltal physiclan's {MD A) issues have been appropriately addressed.
locked car. The faillure resuftad in disclosure of Monitoring results will be reviewed at a
17 Mbnts PHI, 1o an unauthorized Individual(s). convened monthly meeting of the Quality &
Findinga: Compliance Working Group, and additional

' corrective actions will be implemented as
The Gllfgﬂil D?mf:w Health - indicated.

indiceted, on B//13, MD A's car had been
burgierized, and a briefcase was stolen which
conained PHI for 17 patients. PHI disciosed
inoluded patients’ names, ages, and diagnosss or
reason for visk, clinic name, and appointment

During an interview on 8/20/14 at 12:20 p.m,, the
wﬁosandcomplaneoomoor(EOO)mMD
A's car had been broken Inio on Fridey 8/2/13,
and his briefoase stolen. The briefcase contained

a schedule book of his appointments, with the
names, .nmdhgmummformh
lot17hospkalpahm ECO state

During an interview on 8/26/14 at 00:15 a.m., MD
A stated he went 0 an event from wori, and
placed his briefcase in the passenger
compartiment of his car. MD A stated his car was
stationed in & parking lot and someone broke &
car window 1o get In, andiookﬂnbmfuu

and Ceriificetion Divieion
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A017| Continued From page 3

which was not locked. MD A stated k was late at
night when he returned to his car, and he needed
to return home, 80 he did not call the police. MD
A aiso stated he had been able to print another
schedule for the 17 patients, which indicated
patient names, dates and tmes to be seen,
madical record numbers, and possibly the reason
for the appoiniment, e.g., diabetes follow-up, but
no social security numbers were disclosed.

Areview of a copy of a letier dated 8/6/13, from
the hospital to the affectad patients, indicated MD
Ahad reported his briefoase had besn siolen on
8/2/13. inside the briefoase was a schedule book
of the patients MD A was to sse. The disclosed
information Inciuded patient names, ages,
diagnoses/reeson for visk, cinic name, and
sppointment times.

A review of a copy of an slectronic schedule for
MD A, indicated patient names, ages, diaghosss
or reason for visk, clinic namse, and date and time
of appointment had been disclosed for 17
patients.

A review of a copy of the hospital's 10/15/09

*Safeguarding Protacted Health Information®

/| poficy indicated, files and documents cortalining
PHI must be adequately safeguarded against

.unauthorized access and disclosure.
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