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The following reflects the findings of the Department
of Public Health during a complalint/breach event
visit:

Complaint Intake Number:
CA00224842 - Substantiated

Representing the Department of Public Health:
Surveyor 1D # 16499, HFEN

The inspection was limited to the specific facility
aventinvestigated and does not represent the
findings of a full inspection of the facility.

Health and Safety Code Section 1280.15(a) 4
clinic. health facilty, home health agency, o
hospice licensed pursuant to Section 1204, 1250
1725, or 1745shall prevent unlawful ol
unauthorized access to, and use or disclosure of,
patients’ medical information, as defined ir
subdivision (g) of Section 56.05 of the Civil Code
and consistent with  Section 130203. The
department, after investigation, may assess an
administrative penalty for a violation of this section
of up to twenty-five thousand dollars ($25,000) pei
patient whose medical information was unlawfully

A. How correction was accomplished:
Upon hire, every RCH staff member:

* Signs the RCH Code of Ethical Conduct
which includes an acknowledgement off
understanding of patient rights as it pertains to
privacy and confidentiality ol medical
information. Responsible: Vice President
Human Resources.

« Attends mandatory and documented
cmpluyee orientation during which
compliance education and training are
provided by the Compliance Ofticer regarding
federal, state, and hospital-specific

lrequirements governing patient rights to

privacy and confidentiality of medical
information. Responsible: Vice President
Human Resources.

« Completes annually "General Requirements:
Every Employce Needs" assessment
("G.R.E.EN." book) as a term of continued
emiployment. Responsible: Viee President
Human Resources.

* Stall’ Nurses attend mandatory {(documented
nd sign-in sheet required) six-hour

or without authorization accessed, wused, or - ]
disclosed, and up to seventeen thousand five :omplu_mcc gducuuon every Lwo ye: sas i
- erm ol continued employment. Responsible:
hundred  dollars  ($17,500) per  subsequent Vice President Human Resources.
occurrence of unlawful or unauthorized access,
use, or disclosure of that patients’ medical » Receives at home via USPS mail biannual
information. AA reference providing "DOs and
ONTs" guidanee as it relates to protection of
EGULATION VIOLATION: ‘:licnl hu‘ullh information. Responsible:
Title 22 70707 Patients’ Rights Vice President Human Resources.,
Event ID:0G3211 4/19/2014 4:45:58PM s / /
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Any deficlency statemant ending with an asterisk {*) denoles a deficiency which the inslitution may be excused from correcting providing it is determined
thal othor safeguards provide sufficient prolection to the patients. Except for nursing homes, the findings above are disclosable 90 days following the date
of survey whether or not a plan of correclion is provided. For nursing homes, the above findings and plans of correction are disclosable 14 days following
the dale these documents are made available to the facility. If deficiencies are ciled, an approved plan of correction is requisite to continued program

pariicipation.
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Staft' A signed the Code of Ethical Conduct. 2/23/07
(0) A list o.f these patlenl.s' rlg.hts shall b.e posted in Stafl A attended employee general 3/12/07
both Spanish' and English in appropriate places S rien Gition.
within the hospital so that such rights may be read
by patients. This list shall include but not be limited Lvery year between 2007 and 2009, Staft' A
to the patients' rights to: completed the G.R.E.EN. book assessment.
Staft A attended compliance education every
(8) Confidential treatment of all communications Lwo years.
and records perlaining to the care and the stay in
the hospital. Written permission shall be obtained l’l was discovered during a muting.‘ audit that 4/1/10
before the medical records can be made available Slul'l'/\h‘ad u_cccsscd.lhc cleclrpmc health
to anyone not direclly concemed with the care. rccurd_u! ll’:mcnl I without Patient 1's
authorization,
Based on interview and_record review, the facility Per RCH policy, appropriate disciplinary 4/6/10
falled to maintain the privacy and confidentiality of corrective action was taken by the nurse
three patients (Patient 1, 2, and 3) medical records, munager and director of Medical/Surgical
when three employees inappropriately accessed Services.
the patients' electronic medical records without
authorization.
FINDINGS:
On May 04, 2010, a self reported facility incident
was Investigated regarding three employees at the
hospital breaching the electronic medical records of
Patient 1, 2, and 3.
According to a facility letter to the Department
dated April 07, 2010, the facilty conducted a
routine privacy audit on Aprii 01, 2010, and
discovered that three employees had
inappropriately accessed the electronic medical
records of Patient 1, Patient 2, and Patient 3, who
are also employees of the hospital.
During an interview with Employee A on May 04,
2010 at 9:40 AM, he stated that he conducted the
Event ID:0G3Z11 4/19/2014 4:45:58PM
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Stafl B signed the Code of Ethical Conduect. 2729/08
privacy audit on April 01, 2010. He stated that: Swlf B attended employee general orientation,
E 3/10/08
Patient 1's medical record was accessed on
March 25, 2010and March 26, 2010, without Every year between 2008 and 2014, Stafr' i3
authorization "for no reason" by Staff A. Patient 1's completed the G.R EEN, book assessment.
spouse gave permission to release information to
staff, but this breach occurred prior to this Every two years between 2008 and 2014, Staft
permission. B attended compliance education.
Patient 2's medical record was accessed on 1t was discovered during a routine audit that
March 27, 2010, without authorization by Staff B, M i, b A il
ho is a friend of Patient 2 Stalt' B had accessed the clectronic health
e 't'en ol a len. ) record of Patient 2 without Patient 2's 31714
Patient 3's medical record was accessed on silasization
March 24, 2010, without authorization by Staff C
who “was curious”. Per RCII policy, appropriate disciplinary
corrective action was taken by the nurse
Employee A also stated that the facility does manager and director of Telemetry. 4/5/10
routine audits when an employee is hospitalized.
"We tell staff that we audit and they know they can
be tracked whose chart they access."
The facility failed to prevent access to confidential
medical record information and safeguard Patient 1, .
2, and 3's medical record against use by i
unauthorized individuals.
Event ID:0G3Z11 4/19/2014 4:45:58PM
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Staff C signed the Code of Ethical Conduct,  |a/30/06
rrivacy audit on April 01, 2010. He stated that: Staft C attended employee general 210006
orientation.
Patient 1's medical record was accessed on
March 25, 2010and March 26, 2010, without Every year between 2006 and 2014, Stafl' C
wthorization "“for no reason” by Staff A. Patient 1's completed the G.R.E.E.N. book asscssment.
jpouse gave permission to release information tc . ) o ..
oaff, but this breach occurred prior to this [S(“"&l“l‘: “ ‘;""; l?”“",‘.," "_(30‘(’1‘"]"'[.‘ i
permission. Sta attended compliance education.
: . 3
Patient 2's mgdlcal record. wgs gesssed_e, It was discovered during a routine audit that
Marc.h 27, 2010, M‘nthout authorization by Staff B Staff C had accesscd the electronic health 1/110
who is a friend of Patient 2. record of Patient 3 without Patient 3's
Patient 3's medical record was accessed or author -~ tion.
March 24, 2010, without authorization by Staff C
who "was curious”. Per RCH policy, appropriate disciplinary
corrective action was taken by the nurse 472710
Employee A also stated that the facility does manager and dircctor of Medical/Surgical
routine audits when an employee is hospitalized Services.
‘We tell staff that we audit and they know they can
be tracked whose chart they access." . = % s
To date, additional breaches of patient
= ) . confidentiality have not been detected for
Thz . facility fa:jlh?df to p'revent daou}ss todcgnfl_dentla;l Staft B or Staff C. Staft A is no longer
nedical record in orr.natlon and safeguar atient employed at the facility.
, and 3's medical record against use by
inauthorized individuals. B. ‘Title/position of person responsible for
carrection:
Vice President, Paticne Care Services
Director, Medical/Surgical Services
Dircctor, ‘Telemetry
Vice President Human Resources
HIPAA Privacy Otticer
HIPAA Security Officer
Event ID:0G3Z11 4/19/2014 4:45:58PM
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C'. Monitoring process o prevent recurrence
. . ) of deficiency:
privacy audit on April 01, 2010. He stated that:
Maonitoring Process:
Patient 1's medical record was accessed on RCH processes are structured to self-detect — [4/1/10
March 25, 2010and March 26, 2010, without unauthorized access o protected patient health
authorization “for no reason" by Staff A. Patient 1's information and patient identifiable
spouse gave permission to release Information to information. The deliciency was discovered
staff, but this breach occurred prior to this by the tacility during a process whereby
permission. nl)ul:nc qmlllls l;;;‘c pc:l()]nx1ccll ol ucl';:c.ss o l'll“;l
i : 2lectronic health record system. Responsible:
FBial Zip froclcE] tpoded was RpRoasslNR HIPAA Privacy Oflicer and HIPAA Security
- =" y ac er & A Security
March 27, 2010, without authorization by Staff B, Officer Y v
who is a friend of Patient 2. 471710
Patient 3's medical record was accessed on The auditor reported the findings to the
March 24, 2010, without authorization by Staff C hospital Privacy Officer who conducted an
who "was curious”. investigation with the assistance ol the
hospital Compliance Officer, Vice President
Employee A aiso stated that the facility does of Human Resources, and the nurse dircetors
routine audits when an employee Is hospitalized. who managed Staft A, B, and C. Responsible:
“We tell staff that we audit and they know they can HIPAA Privacy Officer and HIPAA Security
be tracked whose chart they access.” Officer.
" . . ! Jithin live calendar days. disciplinary action  [4/6/10
The facility failed to prevent access to confidential Widhin five ealendar days plunary G
: was taken against Stafl' A, B, and C.
medical record information and safeguard Patient 1,
2 and' 3‘? ‘n?edlcal record against use by The facility self-reported to CIPH. A0
unauthorized individuals.
The facility continues to self=monitor its
compliance with federal and state
requirements and facility privacy and seeurity
policies by conducting both quarterly audits
and randont audits. This process is in fact is
what led to the facilities discovery and good
faith selt-disclosure, To date, these sclf-audits
have revealed no further oceurrences of
unauthorized stall access to patient health
information. Responsible: HIPAA Privacy
Olficer and HIPAA Seeurity Officer.
Event ID:0G3Z11 4/19/2014 4:45:58PM
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Lducation & Training:
privacy audit on April 01, 2010. He stated that: Upon hire, every RCH stall member is
required to sign the RCH Code of Ethical
Patient 1's medical record was accessed on Conduct which includes an acknowledgement
March 25, 2010and March 26, 2010, without of understanding patient rights as it pertains to
authorization "for no reason" by Staff A. Patient 1's privacy and confidentiality of medical
spouse gave permission to release information to information. Responsible: Viee President
staff, but this breach occurred prior to this Human Resourees.
permission. ]
Patient 2's medical record was accessed on Each newly hired employee, subcontractor, or
March 27, 2010, without authorization by Staff B, \lgllxlllccr was alwleldaxtcnl o zltlgng a on.c-day'
] A p (eight hours) of general and elinical orientation
who is a friend of Pa"“’”" 2 during which one hour is dedicated to the
Patient 3's medical record was accessed on privacy, security, and confidentiality of
March 24, 2010, without authorization by Staff C protected health information, patient advocacy.
who "was curious”, health care laws, and corporate compliance.
Responsible: Vice President Human
Employee A also stated that the facility does Resaurces.,
routine audits when an employee is hospitalized.
"We tell staff that we audit and they know they can As a term of continued employment, ¢ach
be tracked whose chart they access.” Imnployce is required to complete "General
Reguirements Every Employee Needs™
The faclity failed to prevent access to confidential assessment (".G.R‘.[E.l".N." book) annually, a
medical record information and safeguard Patient 1, component o'l \\-'I}lcll’ uddrcssgs Ellc protection
2, and 3s medical record against use by ol privacy ol patient’s hgul(h information,
. ; " Responsible: Vice President Human
unauthorized individuals, RS SEae:
Each patient care employee is required to
attend (sign-in sheets are maintained) every
two-years a six-hour compliance refresher
session during which a segment is dedicated to
privaicy, security, and confidentiality of
protected health information (PHI).
Responsible: Vice President Human
Resources.
Event ID:0G3211 4/19/2014 4:45:58PM
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On a semi-annual basis, a HIPAA privacy and
. i . sceurity reference guide is distributed via
privacy audit on April 01, 2010. He stated that: USPS mail to all employees, volunteers,
subcontractors, and medical stafl providers.
Patient 1's medical record was accessed on Respansible: Viee President Human
March 25, 2010and March 26, 2010, without Resources.
authorization "for no reason" by Staff A. Patient 1's
gpouse gave permission to release information to D. Datc immediate correction nf'(lcﬁciency
staff, but this breach occurred prior to this will be accomplished:
permission. - 51 3
Patient 2's medical record was accessed on Staf A: April 6, 2010
March 27, 2010, without authorization by Staff B - ’
4 : T . Stalt'B: April 5, 2010,
who is a friend of Patient 2. . i
Patient 3's mgdical record‘wafs accessed on St C: April 2, 2010,
March 24, 2010, without authorization by Staff C
who “was curious”.
Employee A also stated that the facility does
routine audits when an employee is hospitalized.
"We tell staff that we audit and they know they can
be tracked whose chart they access."
The facility failed to prevent access to confidential
medical record information and safeguard Patient 1,
2, and 3's medical record against use by
unauthorized individuals.
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