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A ooo Initial Comments AOOO 

The followlng re11ects tha flndlngs of the Caltfomla Department of Public Health during thetrwestlgatlon of an en1lty rejlorted incident conducted on 2/6/14. 
For Entity Reported Incident CA00304291 
regarding State Monitoring, Loss of Medical Record, a State daffoiancy was Identified (seeCalifornia Heafth and Safety Code, Section 
1280.15(a)), 

... .. ·Represemlng-tlta.Callk>ma OepaFtmentof·.Publle·- ·Health: 26721, Health Facilities Evaluator Nurse. 
Inspection was limited to1he entity reported 
i1cld.ant Investigated and does not represent the findings of a full inspectton of tl'le hospital. 

The facility detected the breach on 4/19112. The 
facility nottflad patients of thl:l breach on 4/2:3!12. 
The facility notified the Department of the breach on 4/23112. 

A001 Informed Medical Breach A001 

Health and Safety Code Section 1280.15 (b)(2), 
•A cllnlo, health facility, e.genoy, or hospice shllll 
also report any unlawful or unauthorized access 
to, or use or disclosure of, a patient's medical information to the irlfected patient or the patient's
representatlve at the last known address, no rater 
than five business days after the unlawful orunauthorized access, use, or disclosure ne.s been 
detected by tha cllnlo, health facility, agency, orhospice.• 
The CDPH verified tllat the facility lntonned theaffected patient(a) or the patient's represantative(s) of the unauthorized unlawful or 

Ucenslng arid Cllf1illcat!on DM9Jon 
LABOAATOR\I OllU<CTOR'S OR J>f!OVIDEP./SUPPLIER REPRESENTAllVE'G SI 

STATE FORM 

N (EACH CORReoT OULD BE CflOSS.Rs:ER!:NCED TO THE 2ROPRIATE 
tlEFlCjENCV} 

Preparation and/or execution 
of this plan of correction does 
not constitute admission or 
agreement by the provider of 
the truth of the facts alleged or 
conclusions set forth on the
Statement of Deficiencies. This 
plan of correction is prepared 

and/or executed solely because 

it is required by state law . 
As acknowledged In the 2567 
(p.3), the Hospital )otifled the 
agency of a "potentlaf' 

Incident, during an ongoing 
investigation In order to err on 
the side of timely notice under 
the statute. The Hospital 

learned of the potential

incident on March 191 2012 (not 
April 19, 2012, as reported In 
the 2567). In an abundance of 
caution, it notified the agency 
and possibly affected 
individuals on March ...J 2012 
(not April 23, 2012, as reported
in the 2567). The Hospital 

pursued and subsequently 
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A 001 Contl.nued From page 1 A 001 
access, use or dlsclosure.oftha patfenfs medical lmormation. 

1280.15(a) Health & Safetv COde 1280 
(a) A cllnlc, health facility, home hOOith agency, or hosP,lce Ucensed pursuant to Section 12.04, 1250, 1725, or 1745 shall prevent unlawful orunaU,thoriZad ae<:ess to, and usa·or disclosure of, patlentlt med!cal rnformatlon, as defined in 

.. Sectlon.56.05:of tbe. CM I.coda. 
and consistent with S6Ctlon 130203. Thedepartment, after Investigation, may asseoa an 
admlnlstratlve penalty for a violation of thissectfon of up to twentyẩflve th!JOsand dollн 
($25,000) per patient whose medical information 
was unlawfully or without authorization accessed, used, or dlsclẬed, and up to seventeen thousand five hundred dollars ($17,500} persubsequent ocoorrence at unlawful or·une.uthor!Zed access, use, or disclosure ofihat 
pa1l3nts' medical lnformatfon. For purposes of1fle fnvestfgatkm, the department shall conslderthe 
clfnlc's, health facility's, agency's, or hospice's history of compliance with tl11s seot!on and 01her 
related state and federal statutes and regufatlons, tha extentto which tha facility detected violations and took preventative action to lmmedlate!yoorrectand prevent past vlolatlons from recurring,
and factQrS outside Its control tfuu restricted the
,faclllty's ability to comply with this sectlon. The department shall have full discretion to considerall factors when determining the amount of anadministrative penalty pursuant to this section; 

(l<ACHPROVJOEFl'S Pl.AN OF CORRECl'ION 

CElRRElffiVEACTION 'SHOULD BE 
CROBS.REl'ERENOEDTO TH! APPROPRIATE 



DEFICIENCY} 

concluded Its Investigation, and 

found no "unauthorized" access 
as defined In CA Health & 
Safety Code 1280.150)(2) 
('"Unauthorized' means the 
Inappropriate access, review, or 
viewing" of patient medical

information). 

.Contemporaneously with its 
Internal review two years ago,

the Hospital checked its pollcles 

and procedures and confirmed 
that it had several reinforcing, 

preventative policies, tools, and 
training in place. These are 
described below. In addition, 
because the Hospital believes 
its program . can always be 
further enhanced and 
improved, It took additional 
actions to prevent recurrence. 

These actions were taken In 
2012, as described below, and 
In subsequent years {2013 and 
2014), prior to the 

Department's visit on February 
6, 2014 to inquire about the 

preliminary notice ofa 
Uceomg and Cenlllcallon DMsloo 
STATE FOAM ..... 01'1411 1f oontlr.u"11on sheet 2 of 4 CALIFORNIA DEPAẪTMENFOF PUBLIC HEALTH 

MAR 2 6 201' 
l &: C DMSIONSAN JOSE 



r.qllfornia Decartmerrt of Public HeaJth 
______ _ 

02/llR/2014 

Cenmcatlon 

PRINTED: 02/25/.2014
FORM APPROVED 

STATEMENTOFDEFIClelCIES ()(1) PROVIDER/9UPPl..IEfVCUA ()C2) MULTPLECONSTRUC110N AND f>l.AN OF CORRECTION IPOOIFICA110N NUMBli.A: A. BUILDING: 

CA07000134S B.WJOO c 

NAME OF PMVIDJ:R OR SUPPLIER 

LUCILE SALTER PACKARD CHILDREN'S HSP, 
aTREET ADDRESS, CITY, STATE, 21 p CODe 
72$ WELCH ROAD 
PALD ALTO, CA 04304 

l,X4) ID SU7M/\RY STATEMEUT OF DEFICIENCISS 
PREFIX (EACH ID DEFICI!!NCY MUST BE PRECEDED BV FULL • PREFOC TAB REGULATORY OR l.60 IOENTIFYTNO INFORMATION) TAG 

A017 Continued From paga2 A017 
This Statute Is not met E\9 evidenced by: 
Based on Interview and record review, the 
hosplta.l failed to prevent unauthorized accsss to medical Information for 45 patienls (1-46}. A 
ptiannaclst resident (PR) entered medical 

· lnfurmatlon for the 40 patlenm on a flash drive (asmall electronic media storage device which port ot 
·plugs into Ula USB a compumr): PRplaced theflash drive in a coat pocket and left thehospital. L.arer that day PR could not find tile flash drive. After a search the flash drive was notrecovered. palfent Information Included · 

· · · ·  ·· ·· nmtra·; . 

.. dlrurofThe tllntr,"n'fE!'ilrcatl'eoofifn'Omtmr;· . ... ,... 
medication administration reoord, and the department where the patients were treated. Tileflash drtve was not encrypted (made secure bl( locking the Information Into code} and ooukl 
therefore ba accessed by anyone In possassion 
of the flash drive. Findings; 

The Department received a self-report dated4/23/12 via facelmUa Indicating the hospitaldetected a potentlaJ svant of unauthortzed disclosure of. medlcal lnfonnatlon for 45 patients.

During an llllervlew and record review on 2/6/14 
at 11:19 run., the privacy Officer (PO) provided a 
1191of45 patient names and stated medical Information for these patients had baen.repotted lost by PR. 

Dtlring.an Interview on 2/11/14 at 0 a.m., PR·stated' the following: She worked aa a physlo!an 
In the hospital pharmacy department. In order to 
work at home on a presentation for other staff, PR entered lhe name, date of birth, medicalrecord number, medlcaUon admlnistml:lon record 
for a specific medicine (Intravenous 
lmmunoglobulln or 'MG') and the department on flash drive.

·· ·· ..

where 45 patianta were treated, a llcansfng and Division 
STATE FORM .... 

PROVlOEA'SPLA"OFCORAECTION 

CROSSflEfERENCEOTOTHEAPPROPRL!CJ'E 
(EACH CORRECTIVE ACTION SH0\11.0 ae 

DEFlaENCV) 

potential Incident given in 
March 2.012. 

Contrary to HospiлI pollcles,

proceciures, toolsẨ and training 

previously established to 
prevent unauthorized or 

unlawful access to patient
medical information, a 
pharmacy resident (PR) failed
to take sufficient action to 
protect patlent Information in 
her possession. While the PR 
had legitimate work-related 

access to and use of the patient 
information for a pharmacy 
project, the PR did not adhere 
to explicit, written polf cy and 
training that prohibited medical 

information from being stored 
on an unencrypted device. In 
addition, the PR did not adhere 
to written pollcles and training
that staff must ensure physical 

control of the device at all 
times. The PR placed the 

device In her coat pocket whUe 
at work and did not store it 

OT1411 
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A017 Continued From page 3 
The ftash drive was not encrypted. On 4/17/12, In the afternoon, PR stated she placed 'Iha flasll drive In a coat pocket and went to a shopping
area. and 1ha11 homậ Later that evening she 
noted the f1!1Sh dnve WBH hot in the coafpooket On 4/18/12 PRsearched lhtj ar0aa she tiad beenJ:ha da.y before but did not find tile flash drlw. On 4/18/f2 PR notiflad Iler manager of the lost flash 
drive. 

On 2/11114 review of the 9/2011 po!tcyand procedure tltled "HIPPA Security; Media Use, ·Trararpnrt, ·and·Stora:gEf·inrtlcated -wh'errmedla •which contained protected health infonnatioriwas 
be!ny transported, it must be sooure. llla policy further Indicated media which contains protected.health infonnation must be encrypted. 

A017 

PROV1DER'S P!..AMOFCORRrotlON . • • 1)(61(EACHCORRECTNEAOT\ONSHOU..Oec C::OldPLETE CROSS·REFERENCED TO ifiEAPPROPRJATE DA'l'e 
DEFlCENOY)

securely In her office when she 
left for the day, Rather, after 
leaving work with the thumb 
drive In her coat pocket, and . 
being in a public area for a 
period, she returned to her car, 
removed and folded her coat, 
and placed. lt in '):he back seat of 
her car. It was later that 
evening when the PR noticed 
the thumb drive was missing.
The thumb drive likely fell from 
the pocket when the PR 
removed her coat, folded and 
placed the coat in her car that 
was parked in the pprklng lot. It 
is atso likely thatthe device was 
destroyed by the PR's vehicle 
or another vehlde during

parking as there continues to 
be (two years. later} no 

evidence of unauthorized 
access, review, or viewing. of 
information that was on the · 
device. 
No one has contacted the 
hospital regarding this inc;ident. 

Licenslng arid Certmcatlon DMs1on 
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-

The followfng safeguards were 
In place {!rior to the /1Jcident. 

Policies: 
• HIPAA: Security Mobile ·Device 

Poffcy: 2.4.1. "Security Controls 
for JT and Non· IT Devices: Data 
at rest on the device must be 

encrypted using the strongest 
encryptfon supported by the 
device." 

• HfPAA: Mob lie Device 
Management · and Usage:
prohibiting storage of PHI on a 
mobile device, defined explicitly 

to include "USB/Flash Drive,"
and articulating risks and 
required precautions ("For 

example, devices can be easily
lost, stolen, or mi+placed 
because of their small size.") 

011411 
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• User Policy "No· 
·PHI to USB drives/portable 
devices without written' 

ipermission from IT Security and 
your supervisor." '1NEVER store. 
confidential data (including • ,  but! 

I 
riot limited to PHI) on desktop,'
mobile devJce.••or ' departmental media without 
written approval from the LPCHẢ 
rr Security Office ... 

I . " 
HIPAA: lntemal Access to 
Protected Health'
Information:· V.B.4.'
"Workforce members receiving.
PHI are responsible for ensuring!
th�t the information isi
safeguarded while In their:
possession." 

Agйeement: 

• 

 
 

 
 
 

Pharma -focused 
• Annual mandatory training on 

Privacy and Security policies 
and safeguards. 

• New ·hire training on Privacy 

and Security policies and 
safeguards. 

ey training: 

OTI411 

.. . 
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OTI411 

• 005}COfJPl..ETE Cli'fE' 

A.wareness Reminders: 
• December 2011, within a 

broadei: privacy and .security
awareness campaign, a specific
awareness poster was posted
throughout the hospital: ''The 
Weakest Llnk...Failfng to 
Encrypt, Failing to Password 
Protect.-Can Break the Chain of
Trust.'' 

Plan .of Correction: 
The hospital proactively
protects the confldentlality and
prlvacy of all patient
information and provides
training to workforce members 
on its privacy policies. As 
prẟvlously noted, the provider 
reviewed Its policles two years 
ago in 2012 after the potential 
incident, but In a contiriual 
effort to Improve its Privacy
Assurance Program, the 
provider will again review its 



DaORrtment Heallfl 
______ _ 

02/0lil2014 

. l 
! 

' 

. " 

Caftfornla of PWl!c 
S'l'Alt:MENT OF DEl'IOJl!NCᕶS {X1) PROVIDl:f'\ISUPPUERJC1..IA 
AND PLAN OF CORRECTK>i'I IOENTa=ICATION NUMBER: 

CAD700D1349 

(.)(2} MUl.TIPLE CONS1RLICTION 
A. EIUtJ>ING: 
B,WING 

PRINTED: 02/25/2014 
FORM APPROVED 

Q<S) DATE SURVEV 
OOMPLEreo 

c 

l'WdEOP PffJVJDER OR SUPPLIER STREE'l" ADDRESS. CITV, STA1E, ZIP cooe 
LUCILE SALTER PACKARD CHILDREN'S HSP 1 

725 WELCH ROAD • 

[X4) 10PREFIX
TAil 

A017 

PALO AcrQ, CA 94304 
ᕨUMMARY STATEMENT OF 06'lOJENCIES 

(EACH DEFICIENCY MUSTSᕧ PFIECEtlED BY F\JLL REGULATORY OR U\O loaffiFYINO INFORMATION) 

CALlrORNIAOF PUeu8?t..@ABENT 

MAR 2 6 201' 

ID 
PREFIX 

TAG 

A017 

(i:ACH 
P.F\OVlDER'S PLAN OF P<lRREC1JON. 
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existing policies and procedural 

controls that pertain to 
safeguards for protection of 
portable media storage devices 
containing patient .inforиtion , and wlll continue to issae 
periodic reminders and 
awareness posters specttic to 
the protection of paper
inform!!tl6n and not leaving
patient information. in vehtcles. 
For patients affected by tbe 
fncldent 
As mentioned above, In an 

abundance of caut;ion while an 
investigation was stlll ongoing, 
the provider notified potentially 

affected individuals. Patients 
were provld_ed with a contact 
name and number to call the 
provider with any questions.

To date, the .hospital has not 

received any q11estlons or . 

concerns from recipients of the 
letter, and the hospital Is 
unaware of any unauthorized 

Ucefll)lng end Certif!cailon DMsion 
STATE FORM .... OT1411 
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access, disclosure, or harm, as 
nunauthorized" is defined Jn CA 
H&s Code 1280.15 and as 
related parts of the 
Confidentiality of Medrcal 

Information Act (CMIA) has 

been Interpreted. {See, e.g.,
Regents of Univ. of California. 
vs. Superior Court, 163 Cal. Rẜtr 
3d 205, cal. Ct. App. (2013) 
(mere loss of possession

insufficient to show breach, 
absent evidence of Improper 

viewing or other unauthorized 
access to confidential 
Information). 

Far other patients having the 
potentfcfl t9 be affected by a 
slmllar indrient 

· For other patients having the 
potential to be affected by a · 
slmllar incfdent, the provider

re-reviewed existing policies 
and procedural controls tQ see 
where controls may be 
enhanced and implemented 

· 

OTI411 
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A017 	 A017 fur:ther measures and
systematic changes (a·s
described below) to prevent 
recurrence. 
Immediate measures to 
prevent recurrence 

Two years ago when the 
potential incident occurred,
immediate measures were 
taken as follows: 

. 

A. 	 In April 2012, the Hospital 4/2012
publ!shed an advisory to all 
medical staff from the Office of 
the General Counsel on data 
security requirements. This 
advisory in the Medical Staff 
Update reiterated State and 
federal security requirements, 
and well-established Hospital 
policies requiring encrypting 
and securr11g PHI. 

· B'. As a result of the pharmacy 5/2012 
resident's vlolation of policies 
and training, disciplinary action 
was imposed. [May, 2012] 
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C. · As part of ongoing training, 4/2012
Pharmacy employees including 
Pharmacists, Pharmacy Interns 
and Students anе Phannacy
Technicians attended a staff 
meeting where l-llPAA Privacy
and Security training was 
provided. This is In addition to 
existing privacy and security 
training.

D. A Database Query Request 5/2012 
process was implemented .by 
Pharmacy . requiring any
pharmacy personnel involved In 
a project or audit requiзng the 
extraction of information from 
the electronic health record 
system to oomplete a Database • 

Query Request Form to be 
signed by the requestor and 
gfve11 ta a pharmacy manager 
for review and signature PRIOR 
to report generation. [May, 

2012] 

E. All new hires must receive 5/2012 

specific department training on 
prжacy compllance. This Is in 
addition to existing privacy and 

security training. [May 2012) 
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F. The pharmacy department
coordrnated · with another 

6/2013 

department for whom the кR 
did certain work, and such · 

department proactively worked 
to prevent a similar occurrence,
through documented. 
distribution of encrypted flash 
drives and. aitical 
privacy/security reminders to 
staff. 

G. Hospital-wide Prtvacy 12/201
Awa.reness Campaмns In 2012,
2013 and 2014 included specific 

lnformatjon reinforclng policy 
safeguards to encrypt PHl. 

H. Retrained the workforce using B/2013 
updated training [August, 20BJ 

I. To further highlight pre-existing 8/2013 
requirements and provide
practical, updated guldanq!,
the Hospital Issued a new 
policy, "Privacy_ and Security

Protection for the Removal and 
Transport of Protected Health 

lnformat&on.n To reinforce pre­
existing policies and training, 
hospital-wide training c;iccurred 
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A017 on this new policy. {August 

2013) 

J. To define and · stanạardize 
sanctions/dlsciplinary actions,
the Hospital Issued a new 
policy, "Patient Privacy and 
lnfonnation Security Incidents: 

Corrective Action {For the 

purposes of this policy,

"CorrectTve Action" means 

san,ctions/disciplinary action.) 

"Taking patient lnfonnation off 

premises and failing to protect 

that Information. '' (Offense for
which sanctions will be 
applied.)

K. Before the incident, the 

Hospital implemented many
safeguards to prevent

unauthorized or unlawful 
acces:s to patient medlcal · 

infonnation, including but not 
· 11m�t�d to encryption poflcies,
training, an Information 
Security Offlce Institutional 

program, and related technical, 

physical, and administrative 
· 

·. 

controls to protect electronic 

9/2012 

2/2014 
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patient information. As part of 
its ongoIng updates to Its 
com prehensive proactive 


p rogram, an assessment of 

solutions for secure US8 models 

was conducted, and a common 


- model was agreed upon. 

Advanced current technology 

that would automatically block 
downloading of patient data .to . 

an unencrypted USS was also 
assessed, A technology was 

selected and pilot testing

completed · for this
sophisticated technological 
Initiative. The !nltlatlve was 
announced to the workforce 
prior to go-l!ve date. 

Monitoring perfonnance to ensure 

corrections are achieved and 

sustained 

1. Department specific new hire Ongoingprivacy training occurs durfng 

department orientation with a 
signed attestation ·document. 
This traInIng h; monitored by the 

01'1-411 
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pharmacy managers on a
quarterly basis. 

2. All completed Database Query 
Request OngoingFolll'IS are 'monltored

. and reviewed by pharmacy 
managers on a quarterly basis. 

3. rr оecur'ity Chief Information OngoingOfficer w!ll monitor 
downloads of patient data to
unencrypted USB drives on a 
quarterly basis. 

4. While the provider, as part of Its 3/2015
security/pr\vacy program, has
proactlvely reviewed and 
enhanced security over the two 
years since this potential incident 
occurred, the provider will 
submit a quarterly report of the 
mon.itorlng results to the .Privacy 
Governance Council for a period 
of one year from the date of this 
POC submission. 
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