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A 000| Initial Comments A000 Preparation and/or execution
The following reflacts the findings of the Califomia Ofithiz plar.l o CDITEC-tIOIT does
Department of Public Heaith during the not constitute admisslon or
Lr;vegtggon o;/ %r}&nﬂty reported incident agreement by the provider of
NN : the truth of the facts alleged or
For Egiﬁtv gglgﬁﬁd '[rgrf?enﬁéggffi%ﬁ? l conclusions set forth on the
regarding onltoring, ca . .
Record, a State deficisncy was identitied (566 Ssatement of Deficiencies. This
Californla Health and Safety Code, Section plan of correction is prepared
1280.15(a)). _ and/or executed solely because
. «|-Represeniing-the.Califoraia Deparment-of Publle-| S D it is required by state law.
Health: 26721, Health Fadllities Evaluator Nurse. .
As acknowledged In the 2567
Inspection was limited 10 the entity reported pecsed] t.h
incldent investigated and doss not represent the {p.3), the Hospital notified the
findings of a full inspection of the hospital. agency of a “potential”
The facility datected the bresch on 4/19/12, The |’ (mEieht) dLing an mEving
facility nottfled patients of the breach on 423112, investigation in order to err on
The {acilty notifiad the Dapartment of the breach the side of timely notice under
on 4/23/12.
: the statute.  The Hospital
Acat| Informed Medical Breach A0D1 " leamed of the potential
Health and Safety Code Section 1280.15 (b)(2), incident on March 19, 2012 (not
* Aclinfo, health facitity, agency, or haspica shall April 19, 2012, as reparted in
also report any unlawful or unauthorized access
to, or uss or disclosure of, a patient's medicat the _2567)' = ;-m ablindafes ol
information to the affected patient or the patient's caution, it notifled the agency
representative at the last known address, no later s
than five business days after the unlawfulor - ?mf . ppssibly. affeqteq
unauthorized access, use, or disclosure has been individuals on March _, 2012
detetfted.bv the clinic, health facifty, agency, or (not April 23, 2012, as reported
eI in the 2567). The Hospital
The CDPH verified that the fachity informed the pursued and subsequently
affected patient(s) or the patisnts
represeniativa(g) of the unlawtul or unauthorized
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(8) A elinle, healith facilty, home health agency, or
hosplce licensed pursuant %0 Section 1204,
1250, 1725, or 1745 shall provent unlawiul or
unauthorized access to, and usa or disclogure of,
patients’ medical information, as defined in

and consistent with Sectlon 130208. The
department, after nvestigation, may assess an
administratlve penalty for a violation of this
section of up to twenty-flve thousand dollars .
(325,000) per patient whose medical information
was unlawfully or without authorization accessed,
used, or disclosed, and up to seventsen
thousand five hundred dollars ($17,500) per
subsequert occurrencs of uniawful or
‘unauthorlzed access, use, or disclosure of that
patients* medical information. For purposss of the
vestigation, the department shatll consider the
clinle's, health facility'’s, agency's, or hospice's
history of compllance with this section and other
related state and fedarad statutes and reguiations,
the extent to which the feciiity detected violations
+ and tock preventative action o immadtately

and factors outslde #s eontrol that restricted the
faciifty's ability to comply with thig secticn. The
department shell have full discretion to consider
all factors when deermining the amount of an
administrative penalty pursuant to ihis section:

Jsubdivislon {g).of Sectlon 568.05.0f the. Clvil Coda. |.

corract and provent past violations from recurrng,

L FORMAPPROVED
_California Department of Publlc |
STATEMENT OF DEFICENCIES | (X1) PROVIDERSUPPUER/CUA MULTIPLE OONSTRUCTION
AND PLAN OF CORRECTION ) IDENTIFIGATION NUMBER: f}wum& M%I«EPW
@
CA070001349 8wha 02/05/2014
NAME OF PROVIDER OR SUPPLIER STREET ADDRESS, CITY, STATE, 217 COOE
" 725 WELCH ROAD
LUCILE SALTER PACKARD CHILDREN'S HSP, | PALOALTO, CA 34304
(X4 I SUMMARY STATEMENT OF DEFICIENCIES * 1D PROVIDER'S PLAN OF CORRECTION
PREFIX (EACH DEFICIENGY MUST BE PRECEDED BY FULL PREFX (EACH CORREGTIVEACTION SHOULD BE coNpETE
TAG REGULATORY OR LBC IDENTIFYING INFORMATION) e CROSS-REFERENCED TO THE APPROPRIATE DATE
DEFIGIENCY)
A001 Continued From page 1 A0t concluded its investigation, and
access, use or dlsclosure.of the patient's medical found no “unauthorized” access
Informetion.
as defined In CA Health &
) Safety Code  1280.15(j)(2)
A017] 1280.15(a) Health & Sefety Code 1280 A017 (“Unauthorized” means the

Inappropriate access, review, or
viewing” of patient medical
information).
Consemporaneously with its
internal review two years ago,
the Hospital checked its policies
and procedures and confirmed
that it had several reinforcing,
preventative policles, tools, and
training in place. These are
described below. In addition,
because the Hospitai believes
jts program .can always be
further enhanced and
improved, It took additional
actions to prevent recurrence.
These actions were taken In
2012, as described below, and
in subsequent years (2013 and
2014), prior  to the
Pepartment’s visit on February
6, 2014 to inquire about the
preliminary notice of a
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A017 | Continued From page 2 A017 potential Indident given in

This Statute Is not met as svidenced by: March 2012.
-| Based on interview and record review, the
hospital falled to prevent unauthorized acoess o ital
medical information for 46 patients (1-45). A . Contrary to Hospital policies,
ipﬂ%}gnnaglst ;es!&ent (PR)ﬁemgred mf?dk':lal : procedures, tools, and training
i rmation for the 46 patients on a flash drive (a . i
small electronic media storage device which ° previously  established  to
plugs inta uf}:s lt{sa portof a computsr). PR " prevent  upauthorized  or
placed the drive in a coat pociet and left the :
hospital, Lafer that day PR could not find the unta\-lvful ac.cess to. pRllent
flash drive. After a search the flash drive was not medical  information, a
recoverad. The patiant information included - - harmacy resident (P iled
............... AT, O Bt Traicel Fesora Tommer 1 p y e (PR)_ faile
medication administration record, and the to take sufficient action to
department whera the patients wers treated. The protect patient Information in
flash drive was not encrypted (made secure by h 3 hil
locking the information Into code) and could er possession. While the PR
therefore ba aocmpd by anyone In possession had legitimate work-related
RS REShIGTIes, SndiE s aceess to and use of the patient
The Department recsived a self-report dated informatlon for a pharmacy
4/23/12 via facsimila Indicating the hospital .
detected a potential event of unautherized project,. t.he PRidid ot adhsre
disclosure of medical information for 45 patients. to explicit, written policy and
Durlng an Interview and rscord raview on 2/8/14 ' :(ralmng t‘hat prohlblt?d medicsl
at 11:19 am., the privacy officer (PO) provided a information from heing stored
list of 45 patient names and stated medical on an unencrypted device. In :
tinformation for thess patients had been reported . o i
lost by PR. addition, the PR did not adhere
. e o a0 oR to written pollcles and training
ring.an Interview on am,PR" )
stated the following: She worked as a physiolan that staff must ensure physical
in the hospital pharmacy department. (n order to control of the device at all
work at home on a presentation for other shafi :
PR entered the name, date of birth, medical ' hmt.as. The PHl placed the
record number, medlcation administration record device in her coat packet while
for a specific medicine (Intravenous ; i
immunoglobulln or *NMG") and the department ook Tl e il
where 45 pailents were treated, on & fiash driva.
Ucsneing and Gerthiication Division
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A017| Contlnued From page 3 AD17 securely in her office when she
" | The flash drive was not sncrypted. On 4/17/12,in | left for the day. Rather, after
the aflernoon, PR stated she placed the flash : : :
drive In & coat pocket and went %0 & shopping ieawingl Wl viith e iyt
area and then home. Later thet evening she drive in her coat pocket, and .
noted the flash drive wag not in the coat pocket. ing 1
On 4/18/12 PR-searched the areas she had been ) bell}g I, = U, st 6k.a
thae day before hut did not find the flash drive. On period, she returmed to her car,
4/18{12 PR notifled her manager of tha [ost flash removed and folded her coat,
e  and placed it in the back seat of
On 2/‘15:1/14‘{1?;:59&?7‘“989/20%93@ ﬂl:jis . her car. It was later that
procodure PPA Securlty; Media Use X . :
Transport, and Storage® indicated whemrmedla- + evening when the PR noticed
which caontained protected health infonnation was the thumb drive was missing.
being transported, it must ba seours. The policy :
further indicated madia which contains protected. The thumb drive likely fell from
heeith infonmation must be encrypted. the pocket when the PR
removed her coat, folded and
placed the coat in her car that
was parked in the parking Iot. It
is also likely that the device was
destroyed by the PR's vehicle
_ or another vehicle during
parking as there continues to
be (two years Ilater) no
evidence of unauthorized
access, review, or viewing of
information that was on the -
device.
No one has contacted the
hospital regarding this incident.
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_Policies:

The following safeguards were
In place prior to the incident.

HIPAA: Security Mobile - Device

Policy: 2.4.1. “Sécurity Controls
for IT and Non- [T Devices: Data
at rest on the device must be
encrypted using the strongest
encryption supported by the
device.”

HIPAA; Mobile Device
Management " and . Usage:
prohibiting storage of PHl on a
mobhile dévlce, defined explicitly
to include “USB/Flash Drive,”
and articulating risks and
required  precautions
example, devices can be easily
lost, stolen, or misplaced
because of their small size.”)

(“For [
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* User Policy Agreement: “No
‘PHI to USB drives/portable

devices without written'
permission from IT Securlty and
your supervisor.” “NEVER store. |
confidentlal data (including !:mt:,l
not limited to PHI} on desk!op,:
mobile device...or

departmental medla without'
written approval from the LPCH';
IT Security Office....” |
HIPAA: Internal Access to

Protected Health'
Information:- V.4,
™Workforce members receiving:
PHI are responsible for ensuring!
that the Information Isi
safeguarded while In thelr’
possession,” 1

Pharmacy-focused training:

Annual mandatory training on
Privacy and Security policies
and safeguards.

New -hire training on Privacy |

and Security policies and
safeguards.
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STATE FORM

oT411

i confnuation shest % of 4

My

-




PRINTED: 02/25/2014

LUCILE SALTER PACKARD CHILDREN'S HEP .

725 WELCH ROAD
PALOALTO, CA 94304

FORM ARPPROVED
Deparimant Health
U A EMTIY ] U UEPIACNUIES {X1) PROVIDER/BUPF
AND PLAN OF CORRECTIDN MENTIFICATION NUMBER: A.BUILDING:
: c .
CAQ700601 349 02]0&{2014
NAME OF PRC;VIDER OR BUPPLIER STREETADDRES'S. CITY. 8TAT i, ZIP CODE $

MagD |
PREFX |

HUMMARY STATEMENT OF DEFICIEENCIES

(EACH DEFICIENGY MJST BE PRECEDED BY FULL
REQULATORY OR LBO I0ENTIFYING INFORMATION)

o
PREEIX
‘TAG

{EACH CORREGTIVE AGTION SHOULD BE

CROSS-REFERENCED TOTHE APPROPRIATE

DEFICIENCY)

o)
COMPLETE
OATE

CALIFOR;
SR

MAR 2 6 79y
g

A017

Awareness Reminders:

December 2011, within a
broader prlvacy and ,security
awareness campaign, a specific
awareness poster was posted
throughout the hospital: “The
Weakest  Link..Faillng to
Encrypt, Failing to Password

Protect..Can Break the Chaln of}_

Trust.”

Plan of Correction:

The  hospital  proactively

protects the confldentiality and] .

privacy of all patient
informatien and provides
training to workforce members
on its privacy policies. As
previously noted, the provider
reviewed its policles two years
ago in 2012 after the potential
incident, but in a continual
effort to Improve its Privacy
Assurance  Program, the
'provider will again review jts
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AO017

existiﬁg policies and procédural
controls that pertain to
safeguards for protection of
portable media storage devices
contalning patient jnformation

and will contihnue to isswe

periodic reminders and
awareness posters specific to
the protectlon of paper
informatlon and not leaving
patient information in vehicles.

For patients a}_‘r’ecz‘_ed by the
Incident

As mentioned above, In an
abundance of caution while an
investigation was stiil ongoing,
the provider notified potentially
affected individuals. Patients
were provided with a contact
name and number to call the
provider with any questions,
To da¥, the hospital has not

received any questions or.

concerns from recipients of the
letter, and the hospital Is
unaware of any unauthorized

conplem
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AO17 o access, disclosure, or harm, as

N "unauthorized” is defined In CA
H&S Code 1280.15 and as
related  parts = of  the
Confidentiality of Medical
Information Act (CMIA) has
been Interpieted. (See, eg.,
Regents of univ. of California.
vs. Superior Court, 163 Cal. Rptr
3d 205, Cal. Ct. App. (2013)
(mere loss  of possession
insufficient to show breach,

., absent evidence of Improper
viewing or other unauthcrized
access to confidential
information),

For other patients having the %
_ potential to be affected by o
similar incldent

For other patlents having the
potential to be affected by a -
simifar incident, the provider

re-reviewed existing policles

and procedural controls to see

where controls may be

enhanced and implemented
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fucther measures and
systematic changes (a's
described below) to prevent
recurrence,

Immediate  measures
prevent recuryrence

to

Two years ago when the
potential incident accurred,
immediate measures | were
taken as follows:

In April 2012, the Hospital
published an advisory to all
medical staff from the Office of
the General Counsel on data
security requirements.  This
advisory in the Medical Staff
Update relterated State and
federal security requirements,
and well-established Hospital
policies requiring encrypting
and securing PHI.

As a result of the pharmacy
resident’s violation of policies |
and trainlng, disciplinary action
was imposed. [May, 2012)

4/2012

5/2012
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AD17 C.-As part of ongoing traling, |4/2012
Pharmacy employees including
- Pharmacists, Pharmacy interns
and Students and Pharmacy
Technicians attended a staff
meeting where HIPAA Privacy
and Security training was
provided. This is in addition to
existing privacy and security
training. | )

D. A Database Query Request 5/2012
process was implermented by '
Pharmagy  requiring  any

_ pharmacy personnel invalved in
a project or audit requiring the
extraction of information from
the electronic health record
system to complete a Database .
Query Request Form to be
signed by the requestor and
given ta a pharmacy manager
for review and signature PRIQR
to report generation. [May,
2012]

E. All new hires must recelve i5/2012
specific department training on
privacy compllance. This Is in
addition to exlsting prlvacy and

security training. [May 2012)
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F. The pharmacy depariment
coordinated' with  another
depastment for whom the PR

department proactively worked

to prevent a similar o¢currénce,

through documented

distribution of encrypted flash

drives and.  critical
staff.

G. Hospital-wide Privacy
Awareness Campaigns in 2012,
2013 and 2014 included specific
informatjon reinforcing policy
safeguards to encrypt PHI.

H. Retrained the workforce using
updated training [August, 2013)

. To further highlight pre-existing
requirements and provide
practical, updated guidance,
the Hospital issued a new
policy, “Privacy and Security
Protection for the Removal and
Transport of Protected Health
Information.” To reinforce pre-
existing policles and training,
hospital-wide training gccurred

did cervein work, and such -

privacy/securlty reminders to |

6/2013

12/2013

8/2013

8/2013
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“limited to encryption policies,

on this new pc'»llcy. [August |
2013)

To define and ° standardize
sanctions/disciplinary  actions,
the Hospital issued a new
pollcy, “Patient Privacy and
Information Security Incidents:
Corrective Action (For the
purposes of this policy,
“Comective  Action”  means |
sanctions/disciplinary  actlon.)
“Taking patient information off
premises and failing to protect
that Information. “ (Offense for |
which  sanctions will be
applied.)

Before the incident, the
Hospital implemented many
safeguards to prevent
unauthorized or  unlawful
access to patient medical-
information, including but not

9/2012

2/2014

tralning, an information
Security Office  Institutional
program, and related technical,
physical, and administrative

controls to protect electronic
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1.

patlent information. As part of
its ongolng updates to Its

comprehensive - proactive
program, an assessment of
solutions for secure USB models
was conducted, and a common

"model was agreed upon.

Advanced current technology
that would automatically block

downloading of patient data to |

an unenctypted USB was also
assessed, A technology was
selected and pilot testing
completed " for this
sophisticated technological
Inttiative. The inltlative was
announced to the workforce
prior to go-live date,

Monitoring performance to ensure
cortections
sustalned

are achieved and

Department specific new hira
privacy training occurs during
department orientation with a
signed attestation ‘document.
This tralning Is monitored by the

Ongoing
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- pharmacy managers on a
quarterly basls.

2. Al completed Database Query
. . Ongoln
Reguest Forms are monitored e

) .and reviewed by pharmacy
managers on a quarterly basis.

3. IT Security Chlef lnformat‘Icn Ongoing
Officer wilt monitor
downloads of patient data to
unencypted USB drives on a
quarterly basls.

4. While the provider, as part of its | 3/2015
security/privacy program, has
proactively  reviewed and
enhanced security over the two
years since this potential incldent
occurred, the provider will
submit a quarterly report of the
monitoring results to the Privacy

| Governance Council for a period
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