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A001 Informed Medical Breach A001 

Health and Safety Code Section 1280.15 (b)(2}, 
•A clinic, health facility, agency, or hospice shall 
also report any unlawful or unauthorized access 
to, or use or disclosure of, a patient's medical 
Information to the affected pa1ient or the patient's 
representatiVe at the last known address, no later 
than five business days after the unlawful or 
unauthorized access, use, or disclosure has been 
detected by the clinic, health facility, agency, or 
hospice." 

The COPH verified that the facility infomled the 
affected patient(s) or the pa1ienfs 
representative(s) of the unlawful or unauthorized 
access, use or disclosure of the patient's medical 

Preparation, and /or execution of this plan of 

correction does not constitute admission or 

agreement by the provider of the truth of the facts 
alleged or conclusions set forth on the Statement of 

Deficiencies. This plan of correction is prepared 

and/or executed 90fely because it is required by 
mne law. 

EOOO, E1953: T22 DIVS, CHI, ART7-70707(b)(8) 

The provider protects the confidentiality and 

privacy ofall patient records and communications. 

Information. Workforce members are required to adhere to 

privacy and security policies pertaining to the 

protection ofpatient information, including 

E ooo Initial Comments 

The following reflects the findings of the California 
Department of Public Health during the 
investigation of an entity reported incident 
conducted on 3/10/13. 

For Entity Reported Incident CA00339975 
regarding State Monitoring, Privacy Breactt, a 
State deficiency was identified (see California 
Code of Regulations, Title 22, Section 70707(b) 

E ooo information io electronic fonn. The provider's 

policies and training specifically state that, "PHI 

should not be stored on a computer hard drive or 

any storage devices w1lcss the PHI is encrypted 8Jld 

the device is password protected. Unencrypted Pm 
should only be stored on network drives that are 

housed in secure locations." Policy and training 

further states that computers and portable devices 

"must be enccypted ifyou download or store Pm 
(8)). 

Inspection was limited to the entity reported 
incident investigated and doas not represent the 
findings of a full inspection of the hospital. 

Representing the California Department of Public 
Health: 25438, Health Facilities Evaluator Nurse. 

f\ 

or other sensitive Information on them." Policy 
and training also require workforce members to 

ensure the security ofdevioes and to not leave 

devices unattended io vehicles. While the 

workforce member (Physician A) had legitimate 

work related access to and use ofthe patient 

infom1a.tion for a quality care review/initiative, 
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E1953 Continued From page 1 E1953 Physician A did not adhere to policy and training 

E1953 T22 DIVS CH1 ARTI-70707(b}(8) Patients' 
Rights 

E1953 that required that no PIU be placed on unencrypted 

devices nor did Physician A adhere to policies and 

(b) A list of these· patients' rights shall be posted 
in both Spanish and English in appropriate places 
'Nlthln the hospital so that such rights may be 
read by patients. This list shaft include but not be 
limited to the patlentS' rights to: · 

training that electronic devices not be left 

unattended in a vehicle. 

The physician's School ofMedicine (SoM) - issued 

laptop was protected with a strong, complex 

password COJ1Sis~nt with federal National lnstitutc 
(6) Confidential treatment of all communications 
and reoords pertaining to the care and the stay in 
the hospital. Written permission shall be obtained 
before the medical records can be made 
available to anyone not directly concerned with 
the care. 

of Standards and Technology (NIST) 

authentication standards. Jn addition. the laptop 

had o. security tool installed (Bigfi"<) that enables 

detection of whether the computer ronnects to a 
network such as the Internet. T)i.is system has been 
regularly monitored and no oetwork connection 

has been observed since the thefi. There 

This Statute is not met as evidenced by: 
Based on Interview and record review, the 
hospital failed to implement a patient's right to 
confidential treatment of their protected 
information for 57,000 patients. Findings: 

continues to ·he no evidenoe of inappropriate 
disclosure of infonnation that was on the laptop. 

Piao ofCorrection 

During an interview on 3/18/13 at 10:30 a.m., the 
Director of Privacystated on 1 /9/13 a hospital 
Issued laptop computer was stolen from a 
physician's car. The computer contained 
protected health Information for 57 ,000 patients 
of the hospital. The Director of Privacy stated the 
disclosed information included patient names and 
medical record numbers, the number of hospital 
admissions and outpatient visits, and designation 
of the complexity of the patients conditions. The 
Director of Privacy stated in some cases, specific 
medical conditions were included in the breached 
Information. 

For patients affected by the incident 

The provider notified the potentially affected 

patients in writing and patients were provided with 

a con~ct name and number to call the provider 
with any questions. While the information that 

was on the computer is not the type that ordinarily 

poses e risk for identity theft, identity protection 

services were offered at no cost to potentially 

affected patients to help mitigate any concern. 

1/16/13 

During an interview at 10:50 a.m., the Information 
Security Officer stated the particular patient 
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E1953 Continued From page 2 E1953 
Additionally. a dedicated toll-free telephone

health information disclosed was considered 
"restricted" and was required to be encrypted. number was established for communications and 

The Information Security Officer stated the questions. 

Information on the computer was not encrypted 
For other patients having the potential to be 

During an Interview at 12:30 p.m., Physician A affectedby a similar incident 
stated the computer was hospital Issued and 
used for clinical purposes to access medical For other patients having the potential ID be 
records, for administrative uses such as e-mails, 
and grant writing for research projects. Physician 
A stated he was sent a flle with patients' protected 

affected by a similar incident, the provider 
reviewed existing policies and procedural controls 

t/16/13 

health information related to clinical complexity. to see where controls may be enhanced and 

He opened and reviewed it and saved it to a fMe implemented immediate measures and 
on the computer. After a period of time he forgot enhancements (as described below) to prevent
it was there. Physician A stated on 1 /9/13 he left 
the computer in his locked car concealed under 

recurrence. 

the passenger seat. When he returned, the 
window was smashed and the computer had Immediate meastJres and enhancements to prevent 

been stolen. Physician A stated he reported the recurrence 

incident to the police and ta the privacy officer. 
The provider continually seeks opportunities to 

Record review on 3/19/13 at 3:10 p.m. of the strengthen its privacy and information security 
hospital policy "HIPAA(Health Insurance programs for the protection of the medical 
Portability and Accountabillty Act of 1996} 
Security: Workstation Use and Placement" dated 
September 2011 indicated: "Portable Lucile . 

infonnatiou of the patients it serves. 
measures were taken as follows: 

Immediate 

Packard Chlldren's Hospital workstations (e.g. 
laptops or tablets) must be configured and A. The workforce member was placed on 

encrypted to protect any LPCH internal administrative leave following the 3/lS/13 
Information they may hold.a incident. Upon completion of 1he 

investigation and review of corrective 

action for railure to comply with security 

policies and training, corrective 

measures were communicated in writing 

to the workforce member. 
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Continued From page 2 

health information disclosed was considered 
11 restricted" and was required to be encrypted. 
The Information Security Officer stated the 
infonnation on the computer was not encrypted 

During an Interview at 12:30 p.m., Physician A 
stated the computer was hospital issued and 
used for clinical purposes to access medical 
records, for administrative uses such as e-mails, 
and grant writing for research projects. Physician 
A stated he was sent a file with patients' protected 
health information related to dlnical complexity. 
He opened and reviewed it and saved tt to a file 
on the oomputer. After a period of time he forgot 
it was there. Physician A stated on 1/9/13 he left 
the computer in his locked car concealed under 
the passenger seat. When he returned, the 
window was smashed and the computer had 
been stolen. Physician A stated he reported the 
incident to the police and to the prtvacy officer. 

Record review on 3/19/13 at 3:10 p.m. of the 
hospital policy "HIPAA(Health Insurance 
Portability and AcoountabllltyAct of 1996) 
Security: Workstation Use and Placement'' dated 
September 2011 indicated: "Portable Lucile 
Packard Chlldren's Hospital workstations (e.g. 
laptops or tablets) must be configured and 
encrypted to protect any LPCH lntemal 
Information they may hold.• 

ID 
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B. 	 As part of ongoing training, University 

employees including SoM workforce 

members were required to complete a 
3/12113 

security nwnrencss video. This is in 


add.itioo to existing privacy and security 

training. 


C. 	 Before the incident, there were strong 

encryption policies and other controls in 

place to protect electronic patient On-going 
infom1ation. As part of its ongoing 

comprehensive proactive program. 

hospital laptops were already encrypted 

before the incident and a laptop 

encryption initiative was being completed 

at the School of Medicine. Additional 

resources were devoted to completing the 

initiative and it hos been completed. 
Encryption ofnew laptops is on-going. 

D. 	 Enhanced technical mechanisms were 
initiated to allow IT Security 
Administrators to check workforce 11/1/12 • 

member adherence to encryption policies. 

Mechanisms would allow IT Security 3/1/13 

Administrators to have real-time visibility 
into the encryption status ofdevices. 
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E1953 Continued From page 2 

health information disclosed was considered 
"restricted• and was required to be encrypted. 
The Information Security Officer stated the 
lnfonnation on the computer was not encrypted 

During an Interview at 12:30 p.m., Physician A 
stated the computer was hospital Issued and 
used for cllnical purposes to access medical 
records, for administrative uses such as e-mails, 
and grant writing for research projects. Physician 
A stated he was sent a flle with patients' protected 
health information related to clinical complexity. 
He opened and reviewed It and saved It to a file 
on the computer. After a period of time he forgot 

E1953 Monitoring performance to ensure corrections are 
achievedand sustained 

The Hospital and the School of Medicine (SoM) 

will continue to focus on-going evaluative and S/17/13; 

preventative efforts on cornputeJS wiU1 cliuical 
applications and computers with assigned users On-going 

who work with patient medical information as part 

of their job function. Information Security 
Departments will oversee the monitoring. 

A. Quarterly x2 and periodically thereafter, audit a 

sampling of oomputers to detem1ine if files 

it was there. Physician A stated on 119/13 he left 
the computer in his locked car oonoealed under 
the passenger seat. When he returned, the 
window was smashed and the computer had 
been stolen. PhyslcianAstated he reported the 
incident to the police and to the privacy officer. 

Record review on 3/19/13 at 3:10 p.m. of the 
hospital policy •HIPAA (Health Insurance 
Portability and Accountability Act of 1996) 
Security: Workstation Use and Placement11 dated 
September 201 f indicated; "Portable Lucile . 
Packard Children's Hospital workstations (e.g. 
laptops or tablets) must be configured and 
encrypted to protect any LPCH Internal 
information they may hold.• 

are saved to unsecurc locations. 

i. Periodically review and assess audit 

findings for li"?ely feedback, 

outreach opportunities and proactive 

education and training for the user 

assigned to the identified computi;r 

and, when needed, the user's 
department manager. 

ii. Periodically review and assess audit 

finding results to evaluate the 

effectiveness ofthe re-educll1ion and 

evaluate the need for additional 

administrotive and technical 
controls. 
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health information disclosed was considered 
•restricted" and was required to be encrypted. 
The Information Security Officer stated the 
Information on the computer was not encrypted 

During an interview at 12:30 p.m., Physician A 
stated the computer was hospital issued and 
used for clinical purposes to access medical 
records, for administrative uses such as e-mailS, 
and grant writing for research projects. Physician 
A stated he was sent a file with patients' protected 
health Information related to dinical complexity. 
He opened and reviewed it and saved it to a file 
on the computer. After a period of time he forgot 
Itwas there. Physician A stated on 1 /9/13 he left 
the computer In his locked car concealed under 
'the passenger seat. When he retumed, the 
window was smashed and the computer had 
been stolen. Physician A stated he reported the 
incident to the police and to the privacy Officer. 

Record review on 3/19/13 at 3:1 op.m. of the 
hospital policy "HIPAA (Health Insurance 
Portablllty and Accountabllity Act of 1996) 
Security: Workstation Use and Placement" dated 
September 2011 indicated: "Portable Lucile 
Packard Children's Hospital workstations (e.g. 
laptops or tablets) must be configured and 
encrypted to protect any LPCH Internal 
information they may hold.• 
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B. Continue to evaluate the effectiveness of 

technical solutions and tools to proactively 

and routinely scan, monitor, and detecl data 

that resides outside of secure network space 

e.g., unencrypted environment so that 

proactive steps can be.taken with 11 workforoe 

member to bring that specific data into 

compliance with pro,,.idcr policies. 

C. Continue providing periodic reminders and 

training Spe.cific to privacy and security "Do's 

and Don't's" and re-emphasize specific 

instructions provided in training that new 

workforce members si&n. 

D. Continue to evaluate training needs based on 
monitoring results; 

E. Implement improvements based on continuous 

evaluation, as c-0mponents ofa comprehensive 

privacy and sec:wity program. 
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