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!	The fa II owing reflects the findi n~s of the Depanmcmt 
of Public Health duiing a compla1nt/bre<1ch event 

IVISII , 

I 

IComplairH Intake Number: 


ICA00197270 - Substanliatl;!d 

I 
1-	 anmenl of Public Health · 

I	The inspectiol"l was limited to the spec,fic rac1lity 

even, inves1igated and does no1 represent the 

If1ndi.,gs of a full inspect,cn of the fac,ltty 

I 
I Health and ·Safety Code Section 1280. lS(a) A 
Ichn:c. health fac1!1 1y, home nealth agency, or 
:hospice licer,sed pursuani to S~cMn 1204, 1250. 

I1725, or 1745 shall preveni Llnlawful or 
iunauthorized access to. and use or disclosure of, 

patients· medlcal 11;/ormation, as defined 11'\ 	

subdiv1s ion (g) of Sec11on 56.05 of t~e Civil Code 1' 

anc cons•stent with Section 130203 The 

. c.Jepartment after invest1gat10~, may a5.ie55 an I
l adrr: inistrat,ve p1;nalty for .;i v1olat1on of this section 1· 

1 of up to tv,enty-five thovsa:;a dollars ($25,000) per 

Ii:,atient who~e medical information was unt.iwfully 
, or without authoriz:olt1on accessed, ~$ed, o r I
idisclosed, and up to seventeen ll'lousand fote 
'hundred c:iollats ($17 .500) pe'. subsequent 
occurrence of unlawful or Llnaur!,oni:ed access, 

I use, or dis:;losure of that pa(ienls' medical 

j1nforrnalion. 

\ Entity Repor1ed \ncide nl No: CAOO19 7270 
I 

i 
IRepresenting the Departmen: 

I 

 

! 

 

Evclil 1D'9E5U11 	 3:36:3DPM 

Any <.I ·.c,e·.~y . 1a1cmcn1 cna,n9wi111 an astcri:;k (') rJeno,es 9 aencienC)' wh,cn t~e ,"5ulut,on may be cxcuscdlro•" c 

i>,,1 other s.a fc~11~,d~ pn:ovide s ufficient prnt~tion to,~.• pacer.ts E1cept to, ,1ur,ing homos. !he fil\<l,ng! ~o,-~ e,~ discio~ablo 90 ~ay: 1011:>wu1g 1111, ~91~ 


or i,,1rvey wh~L"\aJor not~ pl ;:n ot e:orre~,:n i5 r,to•rid~a ri:cr ,"L:f'Sin{l '°'omc;, the ~DOve 11nd1nQi E:ind Dliu1:; r:if ~o,r..."<.:t1 :>n Me 01~c.losablo "l 'i dilys, rollowin~ 

!tu~ J,re rnesc C5c~umc:11t::s: ~re madiJ c1v;,il:;1l'j le ra u,~ laci:ity. Ir acficic:'1cu~~ .1,e Cl!e<J .an aoo,ovcd [)1~11 or corr~D Ol"I is r1JQtH.S1te to co11ti11wed _::1 1·ogrnm 

p,iir11:: 1p:.11or: 

s1.a1e-2,,;1 

?llOVIOE"-'~ l'lfaN 0> CORR(CTION (XS: 

(l,A(;H CORRECTIII( ACTION Sr<OUU) &<': c~oss. COMPLETE 

~CFE/!~NCED TO THE AP~,C,QPR1AiG OEF'\Cl~NCYI Q.Art-: 

i 
I 

1280.!S(a) Health & Safctv Code i 
1280 	 ~ I 
HIM Director discussed specific I 

August .3
privacy breach and reviewed chart 2009 
assembly process with involved 
Analyst, Coder and Physician 
Workroom Coordinator. 

!HIM Director advised H!M staffof August 3 
(tbe incident and importance of 2009 
lfolJowing established process of 
chart assembly to minimize 

l potential for privacy breach. 
I 	 I

!To l ensure compliance three medical! Septembe
~cords will be selected at random II 2009
!PCT month to be reviewed for 

by 
~ccnracy. Audits to be conducted · 

the Risk Manager 1or her 
µesignee and will continue until 
~ 00% compliance for three 


t bonsecutive months. Audit results
be r~ported to Patient Safety '. 

t"'omm1ttee. 

I 

Lw process implemented for January
19,2010*canning and filing paper 

~ocuments in electronic record. 

http:pacer.ts
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The inspec\ion was llmiled to \he $p(lc1fic erHi!y 
 

! repo,wd 1nc1dent And does not represE.>n t :he 
 findings of a lull inspection o! the le1c111ty 

' 
One deliciency was written for Enli:y Reported 

lncidenl CAOD197270. · 

1280.15(•) ""'" & s,fety Cod, 1280 I
(a) A clinic. health facility , home health agency, or I 
hospice tiunse<I pursuant to Section 1204, 1250. ! 

I1725. or 1745 shall prevent unlawru1 or unauthorized I
 acCBss lo. and use er d,sc!osure of, patients' 

medical 1nformal1on. as delined in subdiv,~,on (g) of· 
Section 56.05 of the Civil Code and consistent wilh 

Sect iot"l 130 203 The department, after

Imvesligat1on. may assess ar. administrative penalty 
, for a violation of tti ': s s~ct10r', ol up to rwenry .f\ve 

!l' thousand dollars ($25,000) per patient whose 
,meo,cal :nlorrnation was unlawfully or without 

Iauthonzation accessed used. or disclosec, and up 

1 
to seventeeri thousand ~ve hundred dollars 

I ($17 ,500) ;,er '5,Ubseqvenl occurrence of unlawful or 
J unauthorized <1ccess, use. or disclosure of that 

I, patients' medical information. For purposes of the 

investigation. the d1,partmenl sha ll cons ider the 

c.lin1c's. heallh lac,ltty's . agency's. or hospice's 

Ihistory ot compliance w,rh this seci1or. .!nd other 

I
i
related state end federa l stotutes Md 1egL:lations.. 

the extent lo which the facility detected viol8l1ons I
!
,' a .ic took prevenhillve aclion to mmedia1ely correct 

.ind prevent ~.. st v1olc1t1ons rrom recurring, Md · 

PRQ VIDoR'S PL/\N o;: C(IJ.tReCTl/') N \XSJ 
(l:AC>I CORRECT!Vf ACTION S~Ol..'LD Ill: CrtOS~ COMPLET[ 

HE>'t><>'NC~D TO rn~ APPR(')PRIA ,.~ oi;;.,c ,E~r.V] 01\H 

­

Process involves three steps to 
ensure correct filing of paper 
documents. 
Each step in the process in 

i 
1

completed by a separate individual I 
: and provides a triple check system. 
\ I. Document lmaging J 

Specialist reviews medical 
record for accuracv I
including verification of I 
correct patient identi ficatio1

2. Document Imaging 
SpeciaJist reviews j 1
documents for accuracy an9
scans document into I
application. 

3. Document Imagiug 
Specialist reviews 1

documents to verify 
accuracy. Once accuracy 
has been veri fled the : 
document is uploaded to th~ 
electronic file. f 

To ensure compHance three medical March, 
records selected at random per 1 2010 
month to be reviewed for accuracy.I 
Audits to be conducted by the Risk I
Manager or her designec and will :
continue until .100% complianc~ fo1

1
,

]

!  
I
I  
,

!
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:.ABORATORV OIRECTOR'S 

61712010 3'36.30PM 

OR PROVIOER1SUPP IE R Rl:PR(;SENTATIVE 'S SIGNATURE TITLE {X6) DAl'~ 

Any oer,~lency st!ltfHT'-~nl cM'"U w,11, ~,: ~r.itrisk (") cen01es a 0~1,c,ency w n,ch U\o in,1,:u1ion may ce excusad from corrr.cl109 oiovl(ling 11 ,, delcrnuncd 

\hi>l olh~, safcuv;,rd~ pro;;o, svff,cient oro,ecbon :o 1ho pat,cMb. cx,;c;pt ror nurs,og ~om.s 1r.t !,nain91 ~Oove are a,~e1oia0le 00 oays IOllow,ng ti\~ c . t~ 

ot sur.ey whether 01 not ai pl~,, o< correc:,o~ I, pro,·161'<1 For n~rs,ng nomci. the abosc fiodmq I Md prans of cou~c11on ~,~ d,~clo:>!abtt 1~ .;1.,y,. l o/l"Win;i 

the Oil\t :hcsc docume,11.! s1a mada available 10 the lacil1ty. H dcn,Jc, ,c,• ! 31e c,led. :in ~P!)lov•~ Ol~n ol C:Offecr,~,. j~ requis,ie to conunueo pro,i rani 

PirtlC:11);,.i •Or) , 
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)
(XA)ID I 	 I 

S1.IMM/\11V ~TATEMENT Of OEFICIE~'CIES 10 
,>f(i:;FI)( /EACh OE;Fl(t~NCY MU~T BE PRECEEOGO OV F·JL~ Pl1HIX 

TAG ~GGUL,\T011V 011 lSC IDENTIPflNG INFORMATION) I TAC 

I 
 Continued From page 2 

f3cto,s outside its cor.troi lnat restricied the 
facility's ,,!)ility to comply with :h,s soction TM 

department sh;;II hc1ve full discretion to consider all I
factors when determining the amount or a, 

adm1n1strative peMity pursuant 10 :hi~ section ! 

1280 15(i) Health Safety Code 1280 	 I 

' 
(i) For purposes of this section. lhe following j

i II del nHions shall apply . 
(1) "Reporie'd event" means a\f breaches included 

>r! any single report that ,s made pursuant to ,

, subd111isio11 (bl, regardless of the number of breach I
events contained in the repon I

(2) "Vnauthcri.:ed" m~ans th~ inappropr,ate 

access, re111ew, or ,,,ew,ng oi patient medical · 

 information wi!houl a direct need for medical 

dlagnos,s. 1reatment, or other lawful use as 

permitted by rhe Conridential,ty or Medical 

!.~formation Act (Pc1rt 2.6 (commencing wi1h Section 

56) of Division 1 of the Civil Code) or any other 

stawte or regulation governing the law/u: ttccess. 

use, or disclosure ol medical information 

Based on interview and record review, 1l1e hospital 

released labora1ory rl?port.s from three different I
: patients, wilhout author1zatiOf\ to three oieparate 

A1torney's offices . wnich re~ull=d in a bre:ach of I
J confidentiality. j
I 	 ' 
j f:ind,ng;, 

Dur
 ing an inte1view with tile Hosp,lal"s Risk 


Manage, on August 11 . 2009 al 11<iO AM, tl"te Risk . 

j MM.ager expiaiiied she received a not1cs i1om tne i

P/lOVlOE/1'5 PU.N Oao CORni:;c110N (l<S) 

tE.ACH C<ll<f<f:,W,1F AC flON SHOULD BE CROSS· COMPLETE: 
flEFC::ll~NCCO TO f ;iC N'Pl'<OP~IATE 01'."ICt~NC") OA tEI 	 I i 

) 1 I 
·results to be reported to Patient
Safety Committee. 

 I I 
 

 

I  
1  

:

I

 

,  
 

I  

!

! 
I 

l 
r ·l 
'. 

.., 
( _ · 

,. 

I 
-: ­
..µ 

-I~ 
(-? 
,_n 
~ 

'-( ~ 

6/712010 3·3o:30PMEven! ID 9E5U 11 

L.ABCRATQRY 01REC7 0R'S OR PR::>VIOERISUPPUER REPRESENTATIVE'S SlC.lo//\TURE 	 TITl E IXo)OAH: 

A~y dtf:Cl~ney !.IOten,ent endir.g win, an ;i-;.lr. r11k ( ' ) dt:"fiOtC!~ ;) d~hcit!:1,cy whicr, trie- 1M1tJtut.·on 1T1!'y Cle ~rcuS!C.: rrom co<fe(: Pi1\{J' prcv1di119 1! j5, detcunined 

~~t olhcr i;atc~u.irtl~pruside sutl1cien1 p1otection to 1no p;;hcn t:; E~ccpt fr;,r nuwn~ ~omc• lh, l,nnir,gc at-~,V(' a,o dosdos~ol,;, 00 d;,ys follow1,9 L',c dale 

of 91.JNe:y wn~1no, or not i1 pla n of t.QtTt:'C.t:o,\ 1e. p(0•11ilea fO• nu 's1091,om~s. tne ae>ovo itrid1t'lgf and plan! of corrcict10 r'l a re d1iclo1s~le 11\ l!ay~ tollowing 

1ne daHl 1hc~c documcnt.1 :'.lte 1~:iae 2V.JtlaDle- to U\o loc;ilrrl ll Gchc1c-nci~~ ;ir~ r.:1tht ;)n :ir,provf!c\ r,4i1" of col'il:c.1J0n b rr:,::iu1:.1tc ,o continued progti'm 

p~ru.:,pa~011. 

------------· - ·· - ---·---··----- ------ -------- ­
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IContinued From page 3 

hospital's attorney on July 31 , 2009 at 4.28 PM that 

!he copied chart of Patient A, the Plair\llff in a 

 lawsuit against the hospital for care given in 2008 

contained one laboratory repcn of Pa11em 8, three t

laboratory repo,:s of Patiel'\1 C, and fifteen
laboratory reports of Patient D. Patient$ B, C, and 
D were not involved in llie lawsuit filed by Patienl A

af\d had not given prior autl1orization to the hospilal 

to release a11y part of their medica1:ecoro 

The 
 

Risk Manager funtie: slatec during the same 
interview that an internal 11wesliga1ion concluded 

the !aborabry reports of :he three patrer.ts not 

in•,olved 1n the lawswl wsre mistakenly fi led in 
Pa11el'lt A's chart by laboratory personnel. 

Conssquen11y, when the Pla intiffs Attorney·s copy 
service. and the Co-Defendant's Attomey·s copy 

 serv,ce subpoer,aed the medical recora of Patient 

A , the laboratory reports of Patient's B, C , ar'ld D 
tl)adve nen tly went to !he two attorney's offices. irnd 

 to the hospital attorney's office . Stle further 

explained that ii is s!and,Hd pracltce for the copy 

seNices 10 come into Medical Records and copy 

the medical ,ecord , and that Medical Records 

does 

to 	 not typically, mal<.e the copies arid ser.d them 

	
the indlvidual attorney·s. offices . She staled, 

"This is just orie that fell tn,ough the cracks ." 

 During an interview with The Dir,sctor of Medical 

Records  on August 25, 2009 at 10 AM she 

 explain~d !he process at the time was redunda nt , 

It is now changed . ?aper laboratcty 1ep0r1.s were 

fi led by l.;boratory person.ii 1n '.he p~tients charts 

I daily as well as electron,cally. After 1he pat,~nts 

( are discharged from the hospital the paper medical 

i
I
/
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Event I0.9E5U 1I 	 617/2010 3 36:30PM 

LJ\90;1,ATORY DIRECTOR'S on PR OVI C[RISUP»LIE.R REO "ES E~TAIIVE ' S ~IGNATUR~ 	 1X; ) DATE 

/\riy dcficier,cy :1t:11~men1 enc:.ngwnh 110 sst&Mk (') ae~ote; J ~M,c1cncy wh1cr. ine :,,,~1u1,on ,nay be exc.u,eo 1ro<11 cOrT&eun; prov1ct11\() ,t ;~ d<ler,n:ni::d 

!/la t otl'le, ssl~g\Jard• prov,dc ,officienl p101~c~«n lo !11<: pobc11l t E,cepl re1nur;,..g lie'l':cs, !he find1nl)S ~bov~ ~r. (li,clo,~l)le 90 •fov:; follow1r,g !he da1e 

;if survey whdnc, or no1 5 p lan or i,onect:on ,~ p;ov,ood. For ,uir~ing home, . lh<' aec,vq finding, ,na plans ol correouon are aisclosab<e t ~ aay~ ro11ow1,1g 

L.'\e date 1:lese dC::Ct.JfOOt1!.ti art rr,~dc ,1 v; 1:;:;it,!c i<:; th1: foc. ifiti,i If d~ricit' ru:::i~~ ,Mt c::i lt/J, :1 r, vpr,mved otc11"1 Of c:01rc-c !r1Jri 1w, rt; q ti 1:c:;1l~ to Co,1 \J nt,'CC':' prO\li? 'TI 

Oil rt10 D<' tion 

- - --- - -------- - - -·- . 
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record is sent to the Med1c~l Records department. 

where en ar,alyst puts the chan 1oge,her The 

seco:'ld step is for a Coder lo go through the ctuin 

and recheck all lhe docu:ne11ts m l".i: chart. She 
, stated the Analysl that worked Ol'I Patisnt A's chart 

1is p;:r!icularly thorough . "I was perp lexed how this 
!could have happeneo." 

The l'lospi!al policy t,tte::l . "CONFIOENTIAL•TY OF 

PROTECTED HEALTH IN FORMATION" dated 
Oe1ober 4, 2002, w;;s rc>v,ewed 011 August 11 . 2009 
a: 3 PM. The pohcy read ,,, part ''B Breach of 

Pat1el'I I Confidentiality. a1e achIng patient 

confidentiality can occur in a vanety ot ways. ( The 

Hospital Corporation) dis1i:igu1shes those breaches 

Iof conf1dentiel,1y as follows . 1. 'Carelessness' is 

, dehneo as a ~reach that occurs when patient 
1,.;fo,m=1t1on is un,ntent1on&lly or carelessly 

I
i 

I 
accessed, reviewed, or (~Vealed oneself or others 

witho\,t a leg itimate neec to krow the pati~r'lt 

iof°'m,:ioc' 

PR0VIPl;R'$ ~LAI'! or CO/H<EC TION (Xf,) 

(w\Cti cor.ncCTIVE ACTION 5"'0UI.I) SE CROS3. I COMPLC- c 
l'EF~ ~ENC~n TO THE ,\PPROPn lA TE DEF IC IE1'1CV) D~TF.

lI 
I 

'· 
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Event 1D:9ESU t 1 an12010 3 36:'.lOPM 

LABORATORY DIRE CTor,rs OR PROVIDER1::u ~i'> LIER REPRES ENT/, TIVE'S SICNATU RE Tl ILi: (XG) CATE 

A"Y dcf1c,e,,ey s1atemMl ending w,1 ~ an nler•.;k I ' ) 1ieno1M a deli:,ency which th e rn$!ilubon May be exc-a~ed r,orn cou ccting p10\/1ding It i, uo1a,r.11nca 

1hat otnor s~Ccgu;,ru< prov,a~ ,ufficicot i;role<.~on lo tho Pill•r.nb Sx~cvl lor nul!.,ng 1\01110•. tho finrj,eg• c.buv~ ~'" u,u 1oe~o1e 00 oay s fo llowm~ lh~ dalr, 

of survey ,me~'.er 01 no:~ ~~~n ol correcuon is orovic~ For nv r6ino hom~•. lh~ ObOva 1,no,ngs ard plan~ or co;rechor, :,re d,s~lo!sC>lo I '- day:. fol lowinl) 

1t. e date ihc:! ~ llo~umenl5 t1rc n,.:>ij~ sv~.rae>lo 10 t~c bc1hty U C1 etlc1enc1eo­~r,, ci ted, ;10 ;1pµn:ived p1ar, 01 C01Tection 1; ,011v1:;,rc tQ ~onti,,ue ci µro; ra,r, 

pa11.c1pa:,or, 

:. Cl 5 
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