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(X8) 1D SUMMARY STATEMENT OF DEFICIENCIES N PROVIDER'S PLAN OF CORRECYION (%8
PREFIX (EACH OEFICIENCY MUST HE PRECCLOED 8Y FULL PACTIX (2AGH CORRECTIVE ACTION SHOULD 46 GROSS. COMPLETE
TAG I _REGULATORY OR LSC IOENTIFYING INFCRMATION) TAG REFEARNCED TO YHE APSROPRIATE DEFICIENCYS QAT
| The following reflects tha findings of the Depaniment l
of Public Health during a complaintbreach event - '
VIS, 128013(3) Hea]th & Sﬂfcty Code i
| 1280 J
| Complain: intake Number: HIM Director discussed specific } A .
|CA00197270 - Substantiated ivac ) | August 3
| | Esr; emgflbreach and r‘ev1‘ewcd chart 2000
roc
Representing the Depaament of Public Health: ! y process with ‘nf"?]"’ed ’
— | Analyst, Coder and Physician |
| Workroom Coordinator. 1
The ingpection was limited to the specific faciily :
. ; . . |
eve'm mvesngale:d and doges not represent the HIM Director advised HIM slaffof | " -
findings of & full inspecuen of the faciity [the: ined . ugust
\the incident and importance of 2009
Health and Safety Code Secton 1280.15(a) A | following established process of |
chaic,  health faciity, home nealth agency, or chart assembly to minimize '
'hospice licensed pursuant to Secthon 1204, 1250, Ipotentia] for privacy breach. |
|1725,  or 1745sball  prevent urlawful or , |
tunauthortized access to. and use or disclosure of, J‘TO F— E l . |
.patients’ medical nformation, as  defined i | \ . ompliance three medical Semembef
isubdivision (g) of Section 56.05of the Civil Code g‘ecords will be selected at random 2009
land  congistent  with  Section 130203  The per month to be reviewed for
‘department. after invesligahon, may assess an | ceuracy. Audits to be conducted
administrative penalty for a2 violalion of this section th . {
e Risk M !
iof up to twenty-five thousand dollars (825,000) per oY i ¥ apagcr 0‘1' her ) !
patient whose madical information was untawfully designee and will continue unti]
,0r  without  authorizaton  accessed, used,  or 100% comphance for three
|disclosed, and up to seventeen (housand fve | nsecutive months. Audit results |
1 : e i . {
hundred  dollars  (§17.500) per  subsequent | o be reported to Patient Safety i
occurrence  of wunlawful or unauthonzed access, ommitt
vse, of disclosure of that palients’ medical RICE.
linformation, |
| Entity Reported fncident No: CA00197270 New process implemented for January
I 3 .
| _ | $canning and filing paper p 19,2010
 Represanting he Deparimen: i_ documents in electronic record. |
Event 1D 9ESU1M 877/2010 3:36:30FPM
LAGORATORY DIRECTOR'S OR vaowoﬁw REPRESEN[ATIVE'S SIGNATURE VITLE X6} 2ATE
s/
e Hlabier LrsK  ona st 4// 7//0
Any dié:ue-.cy slateencnt ending will BN 3sterisk () denotes a deficiency which the nsltution may be excused (rom cgfrdeting providing 1t 1s determined
that other safcguards provide sufficicat protection to \he patents Except (o nulsing homas. the finamngz a0ove are gisclozanto 90 days lollowing the dale
of survey whathar or not & plan of corracuen is providd  Fer nLrsing ASMT3, the above INGiNgs and plans Of sorrectian are disclosable 14 days (ollowing
the date hest Scouments are mada availabie 1o the faciity, If deficivncus are Cited an approved plag &f coOrechon is rmqusite o continued program
parbzpation
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(X410 SUMMARY STATEMENT OF DEFICIENCIES ' ] l PROVIDER'S PLAN 07 (QRRECYICN >5)
PREFiX {EACH DEFICIENCY MUST BE PRECEEDED BY FiLL PREFIX (EACM CORRECTIVE ACTION SHOLLD BE CROS3- COMPLETC
Tas REGUIATORY OR LSC IDENTIFYING INFORMATION) \ TAG l REFERENCED TO THE APPROPRIATR DEFICIENCY) OATE
Continued From page 1 1 i :
Process involves three steps to
I ensure correct filing of paper
documents.
|The inspection was lmiled to the specilic entih/' Each step in the process in i |
lreponed wmccdent mnd  does not cepresent ‘the { completcd by a separate individual
findings of a lull insgectian of the facilt i . .
1nding e Y and provides a triple check system.f
One deficiency was written for Enlity Reported 1. Document Imaging
Incident CA0D197270. : { Specialist reviews medical
‘ record for accuracy |
i ) 1 - . . "
1280.15(2) Health & Safety Code 1280 including verification of |
(3) A clinic, health facility, home health agency. or correct patient 1Qent1ﬁcatlor$
hospice licansed pursuant to Section 1204, 1230, 2. Document Imaging |
1725, or 1745 shal) prevent unlawlul or unauthorized Specialist reviews
vaceass lo, and use or disclosure of, patients’ documents for accuracy anJ
i medical information. as defined in subdivieon (g} of seans dosumsient ink
Section 56.05 of the Civil Code and consistent with T ument 1n
Section 130203  The departmeat, after application.
lmvastigaﬁson, may assess ar administrative penalty 3. Document Imaging
;.for 2 Vl?ta!?r:[ of 1tfzss§§(t)|on of up 1:? twemyr;ﬁva Specialist reviews
ithous::na o arsv (325,000) per patient w ose ! documents to VCﬂfy
meawcal nformation was unlawlully  or  without ur o
authorization accessed used. or disclosed. and up aceuracy. T}CC RCCHTacy
to sevenieen thousand five hundred dollars has been verified the ,
(317,500) per subsequent occurrence of unlawtut oc | document s up}oadcd to Lhd:
uaauthorized access. use, of Aisclosure of 1hat electronic file. i
patients’ medical information. For purposes of the T : -
. € .
investigation, the department  shall consider the © ensuy comphance three mcdlca‘ Maich,
clinc’s, health facity's, agency'’s, of hospice's | records selected at random per [ 2010
history of compliance with this section and other {month to be reviewed for accuracy.
related state end federal statutes and regulations, i Audits to be conducted by the Risk|
 th facility detec iol ' : .
ltr\e exten! 1o which the ,QCI iy ce ertled violalions Manager or her dCSlgnCC and will I ‘
rand teok preventative aclion to immediately comect | ti i1 100% . .
| and prevent past vislations from recurring, and continue unt : 00% compliance f07 '
i | three consgcutive months - Andit }
Evenl ID:9ESU §/7/12010 3-36.30PM
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ol survey whather or not a plan of correction 12 provided  For nutsing nomes, the above findings and plans of cotrechian are didclozable 14 days foflowing
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Continued From page 2

faclors outside its  contro!  Inat  restricted  the
faciity’'s ability te comply with thes section The
depaament shali have full discretion to consider all
factors when determiming the amount of an
adminisirative pénaily puesuant to this section

1280 15(i) Health Safety Code 1280

(i) For purposes of this section. lhe
definitions shall apply.

(1) "Reporied event’ means 2l breaches included
o any singlg report thal 1S made pursyant 1o |
subdivision (b), regardizss of the number of breach
events contained in the (epon

(2) "Unauthcrized” means the inaporopriate

access, review, or viewing of patent medical |
rinforrnation  without a  direct need for medical
diagnose, lreatment, or other lawful use a&s
permited by the  Ceofidentizhty of  Medical |
1taformation Act (Part 2.8 (commencing with Section |
S6) of Division 1of the Cwil Code) or any other
stalcte or regutabon governing the lawful access.
| use, or disclosure of medical information }

following

Based on interview and record review, the hogpital
released laboratory reports from three differant
patients, wilhout authornzation ¢ three separate
Attorney's offices, wnich resull2d in a breach of
confidentiality.

1

Findings |

During an interview with  the Hospital's  Risk !
Manager on August 11, 2009 at 11-30 AM, the Risk !
Manager expiained she recetved a notica from the !

. |

results to be reported to Patient
Safety Committee, *

Evenl 1D OESU1Y

6/7/2010

3:36:30PM

LABCRATORY DIRECTOR'S OR PROVIDER/SUPPLIER REPRESENTATIVE'S SIGNATURE

TITLE {XB) DATE

Any deficiancy slotement ending with an awternsk (') decotes 3 deliency whicn the insbluton may be excused frdm cerreching praviding itis determined
nat other safeguards srovide suthicient peatecton W tna paticnts  Except for nursng homes the hiadings abowe aro diselosaole 90 days following the date
of zuevey whatner or not a plan of comecton 12 pfovded o aucaing homes, tne apove lindinge and plans of correcton are diaclosalie 14 days tollowing
ha date these documents a7 Made gvaiaple o tho facilty i cehkicnaias are ced an approved plua of corection iz requisite to continucd progiam

parliCipsuon.

Siate-2567

3ols




JUN-16-2810 21:40@

CALIFORN

QRM SJICH

IA HEALTH ANO HUMAN SERVICES AGENCY

OEPARYTMENT OF PUBLIC HEALTH

8638 6935

P.@5

—

STATEMENT OF DCCICIENCIES

(X1} FROVIDER/SUPPLIER/CLIA

(X2) MULTIPLE CONSTRUCTION

AND PLAN OF CORRETTYION

JINENTIFICATION NUMBER

050455

A BUILDING
8 WING

{X3) BATE SURVEY

COMPLETED

08/11/2009

NAME Of FROVIOER OR SUPFLIEK
SAN JOAQUIN COMMUNLITY HOSPITAL

S(REET ADORESY, CITY, STATE, ZIP CODE
2615 Chester Avonue, BAKERSFIELD, CA 93301 KERN COURTY

{Xa) ID
HREFIX
TAG

SUMMARY STYA'TEMENT (OF OESICIENCIES T

(EACH DEFICIENCY MUST BE PRECEEDED BY FULL
REGULAYORY O LEC tENYIEYING INF ORMATION)
1
1

|
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PREFIX
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Continued From page 3 T

hospital's attorney on July 31, 2009 at 4.28 PM |hat
the copied chact of Patient A, the Plainilf in a
|lawsuit against the haspial for care given in 2008
contzined one laboratory repont of Pateat B, Uvee
laboratory reporte  of Patieat C, and fifteen
laboratory reponts of Patient D. Patients B, C, enxd
D were not involved in the tawsuit filed by Patient A
and had not given prior authorization (o the hospital
lo release any part of their medica! record |

The Risk Manager furthe: stated during the same
interview that an internal invesligation concluded
{he laboratary reporis of  he three patients not
involved In the lawsuil were mistakenly filed in
Patieal A's chan by (aboratory  personnel.
Conszouently, when the Plainuffs Atlorney's copy
sarvice, and the Co-Defendant's Allorney's copy
service subpoernaed the medical recoro of Patient
|A, the laboeratory reponis of Patent's B, €, and D
inadvertently wenmt to the two attormey's offices. and
to the hospital attorney’s office. She further
explzined that it ts standard practice for the copy
semices to come inlo Medical Records and copy
the medical record |, and that Medical Records
does not typically, make the copies and serd lhem
to he indwidual attorney's offices.  She stated,
“This is just one that fell tnrough the cracks.”

| Duting an terview with The Dirsclor ol Medcal
Records on August 25  2008at 10AM  she
lexplzined Ihe process at the ume was redundant,
It is now changed. Paper laboratory repons were
\filed by laboratory personal i the patienls chansl
|daily as well as electronically.  Afler the patents |

jace discharged from the hospital the paper medical |
) I

|

|
!
|

Fvenl ID.OSBUN Y

6/7/2010

3 36:30PM
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nat otner safeguards provide sufficicnt protecton to the gaticints  Excepl 162 auraing icmes, he (indings above ars disclosable 30 davs following the date
of survey wheincr or not a plan of eorrection 1s providad. For rursing homes, the abova findings and plans of corection are aisciosalve 14 aays fallewing
Ne dsle these dccumdnls are made avaiable ¢ the facility |f delicienoes are aled, an ppproved ptan of comectinn 4 requisie to conunuTT progiam

participation

Seate-2367

1of 5


http:dC::Ct.JfOOt1!.ti
http:person.ii
http:patrer.ts

CALIFORNIA HEALTH AND HUMAN SERVICES AGENCY
DERPARTMENT OF PUBLIC HEALTH

STATCMENT OF RERICIENCIES (X1) PROVIDER/SLIPALIERICLIA (X2) MUL TIPLE CONSTRUCTION (X2 OATE SURVEY
AND PL AN OF CORRECTION IDENTIFICATION NUMBER, COMPLETED
A BUILDING
050455 B. WiING 08/11/2008

NAME OF PROVIDER OR SUPPLIER STREET ADURESS. CTY, STATE, 21 CODE
SAN JOAQUIN COMMUNITY HOSPITAL 2615 Chester Avenue, BAKERSFIELD. CA 93301 KERN COUNTY

(X4) 1D ¢ SUMMARY STATEMENT OF DEFICIENCIES ’ D PROVIDER'S FLAN Of CORRECTION X2y

PREFIX (EACH DEQICICNCY MUST BE PRECEEDLO BY MULL ! PREFIX (CACH CORRECTIVE ACTION SHOULD BE CROSS- COMPLLTL

TAG QEGULATORY OR LSC IDENTIFYING INFORMAT(ON) i TAS REFFRENCKED TO THE APPROPRIATE DEFICIENCY) DATE

Continued From page 4

record i3 sent to the Medical Records depanment,
whese an analyst puls the chan togeiher The |
second step is for o Coder lo go tarough the chan | i
and recheck all the documems in the chat.  She | !
istated the Analys! that worked on Pafient A's chart | :
]is partedlanly thorough. " was perplexed how this
| could have happened.”

The hospilal policy titled, “CONFIDENTIALITY OF !
PROTECTED HEALTH INFORMATION" dated |

IC)ciober 4, 2002, was cdviewed on August 11, 2009 {-
ial 3PM. The policy read n pant "B Breach of {
Patieat  GConfidentiality. 8reaching  patient oo

confidentiality can occir in a variety of ways. (The
Hospital Corporation) distinguishes those breaches
of confidentishity as follows, 1. 'Carelessness’ is |
jdefinec as a breach thal occurs when patient
liafermation  is  tmntenuonsfly  aor  carelessly
| accessed, reviewed, or ravealed oneself or otherse

| .
i ‘ % )
| C - . | kT
without 2 lagitimate nee¢ to krow the patient ] by
| information.” | &
’ s
| |
i ! ]
| | |
, l | :
! | ‘,
I
! | |
I.
| ‘ l ¢
[ il (
I P | |
l | [ -
|
1 3 b
i 1
1 | 4
| | i
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