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NAME OF PROVIDER 01'\ SLIP PLIER !'!'~m AOOR~$!$. CIT'!'. STAT!:, W' COtli: 
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O,,T!. SUM',' 

SUMMIIRY 5TATl™ENT OF Olir1C11aNClES 
(GACH DEFICIENCY MUSTS~ PR!il;EUl!"D !IV l'lJI.L 
RE.01.l..ATOR'I' OR l~ IOl"NT~I~ l~ORIAATION) 

Ths following findings of the 
Dep0rtment of Public Health during a Complaint 
!nvestlga1ion visit. 

Complaint Intake Number: 
CA00181838, Sub3tantiated 

Representing th!!! Department 0f Public Healltl: 

rli1flecls the 
' 

REGU\.ATION 
Title 22 70707' Patient's R!gnts 
(a) HO$piw~ and moolcal staffs shall adopt a 
written p<Jl1ey 011 patient's rights. 

 (7) Full eonsldi:1ration of privacy concerning the 
 medical care program. Case d,iscussion, 
consultation. axamlnalions and treatment are 
confidential an-1 should be conducted 
di~reetty, The p!rtient has !he right lo be ,

advised as to the reason for the presence of 
any lndividu.il. 
(8) Confidential treatment of all!
cormiunlcatior,o ;,ind records f)f."rtalnlng to the 
care and the stay in the hospital. Written 
permi$$lon shall be obtained before Iha 
 medical records can be made available to 
 
anyone not directly c:oncemed with the care. 

Based on obr..ervation, intarview, and record 
reV!eW the facility failed to maintain patient 
pnvacy of information by not advising 3 1

patients of a visitor•, presence during 
collection of registration information. Thia 
failun, had the potentlal for vnauthorized 
persons to use th isdosed Information in a 
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FROVl08"9 PLAN Of COR111£CTION 
('oACH COAREC'T!IIE ,t,CTION SHOV\.O BE CROSS­

Rcl'a!iNCEO '1'!".i TH!i /IPPROPRIATE DEF1c1taNCY) 

2;3B:4QPM 

Any daflcl1111 ' •"'em endlr,g wlffl an ll$!tlr1BII (') llanotes a defidency whlch fllO ll'mtltwllOn m~ lie ~ frDm C01'1'8Ct!ng pl'OVtdlng Kii do!lln'lline~ 
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Sl'ME'r ADD~ES!I, cm, STATE. ZIP coot!MME 0F f'A0\110~ OR !IUPl'I.IER 
1805 MEDICAL C::ENTEft DRMi, SAN BERNARDINO, CA 92411 SAN BERNARDINOcollt'1MUttlTY HOSPrTAL oP SAN BERNARDINO 
COUNTY 

I SUMLV,RY STATl!Ml!NT' OP Dl!l'iCIENC1£S(X4)10 
PflE.l"I)( \i/lCH 01;1"1(:leNCV ~T 'H l"AEC!l!DEt> BY lnJI.L 

'TAG REGULATORY~ LSC IOENTIFYING INl"OAMATION) 

Continued From page 1 

way not authorized by ttle patients. such as 

identity theft or other unauthorized u:se:s. 


FINDINGS: 

On 3/18/09 the facility reported to the 
Callfomie Oeparttnent of Public Health that an 
emplOyee had a Visitor in a :se<.1Jre 1ocat10n, 

and th.-t the vi11tor wae exposed 10 confidential 

patient info,mation including but not limited to; 
name, address, phone number, next of kin, 
financial information, diagnoets and social 
security number. 

In an interview wtth the Rlak Manager on 
3/25/09 at 9:ZO AM, tne Risk Manager ~ated 
that the Privacy Offleer was notified by the 
admitting department manager that on 3/10109. 
there was ;1n employee in the medical imaging 

department who reported to her supervi90r that 

there was a person visiting an admitting staff 

member who was allowed behind a locked and 
restrtdecl access door. This Visitor was &ittlng 
at a desk in the admitting area and eo1Jld 
overhear all of the patient il'lformatlon that the 
admitting staff member was obtaining fr,;,m the 
patients. An lnvestlga1ion was conducted and it 
was determined thlilt a breach of patient 
privacy did occur. 

During an obsel'\tation on 3/20/09 at 3:56 PM 
of tMJ registration area in the CMP (Community 

Medical Plaza). an outpatient building 

belonging to the facility, the entry door to the 


PROV101;A'S PlJ.N OF CORIIEC'rlON (XS)

(liACH CO~AE.CTl\le ACTIQN 81-fOULI;J BE CROSS. COMPI.ETt! 
Rl!FEAl:NCEO TO 114! APl'ROPfitATE D!l'ICIENCV) OATE

Following the event, the affected · 
departments and individuars were 
provided timely education 
regarding the protection of patient 
privacy and confidentiality 
(HIPPAA). This was followed by 
organization wide education that 
was completed on April 30, 2009.

 In addition. a HIPAA refresher 
 course has been initiated and will 
~; ~mpleted by November 30, 0

On April 20, 2009, the ability to 
access patients through the 
electronic discharge and 
admission functions (PCI) was 
removed from all users to ensure 
unauthorized access has been 
minimized and any further access 
will be strtctly role based and 
individualized. 
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Event 10;7UP111 100112009 2:36:40PM 

LASOAATORY OIRl:CTOR'S OR PROVIOER/SUPPUER R!PRESl!NlATIVE'S SIGNATVRE nn.e (Xt} OAif 
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DEPARTMENT OF PUBLIC HEAL.TH 

il<3) DAT!: 5URV'E'l' 
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Continued From page 2 

registration area could only be accessed With a 
card key (a card that electronically signal; the 
door lock). Inside the door, to 1tie left was a 
de&k with 2 chairs, The Risk Manager stated 
that the visitor was seated in one of lhe 2 
chairs at the desk. On the other side of Iha 
desk was a registration area with computers to 
register pa1ients. 

Review of the faellity computer user activity log 
dated :,/10/09 from 9:00 AM through 10:59AM 
showed that three patients were reg1stem~ by 

'the admitting staff member during ttw time the 
visitor was at the desk in the admitting area. 

Review of the
°" 

admitting staff member's 
employee file 3/23/09 revealed a document 
tilled Counseling/Disciplinary Memorandum. 
Under section 1 it Is d0CUmen1ed that "On 
Mardi 10, 2009 yo1,1 were at your work station I 

Iand allowed a visitc;,r friend of yo1.1rs to sit at I 
your work $1ation while you were on duty and 

Iworking. This person was sitting within a range 
tl1at allowed them to observe and overhear 

I your conversations with patients while you were 
I 

registering them. This vi;itor was expicsed to 
eonfii:tent!al patient medical Information which lo I
a Violation of the hospital's privacy policy," I 
Revtew on J/24/09 of a facility policy and / 
proc-edure titted Safeguarding PHI (protected 1 
health information) and Confidential 
Information, revealed that "It is the pollcy of ... 
(the facility) to comply with the requiremerus of 
1he federal, stat..,, 9nd organizational 

I 
PRO'lloli:R'S Pl.AN QI' COFIR!iCTlON ()(m 

iliACH COFIRl;CTM! I\CTrQN Sr!OULJ;l BE CROS$­ COMl"LETS 

1lEF!RENCl;D TO rne APPROPl<I/\TE oeFICU:NOYl DATtz 

In addition, the current audit 
process was reviewed and 
revised to ensure early 
identification of inappropriate 
access to PHI. The revised audit! 
process addresses visual, 
auditory, electronic and written 
monitoring by the Department 
Directors and Facitlty Privacy 
Officer (FPO) to ensure all PHI 
has the appropriate technical and 
physical safeguards in place and ' 
maintained. 

On a bimonthly basis, the Facility! 
Privacy Officer (FPO) randomly 
selects a sample of individuals 
with access to PHI for auditing. 1 

Any breaches will be addressed ' 
immediately and reported in 
accordance with regulations and ; 
or9ani2:ational policies. The 
results of all monitoring will be , 
reported to the FPO, HIPPAA 
Team, Executive Management 
Team and Governing Body. 

1
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()13) Cli'.Tl; S~eY(Xi) Pl:lOIJlrJl!tFI/WPl'l.ll!~UA 
"ND PI.J'N OF CORPl!Cl'ION 
BTAT&iMENT OF DiFICl!NelE5 

COMP\E'f.EO!Di;N'T!l'1CAT101'4 NUMl,ll;R: 
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060011 l!i.WING 03/2tl2009 

NAME OF PftOlllOER OR SUJl'PUER 

COf.UWNl'TV HOSPITAL OJr SAN BERNARDINO 
STPJW,'T AIIDRE88, l;llY, !ltl\TI:1 ZlP t;QOf! 

1805 MEDICAL CENTER DlltlW, SAN BERNAIIDIHO, CA 92411 
COUNTY 

SAN Bl!RNA~DINO 

­

()14)1D SUI.WAR't Bf1',Tlii~NTOF O!P:ICli.NCIES 
 10 
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 PREFIX 
TAG Rl:GU\J\TORY OR LSC IDElifflF'rlNG lf.FOf&<\t.TION) 
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framework ror health information privacy 
protection as pertainu to the Uae and 
Olsctosure of Protel';ted Health Information 
(PHI}. (The facility)... shall implement 
reasonable and approprlala administrative, 
technical, and l'.)hySieal sa1'!guards to protect 
th11 princy of PHI and Confidential 
Information.• The facility policy defines 
Confidenttsl lnfomlatlon as any informatiOn in 
any medium not otherwise defined as PHI, 
which is deemed confidentiial by law, rule, 
tegulatiOn, or would otherwise be considered 
confidential based on {1tle faelllty <:crpom!On) 
pn1ctlces, 

P~'$ Pl.AH OF CORA.CTIO~ I (XII) 
!!ACM COMECTIVS i'.CTION Sl'IOULD BE CRO!IS. COMPlE 

REFEQNCeO "l'Q THE ~OPflll'l"fe DEF!CliNCV) CATI: 

Event 10:7UP111 10121/2009 2:38;40PM 

LABORATORY DIRECTOR'S OR PROVIDE;R/SUPPLIER AEPA~SENTATlVE'S SIGNATURE TlTlE (lt8)0ATE 
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