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The following reflects the findings of the
Department of Public Heaith during a Complaint
Investigation vieit.

Complaint Intake Number:
CACD181838 - Substantiated

Reprasenting the Department of Public Health:

REGULATION VIOLATION:

Tikle 22 70707 Patlent's Rights

(a) Hospitals and medical staffs shall adopt a
written policy on patlent's rights.

(7y Full coneideration of privacy concemning the
| medical  care program, Case discussion,
consultation, axaminations and tresimem are
confidentia?! and should be conducted
discreetly,  The patient has the right to bel
advised as to the reason for the presence of
any Individual,

(8) Confidentlai treatment of aH.
communications  and records pertaining to the
care and the stay in the hospital Written
permission shall be obtained before the
medical records can be made available to
anyone net directly concemed with the care,

|
|
(Based on observation, interview, and recurd!
|feview the facility falled to maintain patlent
privacy of information by not advising 3
patienta of a visilor's presance during
collection ot registration information. This

failure  had the potenttal for unauthonzed §
persons to use th%isdosed Information in a |
Evept)D:7UP111 N 1002112009 23s90M — ( -
) = y ~ ya
LABQ /O‘W E ;& REPRESENTATIVE'S SIGNATURE ~ 2 . TITLE Y (X8) DA
VD)5 T o ila s
Any deficien ement ending with 8N astariak (*) denctes a deficiency which tha inslitulion may be axsusad from corvecting providing i is detarmined 7 /

that ottrer safeguards provide suffitient protoction to the patients. Except for mursing hamea., the findings above are discieeable 50 days following the dats
of survay whethar or not a plan of comection Is provided. For nursing homes, the above findinga and plans of correction are Haciogatle 14 days following
ine dote hesa documents are made available to tha facllity, If defickencles ae cited, an approved plan of corraciion is requiste to cominued progtam
participation.
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way not authorized by the patients, such as
identity theft or other unauthorized uses,
FINDINGS:
On 3/18/09 tha facility reported t{o the .
Calfomia Department of Public Health that an Following the evepta_thz aﬂ[’ected -
employee had a vistor in a securs iocation, departments and individuals were |
and that the visltor was exposed to confidential provided timely education )
patient information including but not limited to: regarding the protection of patient |
name, address, phone number, next of kin, privacy and confidentiality /7/ %
financial  information,  diagnosis  and  social (HIPPAA). This was followed by . b 0(7
security number. organization wide education that
In an inerview with the Riek Manager on was Cf_"’_“P'eted on April 30, 2009.
3/25/09 st 9:20 AM, the Risk Manager stated . In addition, a HI P'AA' refresher .
that the Privacy Officer was notfied by the | course has been initiated and will |
admiting department manager that on  3/10/08, be completed by November 30, I/ / ’ y
there was an employee in the medical imaging 2009 } 7
depariment who reported to her supervisor that
there was a person visiting an admitting staff ., .
member who was allowed behind a locked and On April 20_r 2009, the abiiity to
resticted access door. This visitor was  sitting access patients through the
at a desk in the admiting area and couid electronic discharge and 7/
overhear all of the patient information that the admission functions (PCl) was
patients. An Investigation was conducted and it : éj
was determined that a breach of patient ur?a'u tr.]onzed access has been 0
privacy did oscu. minimized and any further access
will be strictly role based and
During an observation on 3/20/09at 3:55 PM individualized.
of the registration area mn the CMP (Community
Medical Plaza), an outpatient building !
belonging to the facility, the entry door to the
i
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registration area could only he accessed with a
card key (a card that electronicaily signals the . .
door Jock). Inside the door, to the leR was a In addition, the current audit
desk with 2chairs. The Risk Manager stated process was reviewed and
that the vistor was seated in one of the 2 revised to ensure early
chaire at the desk, On the other side of the identification of inappropriate
de?fkt wasf a*sregistration area with computers to access {o PH]. The revised audit
register patients. process addresses visual,
Review of the facity computer user activity log audlt_ory, electronic and written
deted  3/10/09 from  9:00 AM  through 10:59 AM monitoring by the Department
showed that three patients were regigterod by Directors and Facility Privacy
‘the admiting staff member during the time the Officer (FPO) to ensure all PHi
visitor was at the desk in the admitting area, has the appropriate technical and
H { 1
Review of the admitting staff member's phys:tcgl ngeguards in place and
employee fle on 3/23/09 revealed a document mainiained.
titted  Counseling/Disciplinary  Memorandum,
Under saction 1it s dogumented that "On
March 10, 2009 you were at your work station
and allowed a vistor friend of yours to sit at n as h -
your work station while you were on duty and grivz biﬁ(\)Of?tthY ?:chs  the dFaG;hty"
working, This person was siting within @ range ' cy Officer (FPO) randomly
that aliowed them to observe and overhear selects a sample of individuals
[your conversations with patients whila you were with access to PHI for auditing. |
registering them. This visitor was exposed to Any breaches will be addressed
confidential patient medical information which s | immediately and reported in
a violation of the hospitaf's privacy policy.” l accordance with regulations and :
Review on ¥24/080of a facilty policy and} organizational pOFICIQS. T_he
procedura  titled Safegusrding PHI  (protected | results of all monitoring will be ¢
health information) and Confidential reported to the FPO, HIPPAA
information, revealed that "It iz the policy of . Team, Executive Management
(the facility) 1o comply with the requirements of Team and Governing Body.
{the federal, state, and organizational
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framework for heelth information  privacy
protaction as pertaing to the Use and
Disclosure  of Protected Health  Information
(PHY). (The facility)... shall implement
reasonable and appropriale  administrative,
technical, and physical safeguards to protect
the privacy of PHI and Confidentlal
information.” The facllty policy defines
Confidential Information as any information in
any medium not otherwise defined as PHI,
which is deemed confidential by Ilaw, rule,
regulation, or would otherwise be  considered
confidertial based on (the facilty corporation)
practices,
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