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x4} 1D SUMMARY STATEMENT OF OEFIGIENCIES lo] PROVIOER'S FLAN OF CORRECTION X8)

PREFIX (EACH DEFICIENCY MUST BE FRECEEDEO BY FULL PREFIX (EACH CORRECTIVE ACTION SHOULD BE CROSS- COMFLETE

TAG REGULATORY OR LSC IDENTIFYING INFORMATION) TAG REFERENCED TO THE APPROPRIATE DEFICIENCY) DATE

The following reRects the findings of the Department
of Public Health during a complaintbreach event
visit:

Plan of Correction Response for
Complaint # CA00200378:

To ensure coireclion was accomplished both
lemporarily and permanently for each the

Complaint Inlake Number: following actions have been taken:
CAQ0200378 - Substantiated

1. Patient 90 and Wife notified via US mail 8/17/09
Representing the Department of Public Health: of incident and offered credit monitoring
H HFEN protection service.
The inspection was limited to the specific facility Responsible Person: VP Chief
svent investigated and does not represent the Compliance and Privacy Officer
findings of a full inspection of the facility.
2. Implemented new process for 9/9/09

management of the "Emergency
Department Patient Information Sheets”
which requires thal clerks immediately
scan and shred informalion sheets upon

Health end Safety Code Seclion 1280.15(a) A
¢linic, health facilty, home health agency, or
hospice licensed pursuant to Section 1204, 1250,

1725, or 1745ehall prevent unlawtul or receipt from the patient. This new

unauthorized access to, and use or disclosure of, pracess will provide additional

patients’ medical information, as defined in safeguards (o further protecl patient

subdivision (g) of Section 56.05 of the Civil Code informalion from unauthorized access,

and consistent with  Section 130203. The use or disclosure.

department, affer investigation, may assess en

administrative penalty for a violation of this section Responsible Pergon: Office Manager,

of up to twenty-five thousand dollars ($25,000) per Emergency Departmenl and 9115109 &
patient whose medical irfermation was unlawfully Director, Emergency Depaiiment 9117109

or withoul authorization accessed, used, or
disclosed, and up to seventeen thousand five
hundred dollars ($17,500) per subsequent
occurrence of unlawful or uneuthorized access,
use, or disclosure of that patients’ medical
information.

3. Reviewed and educated Clerical Staff on
new process.
Responsible Person: Office Manager,
Emergency Department

The hospital detected the breach on 8/11/09 and
informed the Department within the required five
businéss day time period.

Event ID:YR3L11 7/30/2010 9:10:44AM
LABC A TORY DIRECTOR'S OR PROVIDER/SUPPLIER REPRESENTATIVE'S SIGNATURE TITLE (X8) DATE
"

A (00 /9] /0

ent ending with an asterisk (*) dencles a deficiency which tha Inatiuticl may be excused from correcting providing it is determined
that other safegualils provide sufficdent protection o (he pabents. Excapt for nursing homes, Lhe findings above are disciosable 90 days following fhie date
of survey wheiher of not a plan of comection is Piovided. For nursing homes, the above findings and plans of cormection are disclosable 14 days following
the dale these documents are made aveilable 10 the facility. If deficienclea are cited, an approved plan of comecVon 18 requisite to continued progrem
parlicipabon.
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TAC AEGULATORY OR LEC 13 ENTFVING INFORMATION) TAS REFERENCZD TO THE APPROFRIATE DEFICENSY) LATE
Continued From pags 1 ! Continue Plan of Correction Response for E
Complaint # CA00200378:
Baged on gbservation, Interview, and macord naview,
the hoscital faled 1o safequard the information in 4. Impiemer new prosess for cosure of 83110
Paliant 80's (nadical record by faling lo prolect the pods” by clencal stalf mambers within
" . . " the Emergercy Dezartment. New
Erergency Departmenl Patient Informelion Sheet ) o
e R . A process requires that prigr o a ped
resulting in the identily ther of patient and his wife. osure: all palient reated
) cocumentation {nor-pasient inferva¥an
Findings: sheets} il be physicalty moved by ihe
appreptiale cerk o Pod 3, whizh s
Qn  BROMG,  Assistant Comgpliance  Officer ahways sccupied by a derica slaf
presented for review the hospital "Privacy Breach memoer. This new prooess will further
Investigation Fomm™ for the breach in the safeguard patent irfsrmaiicn maintained §
confidentiality of Patient 90's medical inforrmalion. by clerical siaff within the Emergency
The “Privacy Breach Investiga¥on Foim", gated Deparimer?.
/1748, included lhe Incident Report Fomm {an
eight pages document) and showed that Patient Responsibie Pergon: Cffice Manager,
90’s wife called the hospital on B/14/08 fo feport Emeigency Depariment
that sha had been the victim of icenity the®t and 5. Daily review conducied three tmes par
:‘hai the perslon responsible .for this crima hac orn day {each Shift}in a 24 hewr petiod 1o 252040
er possession, at the time of arrest health ensure cierks compliance with {en-going
informalion from the hospital which she used ‘o . ) . fs )
\ separiment piocesire for scanning ans T & peniod
commit fraud. shredding patient information sheets. of 20 days)
. Review 10 coninue for a peniad of 30
Further review showed that Fatient $0s wife days %o ensure 108% eamaliance wilh
brought  Patient 90te _the ED  (Emergency department protedure. Appiopiiate
Department) for care on Az part o the aclion {0 be iaken in accoidanCe with
registraion  orocess,  the wife completed the review lin€ings. Review {cbere-
hospltal form tted “fHospital name] Emergency evaiuaeed ater 38 days o ascenidin
Deparwnent Patient Information Sheet” and provided wheiher monitering will be conlinied,
Patent 90and ner {ss she was the primsry disconiinued or revised.
insured) parsonal  infomation  includng ths  fult
names, dates of birth, address, end s&ocigl secusity : Resgponsibie Persen: Ofice Manager,
numbers,  Patient 90was  adiifted and  later ; Emergency Department and
digcharged. The wife 3l30 repoited ihal within a few Lead Clerk. Emergency Bepartment
weeks after Matien) B0's dischaige from the
i
Evert ILEYR3L TIRND pA e SR
EARORATORY DIRECTOR'S OR PROVICER/ALPPLIRH REPRESENTATIVES SIGHATURE TITLE {X8) DATE
Any daflilency siawmerd erding with an asterisk {3 danotra a Ceficiancy wiizh ihe in Cliien may b sxcuasd FOm oresing FOWEITR) 4 is de armined
hat other sategisands pravitin suffcient protection @ the #aienis. Exeopt for aursins homas, 118 ndinas edove 568 cisgioealie 30 daye tilbwing §e dale
of suivey wheies o relx plan of caxreckon & ovided  Fer sursing homee, tie above findints srd phas of #0176000 818 Gilasiceadin 4 Jaye keliowing
thi date thase dorarents are made ayaiabis io De My, 3 SeficiBncies e ciad, 30 SSRTDYEA olan of Sumecbon 18 jequitte I continued progzam
parieipaion.
Srare-2897 2085
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Corn¥nimd From page 2 !
!

hospital, she discovered that a person was using | :
her inforrration to open credit accounis and make :
purchases ir har name. The petson sesponsibie
was arrested and was found iz have in hwer
ipossessicn @ dccument rom the hospital, which i
i’she was using to open up these actounts and |

'whizh was fater idenfified as tewrg the 'Emergency :

Demartment Patien: Information Shes!™. ;

H

Review on 35/20/10 of the "Emeigency Depariment |
Panent Infarmation Sheet® for Fatient %0 showed
thai i included Patient 90's proiested health
informatesn  including, rame, age, gendes. Social
isecurity numpbe?, address. physician, ascount
irumber, rredical recosd number, asmission date,
employment status, and employers address. 5
alss contained infarmation aboul Patient S0's wife, i
including  her fuii  name, age, marcdal slatus, '
address. social secunty naumber, aghd  heath
msurantg njormakon. .

H
H

The inciderl Meport Foim further showed that the |
I“Emergency Meparimeri Patient {nformation Sheet” .
was u8éd by registration slaff gt the time of |
patents admission t5 ob¥in the name, date of i
birth. address, social secutty number  and
insurance informatwn. and # was filled eut by the
patient or a family member/agsnt of the patient. The | i
(sheet was used by the Regist’ation dek and the |

financial counselor B enter the patent's data into |

.the hospital's data system, and was thes handed !

{off to the iead clerk, who would then place it into a ! !
basket that sat directly behind the lead dek’s !
desk It was the lead derk's ke 1o assure the
|accuracy of the information and scan the sheet nto

3
|

Event |W:YR3L11 783012010 218 34AM
LARSRATORY CIRECTSR'S R PROVIDER/SUPPLIER REPRESENTATAE'S SIGNATURE TILE X6y DATE

Any deficiency swuement ending wii: 2n asienzk [7) denctead 8 defomnoy which Ihe nsihson may be excussd e corecting providig it is detemined
thal elver sefaguseds provide sufficsani piolecion te he pabente  Except for nurei kemes. s findings above are Gisdosalile $9 days flwwing e date
o survey wiwiher or nela glan of corresion s srovried. For rursssg homes, the above hiaings and tians of ceriection are disulouable 14 days foliowng
e e (hess Socuments ara made aveilable io the faciity. |f def:cencies are 2itod, an app roved pén o comection is roquisiix 6 coniinued proyram
pariatcn
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H
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Continusd From pago 3

the patient's recerd. Ascording o the incdent:
Repaost,.  the “Emergency Deparimenl  Patient
inforrnation Shesl® oouid sit in the Dasxet for up o
twe days. An EW iead cierk and an EB t:ansporter
{staff assgned the duties of lrangporiing patients
within the hospital] wers invesligaled by the
hospitat and found to be related t@ ke person
tegpoiysible 9y e identity theft. The incident was
still under invesigation by a polise task force.

Obsesvation zn &5#/18a3t 1#38am  of the
tmergency Department, =t the presence of ED
Manage:. showed irree aress, cailed “pods”, that:
were desk areas wih a glass wall i the front of the
desk. Entry o ihe dod area was by way of an open
walkway at either e ¢f the desk. There was ne
1qoor or haniticn. Pod 3 had a desk facing the glass
wall, had computer femminals and chairs facing the
glass wal, and a zounter behind the desk, with a
baskel helding completed admitfing papers cn it
The ED Manager stated the lead clerk worked at
Pod 3.

The hospitat policy titled, " MHE- Mravacy Mractices:
Uses and [isclosues of Prolecied Health
information . revised %07 and reviewed on B/20§10,
staled, “workforce members {employee. wolunteers |
.cthers),  physicans. and  othse  alied  heatth
tprolessionals whie providing ca‘e may not use or
‘disclose PHI in a manner ineonsistent wilh federal
-and  state laws  ssd  reguldtons.” The  poigy
finstructed  staff 1o make sure tha! medical
i;nic'mxation that identifies the patient is kepl privawe,
fgexr.e;)t as the palienl autharzes or as laws require
§ or perrnit. The pelicy further inslructed,

H
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hat Cer sPAERIANS provide Suthisenl srotecties W Ihe panents Bxcem ler nursing homes, the finding$ abéve are distiosable $C days Gilewing e daix
of suvey whether of 1ot a Bian o CGfrentd: 8 Peowdisd  For nuikmy nhomes, the above hindings and pians ef cofrecuon are disdinzablz 14 days ilswey;
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 Continued From page 4
"Reasonable  precautions must  be  taken  fo !
iminimire the chance of inadverient disclosure of
P o srdividuals wio 90 not have a need to know
H
i
:
|
: :
: |
i %
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