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; The following reflects the findings of the f
Department of Public Health during a Our medical center takes seriously all |
| complaint/breach event visit: issues related to quality of care and
: patient s fety. We have thoroughl)_f N
| Complaint Intake Number. investigared this event in order to identify
{CAQ0207226 - Substantiated opportunizes to improve patient care andg
| safety.
Representing the Department of Public Health:
| Surveyor ID # 27294, HFEN Respiratory Therapy staff was re-educated 1 1/04/2409
: regarding Califtnia’s privacy laws and the
‘ The inspection was limited to the specific facility importance of sécuring PHI They were |
event investligated and does not represent the reminded that PHI does not leave the '
ifindings of a full inspection of the facility. hospital.
%H‘eellllh and Safetx Code Section 1280.15(a) A The respiratory the-apy manager spoke 1 1/4/20})9
Echmc: heatilh facility, home thealth ggency, or with Licensed staff T, explaining that a v
i:‘g;g'ce Wgensed 1_/?:;5[:?':: o S;ecllo:\ wi 1]204' breach is a serious wiolation of the State |
: . , or shall prevenl unlawiul or . !
: . ws and Kaiser Permanent
runauthorized access to, and use or disclosure p"l\j:‘i:gs laws a i
;of, patients' medical information, as defined in policies.
f‘SUDdIVISIOﬂ (9) , of Seghon 5!?105 of the Civil patients whose PHI was exposed were | 11/4/2009
:Code and consistent with Section 130203. The I .. - iti
' : I | informed verbally by paone and in writing
department, after investigation, may assess an ! includi
: etrats S . ' that a breach had occurred, including
‘administrative penally for a violation of this | information should they have .
‘section of up to twenty-five thousand doltars | { contact inform {
(825,000) per palient whose medical [ Questions.
‘information  was  unlawfully or  without ; . nager modiﬁegd
jauthorization  accessed, used, or disclosed, i The respiratory ther'flpykrlr}anage modiee
‘and up to seventeen lhousand five hundred }  the location where wor q ‘s‘-'slfr tp bink ty
‘dollars  ($17,500) per subsequent occurrence { areto be' ﬁlgd‘ within a departmen ca -
‘of unlawful or unauthorized access, use, or | that has individual employes hanging fi
| disclosure of that patients' medical information. | folders. Each employee has been educated
5 . to this new department process. [
: . J
 Penalty number: 110007571 | Licensed staff C was re-educated about his  12/17/2009
.; | ibilities as an emplayee to ensurd
'AD17  1280.15(a) Health & Safety Code 1280 t responsibi Py
| : {
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of survey whether o7 nat a plen of correction is prowidea  For nursing homas, the above findings and plans of corraction are disclosable 14 day following
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|
. Continued From page 1 . -
the confidentiality, privacy and security oﬁ,§

(@) A clinic, health facility, home health agency, | patients’ protected health information

for hospice licensed pursuant to Section 1204, | (PHD).

1250, 1725, or 1745shal prevent unlawful or :
‘unauthorized access 1o, a‘mdp use or disclosure i The Respiratory Therapy department - 03/02/14
“of, patients’ medical  information, as defined in moved to a new location. There is a large .
'subdivision (g) of Section 56.050f the Civi shredding bin conveniently located within
“Code and consislent with Section 130203 The the room where staff conduct hand-offs at
‘department, after investigation, may assess an | shift change, and can immediately dlSpOSe
adminisirative penalty for a violation of this ' worklists. i
csection of up to twenty-five thousand doliars‘ :
($25,000) per patient whose medical ! All employees are provided with !

information  was  unlawfully or  without i | compliance training during New Employee

:authorization  accessed, used, or disclosed, orientation, and learn about their

and up 1o seventeen thousand five hundred | obligations to protect confidentiality of
‘dollars  ($17.500) per subsequent occurrence ! patients’ PHL All employees are required

‘of unlawful or unauthorized access, use, or to complete annual Compliance training. ;
 disclosure of that patients' medical information. !

‘For purposes of the investigation, the Responsible party: Respiratory Therapy
department shall consider the clinic's, health department manager

_ffacility's. agency's, or hospice's history of i
rcompliance with this seclion and other relaledi
;state and federal statutes and regulations, the
iextent to which the faciiity detected violations
(and look preventative action o immediately j 7
"correct and prevent past violalions from '
crecurring, and factors outside its control that
irestricted the facility's ability to comply with this :
,section. The department shall have full ' |
.discretion to consider all faclors when | *
"determining the amount of an administrative |
penalty pursuant to this section.

(Based on staff interviews and review of facility
"documents and the facility's policies and ! __
‘ i d
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, Continued From page 2 |
'procedures, the facility failed to ensure the

medical record information for muitiple patients |

was safeguarded from unauthorized use or
idisclosure, when patient assignment sheets :
‘were found on a sidewalk by a private cilizen.
'The facilty violated Health and Safety Code
1280.15because it failed 1o prevent the |
‘unlawful or unauthorized access to a patiem'si}
- medical information. l

\
. !
On 11/04/08, the Department of Public Health '
ireceived an enlity reported incident of a
. breach of confidentiality of medical records.

| Findings:

H i
‘During  an  interview on  9/3/10at 945am. !
' Administrative  Staff A stated that on 10/31/09, |
ra concerned citizen found a collection of ‘
papers on a residential street with lhei
hospital's  name on them and called the!
'hospital. The documents were retrieved and |
‘identified as Respiratory Care Patient’
‘Assignment  sheets, which  contained thei
patient name, diagnosis and  respiratory .
medications to be given. Administrative Staff A |
stated the assignment sheets had belonged to .
Licensed Staff C, who was transferring to
‘another facility, had cleaned out his hospital |
‘locker, placed the documents in his backpack :
‘and left the backpack in his vehicle. While the |
_vehicle was parked in front of Licensed Staff
/C's home on 10/29/09, the vehicle was broken"‘
“into and the backpack was stolen. ;
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. Continued From page 3

|

:Administrative  Staff A stated all
‘advised not to remove any documents
containing ~ Personal  Health Information  from ‘
the facility. She stated the documents are to be
‘locked up or destroyed. This is according to,
.the facility's Policy on Confidentiality of Medical
‘recards.

staff has been

i
H

‘During  an interview on
‘Administrative Staff B stated the facility bhad
mmedialely contacted all the patients on the
list, which were about 100. He stated all the ; ‘
palients had been notified by phone and | \ '
letters. :

9/3110at  10am.,

‘During an interview on 9/13/10at  8:30am,, | |
 Licensed Staff C stated on 10/28/09, he had; 1
‘parked his wvehicle in his driveway at home and : ,
_went into the house. He stated the next| t
morning he noticed his car had been broken !
riMo and along with other items his backpack |
was missing. He stated the hospital called him | |
'to let him know that some of his old assignment | { ‘
'sheets had been found on the sireet. Licensed .
'C stated he had cleaned out his lacker, and did ; |
‘not realize he stil had those documents. He
stated he usually shreds all his assignment
| sheets.

i

I ;
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