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The following reflects the findings of the Department
1of Public Health during a complaint/breach event
Lvisit:

Complaint Intake Number:
CA00266625 - Substantiated

| Representing the Department of Public Health:
Surveyor ID # 22384, HFEN

The inspection was limited to the specific facility
event investigated and does not represent the
findings of a full inspection of the facility.

Health and Safety Code Section 1280.15(a) A
clinic, health facility, home health agency, or
hospice licensed pursuant to Section 1204, 1250,
1725, or 1745shall  prevent unlawful or
unauthorized access to, and use or disclosure of,
patients’ medical information, as defined in
subdivision (g) of Section 56.05of the Civil Code
and consistent with  Section  130203. The

or without authorization accessed, wused, or
disclosed, and up to seventeen thousand five
hundred  dollars  ($17,500) per subsequent
occurrence of unlawful or unauthorized access,

use, or disclosure of that patients' medical
information.

!Based on interview and record review, the facility
failed to prevent unlawful or unauthorized access to,
and use or disclosure of, patients' medical

department, after investigation, may assess an i
;administrative penalty for a violation of this section |
jof up to twenty-five thousand dollars ($25,000) per |
patient whose medical information was unlawfully
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LABORATORY.QIRECTOR'S OR PROmUPPhiER REPR%JNTAT!VE?" S!GN?TU% #
] ] d ,br& Lx QL/UM('(\AA

(X6) DATE

3 by /1t

By signing this document, | am acknowledglng receipt of the entire citation packet

e(s). Tthm:i

Any deficiency statement ending with an asterisk (*) denotes a deficiency which the institution may be excused from correcting providing it is determined

that other safeguards provide sufficient protection to the patients. Except for nursing homes, the findings above are disclosable 90 days following the date
of survey whether or not a plan of correction is provided. For nursing homes, the above findings and plans of correction are disclosable 14 days following

the date these documents are made available to the facility. If deficiencies are cited, an approved plan of correction is requisite to continued program

participation.
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MAME OF PROVIDER OR SUPPLIER STREET ADDRESS CiTY. STATE ZIP CODE
KAISER FOUNDATION HOSPITAL, RIVERSIDE 10800 Magnolia Ave, Riverside, CA 92505-3043 RIVERSIDE COUNTY
(X4) 1S SUMMARY STATEMENT OF DEFICIENCIES i ! PROVIDER'S PLAN OF CQRRECTION (x5)
BREFIX (EACH DEFICIENCY MUST BE PRECEEDED BY FULL PREFIX (EACH CORRECTIVE ACTION SHOULD BE CROSS- COMPLETE
TAG REGULATORY OR LSC IDENTIFYING INFORMATION) TAG REFERENCED TO THE APPROPRIATE DEFICIENCY) DATE
information. RN 1 accessed two of her coworkers CORI;EC:IV:;%IIZ)I;PLAN
(Patients A and B) medical information. without Iy
necessity or authorization, on September 18. 2010
and October 8, 2010. . .
' Corrective Actions:
Findings:
lAn interview was conducted with the Compliance | 1. Action: Immediately, the patients in- 41911
| Officer (CO) on April 28, 2011. at 2pm. The CO volved were notified regarding the !
|stated she received an anonymous cali on March privacy breached.
117, 2011, indicating RN 1 accessed the medical
‘records of Patients A and B, who were also Responsible Party: Medical Center
co-workers of RN 1, without authorization. Compliance Officer
‘The CO stated a review of the facility audit reports
indicated RN 1 accessed the medical records of | 2. Action: The "Conditional Break The 2013 -
'Patients A and B, co-workers, who were not under | . Glass" (CBTG) is now in place in the Implement
ithe care of RN 1during the times the medical . ' electronic health record that pops up if a ::;(:?ed
“information was accessed. | person tries to access a medical record of ‘
someone that works in the same
A review of the facility audit report dated March 17, department.
2011, indicated RN 1 accessed medical information
pertaining to Patient A on September 18, 2010, at Responsible Party: Regional Compliance
2:33 a.m The medical informalion —accessed Officer {
.included two hospital admissions.  Specifically, the ;
first admission record of Decembgr ‘5‘ 2007 3. Action: All Kaiser employees are re- " 2011 and
mclu‘ded dates of service, the patient's name, quired to complete the annual ‘ annually
medlt':al record number, addrgss*:. ph?ne ngmbers, Comphance Trammgasacondmon of !
e-mail address, and the admission diagnosis. The ol
e employment, 1
.second admission record of August 21, 2008 . . =kt 3
(included dates of service, the patients name, e 2N )
 madi ; ; Responsible Party: Clinical Managerof =2 .
‘medical record number, address, phone numbers | | p ty: gerof 25 1>
‘and e-mail address.  {Jp M&Y (v . 4 East Med-Surg Unit. wue L Ly
i : oL & iy
: i meo 7
iA review of the facility audit report dated March 17, | i o ® -
! i o x5 R
! 2" =
L P . 7
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DEPARTMENT OF PUBLIC HEALTH

STATEMENT OF DEFICIENCIES 1X1y PROV ISURPLIZRICLIA {X2) MULTIPLE 2ONSTRUC TION {X3) DATE SURVE ¢
ANEG 2L AN OF CORRECTION IDENTIFICATION NUMBER COMPLETED
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050686 8 WING 04/28/2011
NAME CF PROVIDER OR SUPPLIER STREET ACORESS CiTY. STATE, ZiP CORE
KAISER FOUNDATION HOSPITAL, RIVERSIDE 10800 Magnolia Ave, Riverside, CA 92505-3043 RIVERSIDE COUNTY
(X4} 1D SUMMARY STATEMENT OF DEFICIENCIES 0 PROVIDER'S PLAN OF CORRECTION (x5
PREFI%, (EACH DEFICIENCY MUST BE PRECEEDED BY FULL PREFiX {EACH CORRECTIVE ACTION SHOULD BE CROSS- COMPLETE
TAG REGULATORY OR LSC IDENTIFYING INFORMATION) TAG REFERENCED TO THE APPROPRIATE DEFICIENCY) | DATE
4. The employee involved in this privacy | 4/2011
2011, also indicated that RN1accessed the breach incident was subjected to |
medical information of Patient B on October 8, Employee Corrective Action Level 4.
2010, at 5:02am., and 503am The medical )
mforf'nahon accessed included one ho'spx‘talv Responsible Party: Clinical Manger af
admission of October 17, 2008. The admission 4 East Med-Surg Unit
record accessed by RN 1included the patients 8 ’
name, date of service, address. phone number, .
date of birth, medical history., chief medical
complaint, treatment received, allergies, a detailed
systems review, and medications prescribed
{An interview was conducted with the Clinical
{Manager 1, on April 28, 2011, at 2:30 p.m. She MONITORING
gstated that she spoke with Patient B and Patient B
Istated that she felt violated by her coworker 1. All privacy breach issues will be
reviewing her medical information. reported to Compliance Commiitee for
oversight and monitoring
A review of the facility policy entitled, Obligations » :
fBegardlng Conﬁde.r\tnahly. (Updated:  10/02), Responsible Party: All Department
indicated the following procedures were to be Leaders/M /s .
‘followed regarding confidentiality of patients' | SAREE MAnagers/SUpervVIsons 3
medical information: “Any unauthorized access, | i
use, possession,  disclosure, alteration  or 1
destruction  of confidential medical  information ’
regarding any patient, member or employee s
prohibited... This policy also maintains compliance
with requirements to protect the confidentiality and
security of patient information under applicable !
state and federal law or regulations.” a;
x
:The facility failed to prevent the unauthorized Jona )
raccess of medical information, for both Patients A _23 g
and B, by RN 1, in accordance with the facility o I
‘policy. and in violation of Health and Safety Code i : :3
section 1280.15 (a). - g M
‘ = P
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