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The rollowing reflects the iindir\91» or ihe Oeplirtnient 
of Pubric Heal(h during a complai1it1oreach elltlnt 
visit: 

! This ~Ian of Correction is the 
i response by Health at Home (HAH), 
! as required by regulation, to the 
' Statement of Deficiencies (Form 

Complaint lntaKe Number: '. CMS-2567) issued by the CA 
1CAOo339.503 - Substantiated 
! 
·f Representing the Department of Public Heaith: 

; Department of Public Health on May 
; 22, 2013, for a self-reported theft of 
; documents with protected health 

: Surveyor ID# 25730, HFE"' 
! 

[the inspecflon was 1fr11ited to the.speciftc facility 

j information occurring on January 9, 
1 2013. The submission of this Plan of 
l Correction does not constitute an 

\ event inves.t1gatcd·and does nofrpp'reseht the 
!findings.of a full in!ipeefion of tHe facility. 

1 
1admission of the deficiencies listed on 

this Form CMS-2567 or an admission 
to any statements, findings, facts, and 

:Heallh and Safety Code Section 1280.15(a) A 
rclinic, heal\h facility, home health agency.. or 
/hosp\te Hce!ls~ pursuant 'to Se~lon 12.04, ·12so. · 

I
.conclusions that form the basis of the 

alleged deficiencies. 

~ 1725, or 1745 stiatl y:>re)t'ent 1,1nl.aWfu t or 
4nau\ho.liZed access to. ana use or disclosure 'Of, . 
patient&' medical 1riformalion. ft3 'defined in 
subdlvls.ion ·(g) of Section 6$.05 of ·the Clvil .eoda 
allQ eQn.slstent :wi~h S(lctlon 1~0203. The 
depa'rtn1ent. after invesilgation, may ·as5e&s an ! 
administrative penalty for a violatlon of :ihis section ; 
of up · to twenty-five· thousand dollars ($25;000) per I 
rJatient whose medical informatron was unlawfully : 
fir \Vlthout authorization a~sed, useq, or j 
.Q1sclosed, and l!P to seventeen th·ousaoo riye . 
hundred .dollars ($17,500) per subsa~ue.ntIoccurrence of ur.ilawful or :unautoorized access. 

I
.use, .or . . disctostJre 
Jn.fotmallon. 

o'f that patients' medical 

I 
Th& .Qeparimant ideniffled violations cir State ! 
regulations. i 

• 
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TAG REGU.A10PY OR LSC IOE!'.TIFY.NG INF~J.!.A,llON; I 

I 
I	The OOP.H .verifle.d that the facility informed the ! 
aff:ec~ p.atient(s) or the patient's representatlve(s) ; 
of the unlaWfui or unauthorized access. use or 

1 
disclosure of the ~atient's mediul information. I 

l 
1280.16(a) Heci11~ & sar0tv Code 12ao l 
(a) A clinic, health facility, home health -agency, or l 
hospice llconsed pursuant to Section 1W4, 1250. l 
1725, or 1745 shall prevent unlawful or unauthorized I 
access to, and use or disclosure of, patien~' I 
medical information, as defined 1n subdivision (g) of . 

· Section 56.05 of· the Civil ·Code and consistent with 1 ,Section 130203. The ·department, arter I
Iinvestigation, may .asse66 an administrative penalty ! 
for a violation of tbls section of up ·10 twenty-five j' 

thousand dottalll ($25,000) per patiei'it who5e 
medic.al !11formation was unlaWf1.1!ty or without 
authqrization accessed, used, or disclosed. a~~ up 
to seventeen thousand five hundred ·dollars 
($17,600) Per subsequent oceurrence of unlawftll or 

·unauthorized access, · use, or disclosure of that 
pa.lienta' medical information. ·For purposes of the ! 
IMe1t1gallon, the d11pat1ment shall contoider 1he l 

·cunlO's, h'eallh racllily's, agency'sJ or hospice's : 
hilltOI'( of compliance ·With ihls sec1ion and other !

1 
·related state and federal statutes and reguleUons, I 
the ·extent to which tile racttity detected violations ; 
a:nd took preventative action to immediateiy correct I 
and pteveot past v101ations :trom reeuri1ng, an·d I 
.ftictors outslOa Its c()ntrpl that restricted tile I 
facility's ability lo com~ly wllh this section. The i 
department shall have tun dJScrelion to consk:l~r an 
factors when determining the amount of an 
·adminlstralive·penally P:tJra.uant to this s8clion. 

PROVIOER'S Pl f\N OF CQRRE'C110:-i I (~6) 
cGACI• CORROcrM: /\CHON suou..oilf. cRoss. I CPw:t>Lers 
REFERF.NCEO TO THE Al1PROPRIATE OEFICIENCYJ DATE 

ii ,/IJtJ - ., I 
t 

l ealth at Home (HAH) h ..-bllshed 
policies and procedures to prevent 
·unlawful or unauthorized access to and 
.use or disclosure of patients' medical 
:information . 

. I 
pmmediately after the Health at Home 

1/9/13 iemployee found the side window of her 

~r broken and the soft pack containing 1I 

~en health records stolen from her 

parked vehicle, the employee filed a I 

police report and notified management 
 I 
at Health at Home. The soft pack had I 
~een in the employee's locked car in the 

: Passenger side footwell partially under I 
the seat. 

. I 

The Acting Administrator of Health at 
Home met with all Health at Home staff 
to review and discuss HAH Policy 3005, 1/10/13 

·!entitled "Confidentiality, Security and 
!Handling of Medical Records 
!Information", and reinforce established 
safeguards to better ensure medical 
record confidentiality. Staff were 
reminded that locked cases had been 
' provided to each of them and were 
made available to staff to secure PHI. 

.Event IO:S8S~11 	 5'22no13 · '4:06:07PM 
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i 	 l I 
I 	 I 

I 	 I 
I 

j 

This regulation was not met as evidenced by: I 
I 

Based on Interview and record review, the iwancy 
tailed to safeguard patient health records from ross 
when ten patient health 1ecords were 1er1 in view on 
the · front se~t of an automobile, which .1esulted in 
the theft or medical records containing PHI 

.(Persol')at Uealth Information). 

Findings. 

Duririg an inltirview on 211Ji13 et 10;10 AM, the 1 

·Acting Administrator (AA) oi thtt Homtt Health 
Agency (HHA) reported that a licensed Physical 
Therapfst (PT) staff metnbor or tho agency ·was I1 

'goln9 on a Mme visit on 119113. The PT had elel/en 
(1 1) patient nealth records in her pouesalon stored 1 
in 11 "soft pack" carrying ease. \Mien the PT 1 

arrived at .a visit destlnatton, she .Jeft the &oft pack 
.containing .ten (10) health records on the passenger 

seat of her car w.Me she went ' into ihe patie~fs 

ttome. 'The .AA stilted .tile Prs car (Priils 


. hatchback) did not have ·a trul'lk where the records I

idOUld nave been stol'ed Whil\l Inside the patiehfs i 

j home. the Prs car h~ uie side window broken :and , 

the soft pack cootainlng the records Wjil& stolen . 
1 
The AA said the PT filed a rep.art with the San 

1i 
Francisco Police Department regarding tne th.eft. 
The AA stated the Home Health At16ilcy 

Administrator reported to the Cbief El'.'ecutive 
Officer (CEO) of a local hospital, atld the Privacy 
Officer (PO) of ttlls hospiial became Involved in the i 

. . 	 Imedical information breach. 	 ! 

. The ten (10) Health at Home clients tha~ 1/11/13 
: were Impacted by the theft of the 

11documents that contained medical 

. 

_JUN 

; requirements, particularly about the , 
'! 'reqVire'Ment to keep off-site medical ! 
• records in a locked vehicle, out of sight ·i' 


I and secured. 


All Health at Home staff were in- I 
serviced on and provided a copy of HAH 

Policy 3005, entitled "Confidentiality, j 
 2/14/13
Security and Handling of Medical l 
Records Information" and considered 
new language lo specify that documents 
containing PHI must be fully out of view 
when locked in a vehicle. 

HAH Policy 3005, entitled 

"Confidentiality, Security and Handling 

of Medical Records Information" was 
 6/5/13
updated to require that Health at Home I 
employees who take medical records i 
off-site must keep them on their person, 

or, if stored in an automobile, store the 

medical records in a locked case, fully 


0
I out view. 	 j 

it! lI 
f 	

! 

information were notified of the incident ! 
Iby letter written.in. the client's primary 
Ilanguage. . 

The Health at Home employee was 1 

eouris~led on each staffs responsibility 1/16/13
lo protect the confidentiality of patient 
protected health infonnation (PHI) and 
about medical information privacy i 

1·~~~--"~~~~~~~~~~~~~~~~~~~~~~~.:..-..•~~~-·~---~~~~--~~-"--~~~~ 
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. 	 I 
The Privacy Officer (PO}, who was present during 1 


this entire Interview, statod she worked with lhe AA I 

to en'Sure the pati.e'nts were notifled oJ ·uie breach of I 

their medical lnformaHon. The PO stated letle(s to 1 


the ten patients, Inducting other rangllaga (Spanish 

translations) for soc of the patients, wero malled on 

1/11'13. 

Record review Indicated ton letters written In the . 

primary language (English) lo lhe affected patients, ; 

and six letters written In other lan9uage (Spanish) : 

to thG affected petlents All letters were dated , 


1111113. I 

1
 
' During record review. the AA provided a copy of a 

recoro tor one of the patient's stolen charts. ·This 

rcc:<ird contained tho following ·Protected Health 

Information (PHI): demographic information (name, 

address. phooe numt>er, ethn1city). date of birth, 

medical record number, diagnoses. msurence 

information, medications. referral sources end 


,:information, plan ·of care, and a cornplete copy of

!progres11 notes 'tor each visit. The AA sfoted the ' 

Iinfurmatlon in e'ach of the tun stb~n rtfcordU wa'I I 

' the same. 


The AA provided a copy of the HHA's policy ·and 

procedure. tilled. ·confidentiality., Security and 

Handling of Medical Records Information" dated 

10/11, which Indicated. "Field cnarts containing 


IProtected Health Information (PHI) must always be I 
I
protected under the followtng cqnditions: If a secure i 
 I 
Iloeked trunk is not available the"h seeure the I1 I 


' documents beneath the seal• The agency's P&P
Iof ·•securing documents beneath the seat" is not I I 
Even! IO'S8SE11 	 6122/2013 '4 :08:07PM 

' . 




CALIFORNIA flEALl"H AND HUM~N SltRVICES AGENCY 
OEPAATh1ENT Of PUBLIC HEALTH 

STATl!l.IENTOF OEFlCIENC!ES (X11 PROVIOER/SIJl>PLIERICLI.'. (X2) II.UL'TIPl.E CON6TRUCTIO~I (X3) OATE SURVEY 
11No PLAN o~ c6RRec1101>: !OENTIFICAtiONNUMBER. COMf'kETEO 

A BUILDING 

067772 II WING 02/1312013 

NAME· Of! PROVIDER l)f\ SUPf'l,lER STREET ...001tESS, CllY, iTATE. w•ccoE 
HEALTH AT.HOME 375 Laguo• Honda Blvd Unit FS, san Francisco, CA 94116-1411 SAN FRANCiSCO 

· COUNTY 

I'jx.!Jio 
I 

SUMlfAAY STAT'.!MF.NT ()l' llEFIC!t:NCIES PR0\/10CR'S 1'1.A" or CORRECTION lX~l 
· PREFIX. (EACH DEFICU:llCY MUST BS PR,CEEOEO BY fUU. (EACH CORkt.C llY!: ..CllOll &HOUU> 81:. CROSS· COMPLErL 

1AG 
! 
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I 

adequate. The agency must require the staff to 

protect PHI documents .by keeping them In a 

locked case. 
 I 

I 

I 


The AA proYidlld :~ cop,y of the PT's most recent : 

tr~ini.ng record pn "Pri'iacy, l,n<ormation S&fety, :and , 

Seoority" and indicated the trai~ing was completed ; 

on 6114/12. 


The AA also proYided a copy. of the oounsellng j !J
sei;slo!l, dated 1·1161'13. coMucted with the. .Pi by Jl
1 
her supe'l'vlsor which reviewed tnis ·breach of PHI I 
and addr~ssed wa~s this could ha11e been ; 

prevonted. I 

..... J..._} 

The - ~mployee's . feUure to safeguard ihe patlen~s' I . 

medical information against loss or use by ; 

I 


unauthonzed person or persorilt ·\liQ}aled Health .& l I 

Safety Code, 1280:15(a) and i~ therefore subject to : 
 i 
the applicable civil penelty assessment. I 

I I 
T22 QIV CH6 ART4-'7473l(b) ·Patients' Health I Jiealth at Home safeguards patients' 

health information against loss,Records Avalfabflily I !t:lefacement, lampering or use by I'(b) '1he agency· sl\all .safeguard the information In I 
the recorQ against loss, dbfaoement. 'tampering bt 

use by.unaullioriied persons. 


This regulation was not met as evideneed by: 

Based on Interview and record review, the agen¢y


lfaiJe<j io 6ateguard patient health records from loss 
when ten patient ·heal(h. recor.ds were left'ln view on 

the front seat of •n automobUe, which resulted In 
the theft of medical ·records containing PHI 
(Personal Health Information) 

µnauthorized persons. i 
I 

mmediately after the Health at Home I 
~mployee found the side window of her I 1/9/13 

· car broken and the soft pack containing : 
~en health records stolen from her 1

arked vehicle, the employee filed a · 
olice report and notified management :et Health at Home. The soft pack had 

been in the employee's locked car in theI 
ipassenger side footwell partially under I 

l ~he seat. I ._.__._..:___________________.;...;_____..'·-·-·-·-··- ···-·..- ·----·--------'1____..., 
'event IO:S&SE11 5/2212013 
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PREFIX 
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· COUNlY 
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·10 
Pl{Efl); 

TAG 

PR(WlOER'S1'1.AN Of OORRECTlCN 
(Efl.Cli co~REc11vi;: ACTION SHOULD ae: Cf!CSS· 

REFERENCED lOTl<E. APPROPRIATE DEFICiENCY) 

1xe1 
COW>.Ef!> 

fl.l\Te 

:The Acting Administrator of Health at 1/10/13 
Home met with all Health at Home staff l 

Findln9S: to review and discuss HAH Policy 3005, ! 
' 

Duri.n9 an interview 011 2/13113 al 10:10 AM, .Ille I 

I J 

entitled "Confidentiality, Security and 
Handling of Medical Records 
Information", and reinforce established 
safeguards to better ensure medical 
record confide.ntiality. Staff were 
'reminded th;;it.10cked cases had been 
'provided to each of them and were 
made available to staff to secure PHI. 

Actfn.s A~ministrator {AA) of the Home Heaith l 
Ager.icy (HHA) reported 1na·1 a license<! Physical l 
Ttterapist (PTJ staff mem~r . of . the a~ency was ! 
going on a home visit on 1/9/13. The PT hi!'d ·elev.en·i 
patient healtt'I records In her possession stored ·in ii I 
•soft pack'' carrying caS"e. ·Whan the PT arrived ai.l 
a vuiit destination, she left ·the soft pack containing l 
ten health ·records ·on ·the passenger seat of her car ill UN - .. The 

1 

ten (10} Health at Home clients that 
while she went into the patient's home. Tue AA 1 were Impacted by the theft of the 

· stated the Pre car (Prlus tiatchb.~) ·did not have I tlocuments that contained medical 
a trunK where th& records could have been stoied. .. information were notified of the incident 
While ·inslde the patienrs home, the PT'·s car had · .• .. ·~y;lettet written in the client's primary 

1.the side window broken .anGI 'the -soft pack !anguage.
Ieontalrilng the records was istole.n. Tf:\e M said I ~ 
: the PT filed ·a report With the San F.ra11cisco ,Police he Health at Home employee was 
iDepartment regarding the theft. Tile AA s~~ted the ounseled on each staffs responsibility 
1Home He.altti ·Ag~ncy Admi(lJst,r~tor reported to :1he ~o protect the confidentiality of patient
!Chief Execuiivo Officer (CEO) of <a toc;,il ·hospital, rotected health information (PHI} and 

1 

1and the PriVecy officer {PO) oi this hospital bout medical information privacy 
1 
became involved in the medlcal Information breach. equirements, particularly about the 

equirement to keep off-site medical 
Ttie Plivaty Officer (PO). Yiho wss present ·duriog ·J ~ecords in a locked vehicle, out of sight 

nd secured.thl~ el11ire interview, stated she worbd ·with the AA i , 
1a ·ensure ·the patients were notified or ·the breach of ! !A11 Health at Home staff were in­
fheir medical lniormation. The PO stated le.tiers to ; ,...

• serviced on and provided a copy of HAH 
the ..ten paHents. including other language (Spanish : "Policy 3005, entitled "Confidentiality, 
translations} for six of the patients,. .were mailed on i j

• 1 1Security and Handling of Medical 
1111113.. l ;Records Information" and considered 

I :new language to specify that documents 

I 1/11/13 

1/16/13 

2/14/13 

Record review indicared ten letter,, wrJtteh in the l Jcontaining PH I must be fully out of view 

---.....:-p-rim_a_ry-la_n_g_u-ag_e_(_E'n_g_ll_s_h)_to_t-he_a_ff_e_ct_e_d_p_a_t_ie_nt-s-. li ____...fvv_.,!h-en.~o. ck···e·-d·-·i-n. a- v.eh·i-cl.e_. ___________II, _____, ·and six lettets wriJten in other language (Spanl6h) I ___ .. _ _ 
;.. 
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J to the affected patittnls. All letters were dated 
1/11/13. 

Durtog record re11lew, the AA provided a copy of a 
record for one ·of the paUel'lt's· stolen ch'arts. ' This I 
record contained the followtng Protected Health 
Information: demographic information (name. 1 

addreS&, phone number, ethnicity) , date ol birth, • 

I rnedlcal reco1d number. diagnoses, ~nsurance l 

I
information, medications, referral sources ond ; 
information, plan of care, and a complete copy of 

l progress notes for each 11isit. The M ·~ated the 
information in each of lhe ten stolen records was 
the same. • 

The AA provided a copy of t'he HHA's policy and i 
procedure.. tilled, "Corifldentiaf.ity. Se<:1.1rity {Ind ; 
HanCfting of Medical Records ll)formalion•, .dated I 
10/11, which Indicated. "Field charts containing j 

: Protected Heal!h Information (PHI) must alway$ be ' 
' I protected under the following conditioWJ: If ·a iecur'e 
i locked trunk Is not available then ·s·ecure lhe 
documents benea(h the seat." Tne agency's P&P 
of "securing ·the documents beneath the sear is 
not adequate. The agency must require the staff to ! 
protect PHI documents by keepil')9 ~hem in a i 
IOCl<ed case. 

IThe AA provide'd a copy of the ·p.r.s mO&t recent 

1 
tr~lni~g re~rd o~ •Privacy, lnf?rmaii~n S~fety,~ ~nd 
Sec\,lrity'' and Indicated the ti:ainfng ·was completed 
~~~~ I 

. I
The AA also provided a copy of the ·counseling 1 

session, dated 1116113, conducted with the PT by 

E\/Cnt IO:S8SE11 512212013 

1HAH Policy 3005, entitled l 
'Confidentiality, Security and Handling I 
of Medical Records Information" was 
updated to require that Health at Home i 

employees who take medical records I 
off-site must keep them on their person, 
or, if stored in an automobile, store the . 

1medical records in a locked case fully 
out of view. 

Health at Home staff will be in-serviced 
'on HAH policy 3005, entitled 
Confidentiality, Security and Handling of 
!Medical Records Information, 
particularly the requirement to keep off­
site medical records on their person or, I 
if stored in an automobile, to store the 
medical records in a locked case fully 
out of view. 

Health at Home Director to monitor for 
!compliance. Results of the monitoring 
·activity will be reported at Health at 
Home Quality meetings on a quarterly 
basis for follow-up and action as 1 
needed. Health at Home Administrator j 
is responsible forr monitoring 1 

compliance with quarterly reporting. • 
I 1' 
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6/19/13 

2/14/13 
and 

ongoing 
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'I 
! 

breacti of PHi Iher St.WSrvlsor wnlch reviewed this 

JO 
PREFIX 

TAG 

PROVIDER'~ PLA'I OI' COHRl!t;TtCN 
IEACfi CORRECT.VI! ACTIOS 6110\Jt,O 01' CllOSS· 
Refe.RENCE.D TO TH~ AW•lO~IA l b O£FIC1ENCY) 

(X~) 

COMPlRlli 
OATI!. 

have beenand addressed ways this .could 
prevented. 

i 

jThe employee·s failure to safeguard the pattents' 
1medical information against loss or use by
Iunaulhorlzed person or "peisons violated Health '& 
!Safety Coae, 12so:15(a) and Is therefore subject to 
U1e applicable civil penalty assessment. 
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