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A 001 Informed Medical Breach A 001 

Health and Safety Code Section 1280.15 (b)(2). 

·• A clinic. health facility, agency. or hospice shall 

also report any unlawful or unauthorized access 

to, or use or disclosure of, a patient's medical 

information to the affected patient or lhe patient's 
1 

representative at the last known address, no later 
than five busmess days after the unlawful or 


I 

unauthonzed access, use or disclosure has been I I 

detected by the clinic. health facility , agency. or 

hospice" 

i 
The CDPH verified that the facility informed the I 
affected patien\(s} or the patient's 

I representative(s} of the unlawful or unauthorized 
' access, use or d isclosure of the patient's medical 

information 

/\ 000· Initial Comment I AOOO 

The following reflects !he findings of the Cal1forn1a ; 
Departmenl of Public Health during the I 
1nvest1gat1on of an entity reported incident. 

Entity reported incident: 265525 

The inspection was limited lo the specific er11ity 
reported incrdent investigated and does not 
represent the findings of a full 111spect1on or the 
facihty. 

Representing the Department· 28650. HFEN 

A def1c1ency was written for entrly reported 
incident 265525 at A 017 

A 017 1280.15/a) Health & Safety Code 1280 I A017 

PROVIDl·R'S PLAN 01- CORREC'IION {Y.!,) 

(:.:ACH CORRECTIVE AC I !ON SHOULD BE ::OMPU,-E 
C f<0SS-RCH;H[NC1c0 TO fHE APl'ROl'RIATE l)/11 C 

DEFICIENCY) 

The provider plan of correction 
represents the Feather River 
Tribal Health, Inc. (FRTH) 
response to the unauthorized 
access, use, or disclosure of the 
four patient's (Patient 1-4) medical 
information as reported in incident 
#26552JJ.5. 

Preparation and execution of this 
plan of correction should not be 
construed as an admission of the
deficiencies cited. 

 j
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A 017 Continued From page 1 ' A017

(a) A clin ic . health faci liiy. home health agency. or , 
hospice licensed pursuant to Section I 204. ! 
1250, 1725. or 1745 shell prevent unlawful or 
unauthorized access to, and use or d1sclosu1c o f. 
patients' medical information. as defined 1n 
subdiv1s1on (g) of Section 56 05 of the C1v1I Code 
and consistent with Section 130203 The 
department after investigation. may assess an 
adm1rnstrative penalty for a v1olat1on of this 
section of up to twenty-five thousand dollars ! 
($25.000} per patient whose medical 1nformat1on 
was unlawfully or without authorization accessed. 
used, or d1sclosed, and up to seventeen 
thousand five hundred dollars (S'i 7.500) per 
subsequeni occurrence o f unlavvful or ! 
unauthorized access, use. or disc!osure o f tha! 
patients· m edical 1nformat1on. For purposes of the 
invest1gat1on, the department shall consider the 

l 
clinic's, health facility's, agency's, or Mspice·s 
history of compliance with this section and other 
related state and federal statutes and regulations, 
the exlent to which the facility detected violahons 
and took preventative action to immediately 
correct and prevent past violations from recurTing . 
and factors outside its coni rol that restncied the 
fac1hty's abihty to comply wilh th is section The 


I 
department shall have full discretion to consider 1 


all factors when determining t11e arnolmt of an 

administrative penalty pursuant lo this section. 


T111s Statute is not met as evidenced by: 

Based on interview and record review, the facility 

failed to safeguard conf1dent1al health information , 

for four patients (Pat.1en ts 1, 2. 3 and 4) 


F1nd1ngs: 

On 4111/11, the California Department of Public 
Healll1 (COPH) received a faxed letter written by 
Administrative Slaff A, that 1nd1cated that the 

PROVJOER S Pl AN OF COP.HECTlmJ 
(EI\CH CORRECTIVE ACTION SHOULD BE f.'OMP FTE 

CROSS-RF!'FRfNCl'D TO IIll nA-FAPPROPRIATE 
DEFICIENCY;


l FRTH responded to the complaint o f 
I Patient #1 of unauthorized access to 

patient information by conducting an 
investigation, documenting the 
investigation, reporting the apparent 

, breach to appropriate agencies. 
J informing involved patien ts, and taking 

action regarding the involved employee. 

Patien ts or the patient's representative 
of patient 1, 2. 3, and 4 were 
immediately notified in wri tten form of 
the possible unauthorized access of 
their personal health information. The 
notification included the information 
accessed. suggested actions the , 
patien t or representative should take to 
review the safety of !heir personal 
informatio n. information to assist the 
patien t lo file a civil complaint if they 
desired, and an o ffer to assist the 
patient with any concerns they might 
have. 

Security checks for access to lhe 
a ffected patien ts and randomly selected 

, o1her patients are conducted to insure 
no unauthorized access to information 
11as occurred. The random checks are 

/ part o f FRTH's ongoing electronic 
I record monitoring. The access checks 

are routinely run when access to a high 
profile patient is involved. All patien t 
concerns regarding access to records 
include a review of specHic staff's 
access to records. 

· - CONT - · 
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faci lity had received a complaint uwotving a 
possible breach of personal anformation from 
Patient 1 on. 1 

Dunng a concurrent interview, with Administrative 
(Adrnin) Staff A and Admrn B on 4/13111 at 9.30 
am. they related that Patient 1 had complained 
that Verification Clerk (VG) C had knowledge 
regarding Patient 1. Patient 2. Patient 3 and 
Patient 4's scheduled appointments. vc C was 
previously counseled not to access tllose 
particular scheduling records due to a domestic 
dispute that involved vc C and Patient 1 
According to an investigation conducted by Adm1n 
Staff B on 4fl/1 1, rt was determined that VC C 
had accessed the scheduling records viewing 
appointment dates and registration ,nfor,natron 
(this 111format1on included, name. phone number, 
date of appointment and physician or specialist 
sct1eduled to be seen). During the facility's 
investigation. VC C verified that she had been 
previously counseled regarding not accessing 
those particular scheduling records. VC C was 
terminated by the fac1hly on 4/8/11 

The facility's policy. titled, "Access to Records
Paper and Electronic" dated, 2/14/11, reod, " It is 
the respons1brhty of all employees to safeguard I 
private information. health or otherwise, and to 
ensure rts security and conf1denhally." 

I 

I The tac1hty held an 1n-servicc/training. titted. 
"HIPAA· Access to Records- Paper and 
Eleclron1c" on 2/22/11 and according to the 
attendonce record. VC C had attended thrs 

, course 

I 
VC C was mtervrewed on 4/13111 at 12.50 pm 
she acknow'edged that she had accessed the 
scheduling records of Patients 1, 2. 3 and 4 She 

­

 I 
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11 Ac, 1coRREctlvl i\t: noN SHour o uE c·1_.)f~Ui! f fl 
cnoss HHEP.l'NCFO 101HC APPROPRIAfE IIAff 

	
OEFJC,FI\CY) 

S1aff newsletters and ~toff meetings oonta1n 
informalion regarding t-llPAA and types of 
inc1den1S that the tncrlity hos reviewed. Now 
staH orlenlation 1nclucfes HIPAA trarnmg and 
teshng w11h a strong emphasis on lhe reporting 
and mvesltgal ron of HIPM concerns and 
employee rospons1b11ily to uphold HIPA/\
standards and report any known concerns. 

• The Executive Director. Ql Coordinator, and 
HIPAA Compliance Officer are responsible to 
invesligalc. rc1>0rt and review agency policies 
and prae1icos relating 10 tho safeguarding of 
the 
 

patienls PHI lndrle11I<; are reviewed by lhe 
QI oomitlco and policy changes are reviewed 
and reported to an employees via the 
department heads and wnlten clocumenlAhon 
of 1nd1vidual staff training and dunng slaff 
in-service meetings. The Board of Directors is
provirte<t with a report of issues ::inrt ar.tiv1!ies 
on a monthly basis. 

All s1alf 1s rttquired to take online Security 
Awareness rra,ning on ;i yearly basis. fh1s 
lrrtining includes information on HIPAA. June 
15. 2011 is lhe next full stnff meeting nnd will 
include a review o f the HIPAA pohcles and 
informalion. 

Employeos round to be in vaolahon or I IIPAA 
policies are d1sc1plined according to tho 
severity of the incident The employee in this
incident was unmediately tcrminaled following 
completion of the investigation. The patients 
were notified following the rnvest19ataon. The 
appropri::ato rogula1ory agencies ancl the 
agency's accreditat111g body. AJ>.AHC. weu~ 
notified 

 
within the required time-lrames 

following Ille completion of lhe 111veshgatt0n. 

Tile plan or correct1011 will be completecl 
 following the .June 15th st;,H meeting/training.
All other aspects or the pl:in are current 
prachces ,>nd were used an this reported 
incident. 

I
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acknowledged that she was not supposed to 
access those scheduling records following an 
issue that had occurred around 9/2010. when the 
facility had generated and posted a list on her 
computer terminal of patients narnes (Patients 1, 
2, 3 and 4) that she was not to access VC C 
acknowledged that despite the fact that she was 
not supposed to access those reocrds. she had 
done so on multiple occasions. 

During a concurrent interview and document 
review with Admin B, on 4/14/11 al 9 am she 
confirmed !hat VC C does routinely have access 
to scheduling reco1ds as part of her regular 
duties, but that stie had been instructed not to 
access any of- the names from the restricted list. 
which included Patients 1. 2 . 3 and 4 VC c·s 
computer Jog reports were reviewed from 1/6/1 1 
through 4/6/11 and according to Ad1111n A and 
Adm1n 8, the audit showed a pattern of excessive 
accessing of scheduling records for Patients 1, 2, 
3 and 4 VC C accessed Patient 1's scheduling 
records 8 times. VC C accessed Patient 2's 
sct1edul1ng records 15 times. VC C accessed 
Patient 3's scheduhng records 20 times VC C 
accessed Patient 4's scheduling records 19 
times. According to Admin B. who had previously 
reviewed the computer access to determine 1f the 
access was reasonable and with111 the scope of 
VC C job The following factors were considered , 
1 was the record access the result of pnnttng a 
report for insurance verification. 2. was there a 
correlation to the dates of access and 
appointments. 3. was the access d ifferent than 
that of other patient records accessed that VC C 
had done dunng the course of her normal work 
week. 4. could someone else have accessed 
those patients under VC C's log-in. Admin B. 
reported that her invesligation completed on 
4/7!11 showed that the access d1cf 1101 seen, to 
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be consistent with with access that VC C would 
1,ave had fn the normal course of her work. The 
access was excessive and different than that of 
11er normal work access 
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