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Health and Safety Code Section 1280.15 (b)(2],

" A clinic, health facility, agency, or hospice shall
also report any unlawful or unauthorized access

to, or use or disclosure of, a patient's medical
informalion lo the affected patient or the palient's |
representalive at the lasi known address, no later ‘
than five business days after the uniawlul or
unauthorized access, use or disciosure has been |
detected by the clinic, health facility, agency, or I
hospice " ]'

The COPH verified that the facility mformed the
affected paiient{s} or the patient's
representative(s) of the uniawful or unauthorized
access, use or disclosure of the patient's medical
nformation

A 000 Initial Comment | A Q00

The following reflects the findings of the Caﬂformaf
Department of Public Health during the [
mvestigation of an entity reported incident. f

Entity reported incident: 2656525

The inspection was limited to the specific entity
reported incident investigated and does not
represent the findings of a full nspection of the
facility.

Representing the Department 28650, HFEN

A deficiency was wrilten for entily reported
incident 265525 at A 017

STATEMENT OF D_EE:ICIENCIES (X1 PROVIDER/SUPPLIERICLIA (X2} MULTIPLE CONSTRUCTION iX3) DATE SURVEY
AND PLAN OF GORRECTION ICENTIFICATION NUMBER COMPLETED
A BUILDING C
8. WING o -
CA230000089 04/14/2011
NAKME OF PROVIDER UR SUPPLIER STREET ADDRESS CITY, STATE 2IP COBE
. 2145 5TH AVENUE
FEATHER RIVER TRIBAL HEALTH INC SEAUILLE G BEsEs
X4y 1D SUMMARY STATEMENT OF DEFICIENCIES : D PROVIDER'S PLAN OF CORRECTION iX5)
PREFIX (EACH DEFICIENCY MUST 8k PRECEDED BY FULL | preFix {FACH CORRECTIVE ACTION SHOULD BE COMPLETE
TAG | REGULATORY OR LSC IDENTIFYING INFORMATION) TAG CROSS-REFERENCED TO THE AFPROFPRIATE LIATE
| | DEFICIENCY)
A 001 Informed Medical Breach A 001

|

' The provider plan of correction
represents the Feather River
Tribal Health, Inc. (FRTH)
response to the unauthorized
access, use, or disclosure of the
four patient's (Patient 1-4) medical
information as reported in incident
#265528.5 .

Preparation and execution of this
plan of correction should not be
‘construed as an admission of the

deficiencies cited.
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PROVIDER'S PLAN OF CORRECTION

{a} A climic. health facility, home health agency, or
hospice licensed pursuant lo Section 1204,
1250, 1725, or 1745 shall prevent uniawful or
unauthorized access 1o, and use or disclosure of,
patients’ medical information. as defined in
subdivision {g) of Section 56 05 of the Civil Code
and consistent with Section 130203 The
department after investigation, may assess an
adminsirative penally for a violation of this
section of up to twenty-five thousand doliars
[%25.000}) per patient whose medica! infarmation
was unlawfully or without authorization accessed,
used, or disclosed, and up to seventeen
thousand five hundred dollars (3717.500) per
subsequent occurrence of uniawfu! or
unauthorized access, use, or disclosure of that
patients’ medical information. For purposes of the
investigation, the department shall consider the |
clinic's, health facility's, agency's, or hospice's
history of compliance with this section and other
related state and federal statutes and regulations,
the extent to which the facility detected violations
and took preventative action to immediately
correct and prevent past violations from recuring,
and factors outside its contro! thal restricied the
faciiity's abihity to comply wiih this sectian The
department shall have full discretion to consider
all factors when determining the amount of an
administrative penalty pursuant to this section

This Statute is not met as evidenced by
Based on interview and recard review, the facility
failed to safeguard confidential health information
for four patients. (Patients 1, 2, 3 and 4)

Findings:
On 4/11/11, the California Dapartment of Public

Heailth (CDPH) received a faxed lelter written by
Administrative Slaff A, thal indicated that the
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FRTH responded to the complaint of
Patient #1 of unauthorized access to
patient information by conducting an
investigation, documenting the
investigation, reporting the apparent
breach to appropriate agencies,
informing involved palienls, and taking
action regarding the involved employee.

Patients or the patient's representative
of patient 1, 2, 3, and 4 were
immediately notified in written form of
the possible unauthorized access of
their personal health information. The
notification included the information
accessed, suggested actions the
patient or representative should take to
review the safety of their personal
information, information to assist the
patient to file a civil complaint if they
desired, and an offer to assist the
patient with any concerns they might

| have.

Securily checks for access to the
affecled patients and randomly selected
other patients are conducted fo insure
no unauthorized access to information
has occurred. The random checks are
part of FRTH's ongoing electronic
record monitoring. The access checks
are roufinely run when access to a high
profile patient is involved. All patient
concermns regarding access 1o records
include a review of specific staff's
access lo records.

.- CONT - -

Licensing and Cenification Dwision
STATE FORM

BMK 11

I comtingaton sheet 2QF %




PRINTED: 05/2472011

FORM APPROVED
California Department of Public Health
STATEMENT OF DEFICIENCIES (X1) PROVIDE/SUPPUER/CLIA X2} MULTIPLE CONSTRUCTION (%3} DATE SURVEY
AND PLAN OF CORHECTION y IDENTIFICATION NUMBER i COMPLETED
A BULDING B
B WING C
! CA230000089 04/14/2011
NAME OF PROVIDER OR SUPPLIER STREET ADDRESS. CITY STATE. ZIP CODE
2145 5TH AVENUE
FEATHER RIVER TRIBAL HEALTH INC OROVILLE. GA 98965
(X4 10 SUMMARY STATEMENT OF DEFICIENCHES o T it PROVIDER'S PLAN OF CORRECTION [X5)
PREFIX {EACH DEFICIENCY MUST BE PRECEDED BY FULL PHRET 14 | {EACH CORRECTIVE ACTION SHOULD BE COMPLETE
TAG REGULATORY OR LSC IDENTIF YING INFORMATION; TAG CROSS REFERENCED TO THE APPROPRIATE BATE
| DEFICIENCY)
] g _—
A017| Continued From page 2 AOI7T | '

facility had received a complaint involving a
possible breach of personal information from
Patient 1 on 1

| During a concurrent interview, with Administrative
{Admin) Staff A and Admin B on 4/13/11 at 9.30
am, they related thal Patent 1 had complained
that Venfication Clerk (VC) C, had knowledge
regarding Patient 1, Patient 2, Patient 3 and
Patient 4's scheduled appointments, VC C was
previously counseled not to access those
particular scheduling records due to a domestic
dispute that involved VC C and Patient 1
According to an investigation conducted by Admin
Staff B on 4/7/11, it was delermined that VC C |
had accessed the scheduling records viewing
appointment dates and registration information
(this information included, name, phone number,
date of appaintment and physician or specialist
scheduled to be seen). During the facility's
investigation, VC C verified that she had been
previously counseled regarding not accessing
those particular scheduling records. VC C was
terminated by the facility on 4/8/11

The facility's policy, litled, "Access to Recards-
Paper and Clectronic” dated, 2/14/11, read, "Il is
the responsibility of all employees 1o safequard |
private information, health or otherwise, and (o
ensure its security and confidentially

The facility held an in-service/training, titled,
"HIPAA- Access to Records- Paper and
Electronic” on 2/22/11 and according to the
altendance record, VC C had attended this
course

VC C was interviewed on 4/13/11 at 12.50 pm,
she acknowledged that she had accessed the
| scheduling records of Patients 1, 2, 3and 4 She

Staff newsletters and staff meetings contain
information regarding HIPAA and types ol
incidents that the facility has reviewed. New
slaff orientation includes HIPAA training and
testing with a slrong emphasis on the reporting
and nvesligation of HIPAA concerns and
employee responsibility 10 uphold HIPAA
standards and report any known concerns.

The Exaculive Director, Ql Coordinator, and
HIPAA Compliance Officer are responsible to
invesfigate, report and review agency policies
and praclices relating to the safeguarding of
the palients PHI Incidenls are reviewed by the
Ql comittee and policy changes are reviewed
and reported to all employees via the
department heads and wrilten documentation
of individual staff training and during staff
in-service meelings. The Board of Directors is
| provided with a report of issues and activilies
an a monthly basis,

All staff is required o take online Secunty
Awareness Training on a yearly basis, This
training includes information on HIPAA, June
15, 2011 is the next full stafl meeting and will

| include a review of the HIPAA policies and
information.

Employees found to be in violation of HIPAA
policies are disciplined according to the
severity of the incident. The employee in this
incident was immediately terminated following
campletion of the investigation. The patients
were notified following the investigation. The
appropriale regulatory agencies and the
agency's accreditating body, AAAHC, were
natified within the required time-frames

‘ following the completion of the investigation.

| The plan of correction will be completed

| following the June 15th stafl meeting/lraining.

| All other aspects of the plan are current
practices and ware used in this repartad
incident.
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acknowledged that she was not supposed to
access those scheduling records following an
issue that had occurred around 9/2010, when the
facility had generated and posted a list on her
computer terminal of patients names {Patients 1,
2, 3and 4) that she was not to access. VC C
acknowledged that despite the fact that she was
not supposed to access those reocids, she had
done so on multiple occasions.

Duting a concurrent interview and document
review with Admin B, on 4/14/11 at 8 am_ she
confirmed that VC C does routinely have access
to scheduling records as part of her regular
duties, but that she had been instructed not to
access any of the names from the restricted list,
which included Patients 1, 2. 3and 4 VC C's
computer log reports were reviewed from 1/6/11
through 4/6/11 and according to Admin A and
Admin B, the audit showed a pattern of excessive
accessing of scheduling records for Patients 1. 2,
3and 4 VC C accessed Patient 1's scheduling
records 8 times. VC C accessed Patient 2's
scheduling records 15 times. VC C accessed
Patient 3's scheduling records 20 times VC C
accessed Patient 4's scheduling records 19
times. According to Admin B. who had previously
reviewed the computer access to determing If the
access was reasonable and within the scope of
VC Cjob The following factors were considered,
1 was the record access the result of printing a
report for insurance verification. 2. was there a
correlation to the dates of access and
appointments. 3. was the access different than
that of other patient records accessed that VC C
had done during the course of her normal work
week. 4. could scmegne else have accessec
those patients under VC C's log-in. Admin B,
reported that her investigation completed on
4/7111 showed that the access did nol seem to
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be consistent with with access that VC C would

have had in the normal course of her work. The
access was excessive and different than that of

her normal work access
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