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()(~) IO SUMMARY STATBAENT OF DEFICIENCIES 
PREFIX (EACH OEFICll:NCY MUST BE PRECEEDEO BY FULL 

TAG REGUlATORY OR LSC IDENlV'YING INFORMATION) 

The following reflects the findings oftha Department 
of Public Health during a complaint/breach event 
visit 

Complaint Intake Number: 
CA00267889 - Substantiated 

Representing the Department ofPublic Health: 
Surveyor ID# 22384, HFEN 

The Inspection was llmlted to the specific facility 
event Investigated and does not represent the 

. findings of a full Inspection of the facility. 

Health and Safety Code Section 1280.15(a) A 
clinic, health faclllty, home health agency, or 
hospice licensed pursuant to Section 1204, 1250, 
1725, or 1745 shall prevent unlawful or 
unauthorized access to, and use or disclosure of, 
patients' medical information, as defined in 
subdivision (g) of Section 56.05 of the Civil Code 
and consistent with Section 130203. The 
departmen~ after Investigation, may assess an 
administrative penalty for a violation of this section . 
of up to twenty-five thousand dollars ($26.000) per 
patlent Whose medtcal lnformatJon was unlawfully 
or without authorization accessed, used, or 
disclosed, and up to seventeen thousand five 
hundred dollars ($17,500) per subsequent 
occurrence of unll!Wful or unauthorized acoess, 
use, or disclosure of that patients' medfcal 
Information. 

For purposes of the Investigation, the department 
shall consider the · clinic's, health facility's, 
agency's, or hospice's history of compliance with 

ID PROVIDER'S Pl.AlfOF CORRECTION (XS) 
PREFIX (EACH CORRECTIVE ACTION SHOULD OE CROSS· COMPU:TE 

1AO REFERENCED TO THE APl'RQPRIATE DEFICIENCY) DATE 

The plan of correction is prepared in compliance with State 
Regulations and is intended as Oesert Regional Medical 

Centers ('DRMCj credible evidence of compliance. The 
submission of the plan ofcorrection is notan admission 

by !'Je hospital that tt agrees Iha! Ille citations are correct 

or that it violated Ille law. The hospital reported lhis privacy 
incident inaccordance with California Heallh and Safety 

05/0212011 
Code section 1280.15(b}(1} on May 2, 2011. The 
'ollowing actions were taken. 

Policy and Procedures: 0412812011 
The Hospital Compliance Officer ("HCO') reviewed Ille 
issue against the pres.ent policy and determined that 

the current standards are appropriate. No revisions were 
made. 

Training: 

The HCO validated Hlat the employee responsible for the. 
4128/2011 error had received privacy training per company guide­

lines. 

Mooitoring: The HCO monitors Ille education data base to 

ensure all employees have been trained uponhire and 
periodically lhere-after for continuous monitoring of 

compliance. Employees that do not complete privacy 
Monlhly training may be disciplined up to and including tennination. 

Olher Corrective Actions.: The HCO discussed verbally 
with Ille family member that identified Ille privacy incident 
the California reporting requirements. This incident was 
~ntered into the accounting of disdosure tracking system as 
equired under federal law. 

Discipline: Theresponsible outsourced employee received 

. t~\~ 
f/28/2011 

~ written counseling. 
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By signing tlll8 document. I am acknowledQing receipt of lhe enttre d18tlon packet, . Paqru"s). 1thm 4 
Any doftcloncy slatoment ending wHh an aelertek (') denotes adeficiency which the Institution may be excused from correci!ng providing it la dotermined 
that other safeguards provide sufficient protection to lhe paUents. Exoopt for nurgi,g homes;tho fin<linlJS above are dlsdosable 90days following the dale 
of &UIVSV whether or not aplan ofoorrecllon IB provided. For nursing homes, tho above findings and plans ofcorrectlon aredlsciosmle 14 days follawlng 
11,edate these documents are made available to the facility. Ifdnllclencles are cited. an approved plan ofcorrecilon 19 reqUlsile to conUnued program 
panlclpatlon. 
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(X4)10 SUMMARY STATEMENT OF DEFICIENCIES 
PREFIX (EACH DEFIClENCY MUST BE PRECEEDEO BY FULL 

TAG REGULATORY OR LSO IOENTIFY!NG INFORW.TION) 

this sectfon and other related state and federal 
statutes and regulations, the extent to which the 
facility detected vlolatlons and took preventative 
acUon to immediately correct and prevent past 
vfolations from recurring, and factors outside its 
control that restricted the facility's abflity to comply 
with this section. The department shall have full 
dlsaetlon to consider all factors when detennlning 
the amount of an adminlstraUve penalty pursuant to 
this section. 

Health and Safety Code Section 1280.15 {b)(2), • 
A clinic, health facility, agency, or hospk)e shall 
also report any unlawful or unauthorized access to, 
or use or disclosure of, a patient's medical 
Information to the affected patient or the patient's 
representative at the last known address, no later 
than five business days after the unlawful or 
unauthorized access, use, or disclosure has been 
detected by the clinic, health facility, agency, or 
hospice." 

The COPH verified that the facility informed the 
affected patiant(s) or the patient's representaUve(s) 
of the unlawful or unauthorl2!ed access, use or 
disclosure of the patient's medical information. 

Based on interview and record review, the facility 
failed · to prevent unauthorized access and 
disclosure of Patient A's medical lnfonnation. The 
hospital's FSE (Food Service Employee) dlselosed 
Patient Ns hospitallzaUon to a relative of the 
employee, without authorization li'Om Patient A. 
Subsequently, the FSE's relative further disclosed 
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CALIFORNIA HEALTH AND HUMAN SERVICES AGENCY 
DEPARTMENTOF PUBLIC HEAL1H 

STATEMENT OF DEFICENClES 
AND Pl.AH OF CORRECTION 

(XI) PROVIDER/SUPPLIER/CUI\ 
IDENTFICATION NUMBER: 

050243 

(X2) MUI.TIPLE CONSlRUCOON 

A.BUlllllNG 

B. \w«) 

(X3) DATE SURVEY 
CQMPLETED 

081()3/2011 . 

NI\Me Of PnOVIOER OR SUPPLIER smEeT ADDRESS, OITY, STATE, Z)l' OOl>E 

DESERT REGIONAL IIIEDICAL CENTER 1150 NIndian Canyon Dr, Palm Springe, CA 922874812 IUVERSIOE COUNTY 

(X4) ID SUMMARY STATEMEtU OF DEFICIENCIES 
PRl:FIX (EJICH DEFICIENCY MUST 81: PRECEEPEO IN RILL 

TAG REGUV.'fOllY OR I.SC IDENTIFYING INFORMATION) 

the patient's hospitalizallon to the patient's 

employees. 


Findings: 

An ln1arview wa& conducted with tt,e HCO (Hospital 
Complance Officer) an June 3, 2011, at 10:45 a.m., 
who stated a food service employee recognized 
Patlent Ns name on a tray card during preparation 
of the Food trays. The employee subsequently 
notified ~ve of Patient A's hospitalli:ation, on 

or about- 2011. 

The FSE's relative then informed one of Patient A's 
employees about PaUent A's hospitalization. 
Patient A's employee was unaware of Pattent A's 
hospitalization. 

A revlew of Patfent A's health records Indicated the 
patient was admitted to the facility on - 2.011, 
and died on- 20i1. · 

A review of the facility policy and prooodura 
enUUed, ''Patients' Rights And Responsibilities," 
(last reviewed 9/10), set$ forth the loIfowing: 

Purpose: 

"To recognize and to respect the rights and 

responslbllltles of patients." 


Polley: 

-"It is the patlcy of (the Facility) to ensure that staff 
and patients are infom,ed of patients' rights and 
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CALIFORNIA HEALTH ANO HUMAN SERVICES AGENCY 

DEPARTMENT OF PUBLIC HEALTH 


STATEMENT OF OERCIENCIES 
ANO PV1N OF CORRECTION 

(X1) PRO\/lll~RISUPPLIER/CLIA 
lllEtlTIFICATION NUMBER: 

06-0243 

()(2) MULllPle CONSTRUCTION 

A. BULOlNG 

aWlNG 

()(3) DATE SURVI\Y 
CQMPlETED 

06/0312011 

IWI£ Of PROVIDER OR SUPPLIER STREET ADORESS, CITY, STA1'E, ZIP CODE 

1150 N lndfan CanyOt'I Or, Pabn s·pr1ngs, CA 92262-4872 RIVERSIDE COUNTYDESERT REGION~L MEDlCAL CENTER 

(X4)1D SUMMARY STATEMENT OF DEFICIENCIES 
PREFIX (EACH DEFICIENCY MUST BE PRECEEDED BY FUI.I. 

TAG REGULATORY OR LSC 1oi;NT1FY1l4G INFORMATION) 

responsibilities and assure that these rights are 
preserved." 
-"It Is the responslblllty of (the Facility) and Its staff 

to protect and promote each patient's rights. These 

rights shall apply to every patient without regard to 

sex, cultural, economic, education or religious 

background, race, color, ancestry, naHonal origin, 

sexual orientation or marttal status or source of 

payment (litle 22)." 


Procedure: 

-"Confidentiality of his/her medical records." 


Attachment "Patient Rights." 

Item 12. 'ConfidenUal treatment of all 
communlcatlons and records pertaining to your 
care and stay in the hospital." 

On May 12, 2010, the FSE took a mandatory 
course entitled "General OrtentaHon For New 
Employees." Included within the mandatory course 
was a section entltled, "Patient Rights and 
Responsibilities.• The written course materials for 
this training included the following sentence: 

- ~Maintaining patient confldenllaflty requires a 
conscious effort to keep all personal information 
about a patient priVate." 

The facUJty failed to ensure that their policy and 
procedures regarding the confidentiality of a 
patient's personal infOllllatlon was property or 
adequateiy Implemented and followed by facility 
employees 
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