CALIFORNIA HEALTH AND HUMAN SERVICES AGENCY
DEPARTMENT OF PUBLIC HEALTH

A sREESLIaLISANL  nARsAmEee e o,

)—"‘

—b

"-(-" oty

STATEMENT OF DEFICIENCIES (X1) PROVIDERISUPPLIERICLIA {2) MULTIELE GONSTRUGTION :xa}w B
AND PLAN OF CORREGTION IRENTIFIGATION NUMBER: = i
A BUILDING =iz
050243 B.WNG sv-wo:um1 i
NAME OF PROVIDER OR SUPPLIER STREET ADDRESS, ITY, BTATE, 7P CODE g T
DESERT REGIONAL MEDICAL CENTER 1150 N Indian Canyon Dr, Palm Springs, CA 922624872 RIVERSIDE commr e B
o
o) D SUMMARY STATEMENT OF DEFICIENCIES b PROVIDER'S PLAN OF CORRECTION s
PREFIX (EACH DEFICIENCY MUST BE PRECEEDED BY FULL PREFIX {EACH CORRECTIVE ACTION SHOULD BE CROSS- COMPLETE
TAG REGULATORY OR LSC IDENTIFYING INFORMATION) TAG REFERENCED TO THE APPROPRIATE DEFICIENCY) DATE
The following reflects the findings of the Department The plan of correction is prepared in compliance with State
of Public Health during a complaint/breach event Regulations and is intended as Desert Regional Medical
visit Center's ("DRMC") credible evidence of compliance. The
submission of the plan of correction is not an admission
Complaint Intake Number; by the hospital that it agrees that the citations are correct
CADD267889 - Substantiated or that it violated the law. The hospital reported this privacy
. incident in accordance with California Health and Safety 05/02/2011
Rapresenting the Department of Public Health: Code section 1280.15(b)(1) on May 2, 2011. The .
Surveyor ID # 22384, HFEN lowing actions were taken.
The inspection was limited to the specific faclity Policy and Procedures: 04/28/2011
event investigated and does not represent the The Hospital Compliance Officer ('HCO") reviewed the
.| findings of a full inspection of the facility. issue against the present policy and determined that
. the current standards are appropriate. No revisions were
Health and Safely Code Section 1280.15(a) A made.
clinic, health faclity, home health agency, or
hospice licansed pursuant to Section 1204, 1250, Training:
1725, or 1745shall prevent unlawful or The HCO validated that the employee responsible for the.
unauthorized access to, and use or disclosure of, error had received privacy training per company guide- 2
patients' medical information, as defined in lines.
subdivision (g) of Section 56.05 of the Civil Code
and consistent with  Section 130203, The Manitoring: The HCO monitors the education data base to
department, after Investigation, may assess an ensure all employees have been trained upon hire and
administrafive penaly for a violation of this section . periodically there-after for continuous monitoring of
of up to twenty-five thousand dollars ($26,000) per compliance. Employees that do not complete privacy
patient whose medical Information was unlawfully training may be disciplined up to and including termination, |M"Y
or without authorization accessed, used, or Other Corrective Actions: The HCO discussed verbally
disclosed, and up to seventeen thousand five with the family member that identified the privacy incident
hundred  doilars  ($17,500) per subsequent the California reporting requirements. This incident was
occurrence  of unlawful or unauthorized  access, entered info the accounting of disclosure tracking system as
use, or disclosure of that patients' medical equired under federal iaw.
Information.
Piscipline: The responsible outsourced employee received
For purposes of the investigation, the department b written counseling. rl23!2011
shall conslder the ° clinic's, health facllity's, \l‘)
agency's, or hospice's history of compliance with 4 l5
Event ID/PFOY11_—— snwzmsﬂ 6:46:08PM
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Any deficlency statement ending with an asterisk (*) denotes & daficlency which the Institution may ba excused from gorrecting praviding it Is determined
that other safequards provide sufficient protection to the patients, Exoept for nursing hames, the findings above are disclosable 80 days following the date
of survey whethar or not a plan of correction I8 provided. For nursing homes, the above findings and plans of correction are diaclosable 14 days following
the date these documents are made avaflable to the facility. 1f daficlencles are clied, an appraved plan of correction [s requisite to continued program

participation,
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this section and other related siate and federal
statutes and regulations, the extent to which the
facillity detected violations and fook preventative
action fo immediately correct and prevent past
violations from recurring, and factors oquiside its
control that restricted the facillty's ablliity to comply
with this section. The depariment shall have full
discretion to consider ali factors when determining
the amount of an administrative penalty pursuant to
this section.

Heslth and Safety Code Section 1280.15 (b)2), "
A clinic, health facliity, agency, or hospice shall
also report any unlawful or unauthorized access fo,
or use or disclosure of, a patients medical
Information to the affected patient or the patient's
representative at the last known address, no later
than five buslhess days after the unlawful or
unauthorized access, use, or disciosure has been
detected by the clinic, heslth faclity, agency, or
hosplce."

The CODPH verifled that the facillty informed the
affected patient(s) or the patient's representelive(s)
of the unlawful or unauthorized access, use or
disclosure of the patlent's medical information.

Based on interview and record review, the facility
falled ‘to prevent unauthorized access and
disclosure of Patient A's medical information. The
hospital's FSE (Food Service Empioyes) disclosed
Patient A's hospitalization to a relative of the
employee, without authorization from Patient A,
Subsequently, the FSE's relative further disclosed
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the patients hospitalization to the patient's
omployees,

Findings:

An inferview was conducted with the HCO (Hospital
Compliance Officer) on June 3, 2011, at 10:45 a.m.,
who stated a food senice employee recognized
Patlent As name on a tray card during preparation
of the food trays. The employee subsequently
nofified ve of Patlent A's hospitallzation, on

ot about 2011.

The FSE's relative then informed one of Patient A's
employees about Patlent A's  hospitalization.
Patient A's employee was unaware of Patiant A's
hospitalization,

A review of Patlent A's health records Indicated the
patient was admitted to the facilty on [ 2011,

and died on [ 2011

A review of the facliity policy and procedure
ontifled, "Patients' Rights And Raspongibilities,"
(last reviewed 9/10), sets forth the following:

Purpose: .
“To recognize and to respect the rights and

responsibllities of patients."

Policy:
It is the pdlicy of (ths Facility) to ensure that staff

and patients are informed of patients' rights and
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respongibilites and assure that these rights are
preserved.”

-t is the responsibllity of (the Facifity) and its staff
to protect and promote each patient's rghts. These
rights shall apply to every patlent without regard to
sex, cultural, economic, education or religious
background, race, color, ancestry, national origin,
sexual orientaion or marital status or source of
payment (Title 22)."

Pracedure:
-"Confidentiality of histher medical records.”

Attachment: "Patient Rights."

- lem 12. ‘*Confidentlal treatment of all
communications and records pertaining to your
care and stay in the hospital."

On May 12, 2010, the FSE took a mandatory
course entiled "General Orientation For New
Employess." Included within the mandatory course
was a section entitled, “Patient Rights and
Responsibllitles.”  The written course materlals for
this fraining Included the following sentence:

- "Maintaining ~patient confidentialty requires &
conscious effort to keep all personal information
about a patlent private.”

The facility failed to ensure that thelr polley and
procedures regarding the confidentiality of a
patienl's personal information was propetly or
adequately Implemented and followed by facllity

employees
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