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The foliowing refiects the findings Dfthe Department Staff | per the 11/5/09
3; ;ublvc Haalth during a complaintJoreach event hospital policy, "Sanction Proce-

dures for HIPAA Compliance."
Complaint Intake Number.

GADCKITAT~Sumptivind Departmental (SCU) staffwere 11/2009
ing the Department of Public Health: inserviced regarding the
I HFEN HIPAA Compliance policies.
was fimited to the specific facitity
investigeted and does not represant the All hospital staffwete inserviced | 12/11/09
ndings of a full inspection of the faciity. about HIPAA regulations and were
Hoalth and Safety Code Section 1280.15(a) A given a post test to ensure under-

inic, health facility, home heeith egency, Dr standing of information.
ice licensed pursuant 1o Section 1204, 1250,
725, or 1745shall prevent unlawful or .
nauthorized access to, and use or disclosure of, Responsible persons:
2 '  medical information, as defined in Director of SCU . B
‘subdivision of Section 58.05 of the Civii Code A £
nd m‘g)m wih  Section  130203. The Nursing Educator

sfter investigation, may assess an

I;iminmm pe::.lty for a viol’a;oian o{ sg‘sb o&o)cﬁon Monitoring: 11/5709-
up to twenty- thousand rs J per . . 5
whose medical information was untawfully Delano Regional Medical Center | ongiing
without  authorization accessed, used, or will regularly review records of
disciosed, and up to seventeen thousand five Vi ; ..
ndred dolars ($17.500) per subsequent actlw.ty.on hitesmations Sys?ems i
ccurence  of unlgwihul D unauthorized access, containing EPHI. At a minimum -
, or disciosure of that patients medicsl record review will be done quarterl
tion.

Records ofactivity may include,

dalclency: ‘Was as & et of endly but are not limited to:

reportad incident 207243.

Event ID:LOL411 /2212010 4:4322PM
LABORATORY-DIRECTOR'S OR PROVIDER/SUPPLIER! ATIVE'S SIGNATURE WIE * AXB)BATE *
o~ -
anding with an asteriek (") denotes  deficiency which the insttuion ey be od from ing providing it is ined
that ather provide sufficent protection 1 Except |or nursing homas, the fndings above e disciosatie 60 days folowing the date
of survey whether or ot 8 plen of commection ia provided. For nursing homes, the above findings and plarm o f comection s Sleciosable 14 deys following
the date these documents are made svaiabie to the ciifty. jfdoficiencies are clted, an APEROVed. pin of COMECEON Is requisile to contimmd program
participation.
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Continued From page 1
This RULE: is notmet 88 evidenced by: * Audit Logs
L
1280, 15(j) Health & Safety code 1280 Access Reports _
* Security incident tracking reports
(i) ¥For purposes of this section, the following
apply:
(1) "Reported event” means alt braaches included in
any single report that is made pursuant to
subdivision (b), regardiess of the number of breach
conteined in the report
(2) "Unauthorized” means the inappropriate acoess, ]
rwnw. or viewing of patient medical infonmation ’
a direct nged for medical dimgnosis,
: !, or other lawful use as pemnitied by the "
of Medical Information Act (Part 2.6 <
mmncnmg with Secion 56) of Division 1of the I
ivi Code) or any other statute or regulstion
governing the lawful sccess, use, or disclosure of . o
edical information. At a minimum, the following infor-
_  rocord review, the hospital mation wikJ be audited:
ased on interview an A * R ..
jled to ensue the security of a patients (patiellt Date and time ofactivity
) persona healthcare information.  This failure * Origin ofactivity
Bs in the violation of Patient X's nght to * Identi : .
entification ofuser performin,
, when @ heafthcare worker (Staff 1) at the .. P &
(General Acute Care Hospital) R actvity.
nappropriately accessed, viewed, and disclosed Description ofattempted or com-
' pleted activity
Responsible Persons:
filed a complaint at the GACH on
3. 2009regarding an uneuthorized .
ss of her medical Me8. The GACH's HIPAA HIPAA Compliance Officer
ompliance Compiaint Form (filed by Patient X) Medical Records Manager
Event ID:LOL411 82212010 4:43:22PM
LABORATORY DIRECTOR'S OR PROVIOERISUPPIIER REPRESENTATNE'S SIGNATURE e (XU) DATE

Ay deficioncy with 8n aseriek [7) denolas a deficiency which the inslitution may be axcused from cormecling providing It is dobermined
that other satuguards provide sufficlent protsction o the patients. Except for the disciosabie 110 days foliowtng the dete
Of survey whether or not & plan of comeciion homas, the above findings and plans Of digtiosable 14 days following

the date these d
participeation.

% re mede

lable % the ftecility. If deficiencies are cited, an approved plen of correction s requisite to coninued pragrem
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A. BUILDING

8. WING 1171212609
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) 0 SUMMARY STATEMENT OF DEFICEENCIES 10 PROVIDER'S PLAN OF CORRECTION [L0]
PREFIX (EACH DEFICIRENCY WUST B PRECERDED BY AL PREFIX @ACH CORRECTIME ACTION SHOULD BE CROSS- COMPLETE
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Continued From page 2

indicated Patient X's sister-in-law, Staff 1, who

a healthcare worker at the GACH, disciosed a u::a
screen resuit deted August 26, 2008 to Patient X'
mother and two 8igters.

An audit sheet gonerated by the GACH in
conjunction wih their own Investigation regarding
this complaint was reviewed on November 12,
2009. The CHART ACCESSES fROM
25-AUG-2009 00:00 TO 03-NOV-2009 23:59:59 for
Patient X's computer file. indicated thres accesses
by Staff 1. the first on October 14, 2009 at 1:.09
; the second and third on October 14. 2009 a
1:13AM

an interview with Staff 2 (Director off
information Management), on November 12. 2009,
t 11:03 AM, she stated Staff 1 had three “log-ins"
pn the GACH's computer and had accessed
Patient X's laboratory resuit She stated the
hospital had completed a thorough investigation
fegarding this breach of personal healthcare
formation. She simted Staff 1 "maliciously >
isclosed” the resuit of Patient X's urine acreen
to Patert X's family. She stated Staff 1wes -
-Jerminated as dictated by their policy. =

taff 1'8 personnel file was reviewed on November -
2, 2009, at 11:15AM. Her records indicated Staff
was teminated on November 5, 2009 for HIPAA ">
Health Insurance Portabilty and Accountabitity P
ct) violation. ’
hospital failed to prevent hospital personnel
accessing and reviewing confidential medical

Event ID:I0LA11 912212010 4:4322PM
LABORATORY DIRECTOR'S OR PROVIOERISUPPLIER REPREBENTATIVE'S SIGNATURE YITLE (X8) DATE

Ary ending with an iak (") do a y which the institution may be providing ft is determined
that sufticlent proteciion ko the patients.  Except ror ureing homes, disciosable 90 duys tilowing the dats
of ornot @ plan of cofrection is provided. For masing homes, the of 14 deys foliowing
the dene are made avelisbie to ] cited, sn approved plan of clon is requisite to conBinued program
panicipation.
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A SULDNG
080808 8. WING 1111212009
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%4 ©© SUMMARY STATEMENT OF DEFICENCIES 10 PROVIDEARTS PLAN OF CORRECNON o)
PREFIX EACH DEFICIENCY MUST BE PRECEEDED BY FUAL PREFDX {EACH CORREGTIVE ACTION SHOULD BE CROSS- COMPLETE
TAG REGUIATORY OR LSC IDENTIFYING INFORMATION} TAG REFERENCEQD TO THE APPROPRIATE DEFICTENCY) DAYE
3
recorgs without obtaining written permission from
the patient in volation of Title 22, Seclion 70701(b)
8) and the access and disdosure was not
otherwise authorized.
A
Evet DL <OL. <31 191221720170 4:43:22PM
LABORATORY DIRECTOR'S OR PROVIDER/GUPPLIER REPRESENTATIVE'S SIGNATURE TinE (XB) DATE

Any deficiency stetemert ending with an

eiok () o 7 ch
safeguarde provide sufficiant profaction to the patents, Exospt for Nursing homes, o findings abave ire disciosable 50
of survey whedher or not a plen of cosreation IS provided. For nursing homes, the above findings and plens of

y which the inslituiion may be excussd from

2

% providing i is de
111 dote

are disclosable 14 days following

the documents svaliable [0 the fachity. If daficiencies &ve nited, Bil approwved pln of comecton is reruistie to aontinued program
participation.
Siata-2587
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