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The following reflects the findings of the Department
of Public Health during a complaint/breach event
visit:

Complaint Intake Number:
CA00275802 - Substantiated

Representing the Department of Public Health:
Surveyor ID # 22705, HFEN

The inspection was limited to the specific facility
event investigated and does not represent the
findings of a full inspection of the facility.

Health and Safety Code Section 1280.15(a) A
clinic, health facility, home health agency, or
hospice licensed pursuant to Section 1204, 1250,
1725, or 1745shall  prevent unlawful or
unauthorized access to, and use or disclosure of,
patients' medical information, as defined in
subdivision (g) of Section 56.05 of the Civil Code
and consistent with Section  130203. The
department, after investigation, may assess an
administrative penalty for a violation of this section
of up to ftwenty-five thousand dollars ($25,000) per
patient whose medical information was unlawfully
or without authorization accessed, wused, or
disclosed, and up to seventeen thousand five
hundred dollars ($17,500) per subsequent
occurrence of unlawful or unauthorized access,
use, or disclosure of that patients’ medical
information.

For purposes of the investigation, the department
shall consider the clinic's, health facility's,

| agency's, or hospice's history of compliance with
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facility detected violations and took preventative
action to immediately correct and prevent past
violations from recurring, and factors outside its
control that restricted the facility's ability to comply
with this section. The department shall have full
discretion to consider all factors when determining
the amount of an administrative penalty pursuant to
this section.

Health and Safety Code Section 1280.15 (b)(2), “I
A clinic, health facility, agency, or hospice shall
also report any unlawful or unauthorized access to,
or use or disclosure of a patient's medical
information to the affected patient or the patient's
representative at the last known address, no later
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this section and other related state and federal
statutes and regulations, the extent to which the 2017

1280.15(a) Health & Safety Code 1280 (a)

1. During a routine security review of access of
patient information, it was noted that Ward
Clerk B had made entries into Patient 1, 2, and 3. 07/06/2011

An internal investigation was initiated by the
CNO. 0%4/07/2011

Patient and CDPH notifications were completed. 04/12/2011
The facility implemented disciplinary action

with Ward Clerk B on 08/02/2011 following
return of Ward Clerk B from vacation on

than five business days after the unlawful or 08{01]‘2011 Ward Clerk B was terminated. 04/02/2011
unauthorized access, use, or disclosure has been
detected by the clinic, health facility, agency, or Monitoring is performed via audits by
hospice." i department managers and HIMS, direct
random observation by managers and
The CDPH verified that the facility informed the encouraged reporting of suspected activity. Ohgoing
affected patient(s) or the patient's representative(s)
O.f he  unisiul 9’ 1..|nauthlorizgd acoe_!ss‘ g o In-service education is undergone by all
disclosure of the patient's medical information. employees on an annual basis. Ohgoing
The facility failed to ensure that Patients 1, 2, and |
3s medical record was not accessed by
| unauthorized persons when Unit Clerk B, who was | ‘
inot directly concerned with their care, viewed a
}portion of their medical record. Patients 1, 2, and 3
were also employees of the facility. (Entity reported .
| incident 275802) | ' |
| | |
Event ID:00KY 11 711212013 2:42:19PM
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On 7/12/11, the California Depariment of Public
Health (CDPH) received a faxed report, written by
Administrative (Admin) Staff A, that the facility had
discovered on hat Unit Clerk B had
accessed the medical records of Patients 1, 2, and
3, also employees of the faciity without
authorization.

During an interview on 7/19/11 at 9:55 am. _Admin
Staff A stated that it was discovered on that
Unit Clerk B viewed Patients 1, 2, and 3's medical
records. These patients were not on the unit where
Unit Clerk B workad, and she had no direct need to
access these medical recards. Patients 1, 2and 3
did not consent to Unit Clerk B reviewing their
records.

A review of the facility's policy titled, Privacy
Breach, effective date 11/10, provided the following
definion for unauthorized, "The inappropriate
access, review, or viewing of patient information
without a direct need for medical diagnosis,
treatment, or other lawful use. . . "

In a later interview at 10:15am on 7/19/11, Admin
Staff A confimed that according to the facility
policy, these accesses were considered
unauthorized breaches and cause for termination.

|At 10:30am on T7/19/11, the facility's security
report was reviewed with Admin Staff A, who
confirmed the following breached information:

a. Patient 1's x-ray report was viewed on 5/15/11 at
11:12 am,

L
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b. Patient 2's x-ray report was viewed on 5/29/11 at
10:33 am, and

c. Patient 3's "Procedure F" report was viewed on
6/5/11 at 9:24 am.

A confidentiality statement, signed by Unit Clerk B
in 1/13/11, contained the following statements, "I
will only access those systems or modules that |
am authorized to access. | will practice good
workstation management, including turning screens
away from public view, always logging out. . . "

During an interview on 8/17/11at 10:35 am, Unit
Clertk B denied any unauthorized viewing of the
three patients’ medical records, but explained that
she may have forgotten to log off or shut down her
computer. She confirmed she had received
education regarding confidentiality and privacy, and
that she had been terminated by the facility on
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