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The folicwing reflects the findings of the Department Please no_te' . : : E
of Public Health during a complaint/breach event The following constitutes California Pacific
visit: Medical Center (CPMC) - Pacific

Campus's credible evidence of correction
of the alleged deficiencies cited by the
California Department of Public Health in
the Statement of Deficiencies Form CMS
2567 dated 4/23/2012. Preparation and/or
execution of this credible evidence
submission does not constitute admission
or agreement by the provider of the truth
The inspection was limited to the specific facility of the facts alleged or the conclusions set

event investigated and does not represent the forth in the Statement of Deficiencies
findings of a full inspaction of the facility.

Complaint Intake Mumber:
CAQ0304405 - Substantiated

Representing the Depardment of Public Health:
Surveyor 1D #26616, HFEMN

Health and Safety Code Section 1280.15(a) A Corrective Action:

clinic, health facility, home health agency. or The employee involved with this event

hospice licensed pursuant to Section 1204, 1250, was counseled on policy requirements. A
1725, or 1745 shall prevent unlawhi or The Notice of Disciplinary Action is April 2012
unauthorized access to, and use or disclosure of documented in the employee file.

patients’ medical information, as defined in

subdivision {g) of Section 56.05 of the Civil Code Responsible Person:

and consisteni with Section 130203,  The Depariment Manager

department, afler investigation, may assess an sk & -
administrative penaity for a violation of {his section Egrreigﬁlve cton: ided 1o the GPMC
of up to twenty-five thousand dollars (325,000) per ARIEEQTE Sras JRON e - e

; g : workforce on the specific requirement that
patient whose medical information was unlawfuily

ithoul aulhorization accessed, used, or staff must not store profected health

Bt | > ' ’ information on their personal electronic
dischessd, and g i aaverienn thadsand B devices. Education was provided in the March
Hagdend dobare (B17.500) ‘pey eubemquen form of a “HIPAA Privacy Reminder’, The 2012
occurrence of unlawful or unauthorized access, use, Privacy Reminder specifically addressed
or . disciosure of that patients’ medical “Electronic Storage of Patient Protected

information Heaith Information”.
May 2012
Violation of heaith & Safety Code 1280.15(a) for The same information was also included
faillure to prevent unauthorized access (o patients’ in the May edition of the Medical Staff
medicai records; Substantiated. Newsletier.

10/15/2012 2:03:07am
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ficiency which the institution may ba excused from o«ec‘rrg psébd:ng 1t is determinad
that ather sa'eg_uards provida erFmenl pedtediion 1o the patients Except for nursing homes, the findings above are disclosable ays fallowing the oate
of survey whether or nol a plan of correclion s provided. For nursing homes, the above i findings snd plans of cormecton are disclosable 14 days following
the date ihese documents are made avaltatilz ta the facility |f deficiencies are cited, an approved plan of correction is requisite to continued program
participation,
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Both documents are attached for your
Informed Adverse Event Notification review.
Health and Safety Code Section 1279.1 (c), Responsible Person:
“The facility shall inform the patient or the party CPMC Privacy Officer
responsible for the patient of the adverse event by
the time the report is made.” Cottective Actisri:
The CDPH verified that the facility informed the ggi;g;;cg'n?éﬁ:;ﬁzf:f?‘:'T?eg‘t?ngrt‘c')'d oy 2012
patient or the party responsible for the patient of the reinforce the hospital policy. Specifically ay
adverse event by the time the report was made. the Privacy Officer discusséd the '
. . requirement that patient health
On 3/26/12, the facility Compliance Program information should not be stored on any
Manager/Privacy Officer mailed notices to the personal computer devices. Record of the
parents of five (5) patients explaining the breach of staff meeting and sign in sheet are
their medical records. attached for your review.
1280.15(a) Health & Safety Code 1280 Responsible Person:
Privacy Officer
(a) A clinic, health facility, home health agency, or
hospice licensed pursuant to Section 1204, 1250,
1725, or 1745 shall prevent unlawful or unauthorized Corrective Action:
access to, and use or disclosure of, patients’ Child Development staff who work at off- April 2012
medical information, as defined in subdivision (g) of site locations have been assigned CPMC
Section 56.05 of the Civil Code and consistent with secure encrypted laptops to use when
Section 130203, The department, accessing protected health information
investigation, may assess and administrative penalty off-site. Staff has been instructed that in
for a violation of this section of up to twenty-five compliance with CPMC policy and in
thousand dollars ($25000) per patient whose prder to ,assure security, patient health
medical information was unlawfully or without information must be StO“?d only on the
authorization accessed, used, or disclosed, and up secure Sutter network drive.
to seventeen thousand five hundred doliars Responsible Person:
($17,500) per subsequent occurrence of unfawful or Department Manager )
unauthonzed access, used, or disclosure of that
patients’ medical information. For purposes of the
Event ID:GHF611 1011572012 9:03:07am
LABORATORY DIRECTOR'S OR PROVIDER/SUPPLIER REPRESENTATIVE'S SIGNATURE TITLE (X6) DATE

Any deficiency statement ending with an astensk (") denotes a deficiency which the institution may be excused from correcting providing it is determined
that other safeguards provide sufficient protection to the patients. Except for nursing homes, the findings above are disclosable 90 days following the date
of survey whether or not a plan of correction 1s provided. For nursing homes. the above findings and plans of correction are disciosable 14 days following
the date these documents are made available to the facility. If deficiencies are cited. an approved plan of correction is requisite to continued program

participation.
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Continued From page 2

investigation, the department shail consider the Monitoring Process:

clinic’s, health facility's, agency's, or hospice’s The Manager of the Child Development ongoing
history of compliance with this section and other Center will track patient information is

related state and federal statutes and regulations, only being stored on the secure Sutter

the extent to which the facility detected violations network drive.

and took preventative action to immediately correct
and prevent past violations from recurring, and
factors outside its control that restricted the
facility's ability to comply with this section. The
department shall have full discretion to consider all
factors when determining the amount of an
administrative penalty pursuant to this section.

This regulation was not met as evidenced by:

Based on interview and record review the facility
failed to ensure the confidentiality of five patients
{Patient 1, 2, 3, 4, and 5) medical information when
Staff A stored the patients’ medical information on
her personal laptop without prior approval from her
supervisor. Staff A’s laptop was stolen when her
house was broken into.

Findings:

During an interview on 4/23/12 at 10:10 a.m., the
Risk Manager stated she was notified of a possible
breach of medical information in the child
Development Center on 3/2012. She stated Staff A
sent an e-mail to herself with an attachment
containing the “Speech and Language Evaluation
Report" of three patients and “Pediatric Feeding
Assessment” of two patients, because she planned
to work at home. The Risk Manager said the e-mail
was encrypted but Staff A downloaded and saved

Event ID:GHF611 10/15/2012 9:03:07am
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Any deficiency statement ending with an asterisk (*) denctes a deficiency which the institution may be excused from cofrecting préviding it is determined
that other safeguards provide sufficient protection to the patients. Except for nursing homes, the findings above are disclosable 90 days following the date
of survey whether or not a plan of correction is provided. For nursing homes, the above findings and plans of correction are disclosable 14 days foliowing
the date these documents are made available to the facility. If deficiencies are cited, an approved plan of correction is requisite to continued program
participation. ;
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Continued From page 3

the medica! information to her personal laptop
which was password protected only. She stated
Staff A forgot to delete the medical information after
she saved it. Staff A's personal laptop was stolen
when her house was broken into on 3/20/12.

In a telephone interview on 4/23/12 at 10:5 a.m.,
the Child Development Center Supervisor stated
Staff A notified her of a possible breach of medical
information on 3/20/12 because her house was
broken into and among the items stolen was her
personal laptop on which Staff A had downloaded
and saved Patient 1, 2, 3, 4 and S's medical
information. She stated Staff A could access her
work e-mail and the report from home but she
should not have stored the report on her personal
laptop, When asked if Staff A asked for permission
to send the patients’ medical information via e-mail
and store patient information o n her personal
laptop. she said, “No, she did not ask for my
permission.” She added that Staff A would have
been allowed to work at home if she had a CPMC
laptop which was encrypted.

In an interview on 4/24/12 at 11:35 a.m., Staff A
stated her house was broken into and her personal
laptop was stolen on 3/20/12. She said she sent
herself an e-mail with an attachment containing the
five patients’ medical information and saved the
documents on her laptop because she was
planning to work on the reports at home. When
asked if she got permission from her supervisor to
download and save the patients’ medical
information on her laptop, Staff A said, *I did not
ask permission from my supervisor.”

Event [D:GHF611 10/15/2012 9:03:07am
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A review of the facility's Work Station Security
policy and procedure (revised 8/08) indicated, “It is
the policy of CPMC that appropriate security
measures for workstations will be enforced.
...Workstations that contain or have access to PH!
(protected health information) must be in secure

locations, whenever possible. ...
E. Physical Security

3: Laptops/Handheld’s/PDAs (Perscnal Digital

Assistant):

When not in use, these devices must be kept in a
locked cabinet or drawer. PHI shall not be stored
on these devices without prior approval of the
employee’s supervisor and the IT (Information

Technology) Security Officer.”

The employee’s action of downloading patients’
medical information onto her personal laptop and
subsequent theft of the laptop from the employee’s
home violated Health and Safety Code 1280.15,
making the hospital subject to the applicable civil

money penalty assessment.

Event ID.:GHF611

10/15/2012 9:03:07am
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