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! The fellowing reflects the findings of the Department E000 ;
- of Public Health during a complaint/breach event Initia] Comments |
visit: The following constitutes  Arrowhead
Regional Medical Center's (the "Hospital")
Complaint Intake Number: response to the findings of the Departiment
CAQ00410428 - Substantiated of Health and Human Services and does not
constitute an admission or agreement of the
Representing the Department of Public Heaith: facts alleged or conclusions set forth on the
! Surveyor (D # 34388 summary statements of  deficiencies,
i ) ] - ) o subsequent to survey conducted by the
The m.spec(t_on was limited to the specific facility California Department of Public Health
event mvesbgat(-?d and does not represent the which concluded on September 5. 2014,
findings of a full inspection of the facility.
Health and Safety Code Section 1280.15(a) A EDUCATION
clinic, health facility, home health agency, or The employee responsible for the breach | 12/31/14
hospice licensed pursuant to Section 1204, 1250, By incident resigned prior to completion of the
1725, or  1745shall  prevenl unlawful or | ~3 disciplinary process. The department staff,
unauthorized access to, and use or disclosure of, \‘)\ including the supervisor, were required to
patients' medical information, ~as defined in N complete the HIPAA Privacy and Security
subdivision (g) of Section 56.05 of the Civil Code Self-Study Module and Quiz Training,
and consistent with Section 130203, The | |
department, after investigation, may assess an
administrative penalty for a violation of this section
of up to Menly~ﬁvelthoqsand doltars ($25,000) per } MONITORING
patient whose medical information was unlawfuliy ! e R ; N
| . o X The Nurse Manager of IBHN will ensure | 3131715
for  without authorization accessed, used, or ) . . . v i1 -
. . : compliance with ARMC privacy policies
idisclosed, and up to sevenieen thousand five - 6 tori £ staff and
;hundred dollars  ($17,5C0) per subsequent R?uz.} ‘;'ou e momf(\)fxmg 9 ?z;_npi;“
!occurrence of uniawful or unauthorized access, “*‘é peno [_C epaxjtment St? meetm..gs. . fx
fuse, or disclosure of that patients’ medical !)nvacy an_d information security is also
{information. included in  annual  employee update
I’ training for all staff.
| RRE NN o y RESPONSIBLE PERSONS
(2) Subject to subdivision (c), a clinic, health Nurse Manager - 1BHN
facility, home health agency, or hospice shall also : anag
| i
| - L )
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Any deficiency statement ending with an asterisk (*) denotes a deficiency which the institution may be excused from correcting providing it is determined
that other safeguards provide sufficient protection to the patients. Except for nursing homes, the findings above are disclosable 90 days following the date &

of survey whelnes or not a plan of correction is provided. For nursing homes, the above findings and pians of correction are disciosable 14 days following.
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DEPARTMENT OF PUBLIC HEALTH

STATEMENT OF DEFICIENCIES (X1) PROVIDER/SUPPLIER/CLIA
AND PLAN OF CORRECTION IDENTIFICATION NUMBER

050245

(X2) MULTIPLE CONSTRUCTION

A BUILDING —
8 WIiNG

{X3) DATE SURVEY
COMPLETED

09/05/2014

NAME OF PROVIDER OR SUPPLIER STREET ADDRESS, CITY, STATE, ZIP CODE
Arrowhead Regiona! Medical Canter 400 N Peppar Ave, Colton, CA 92324-1304 SAN BERMARDINO COUNTY

(X4) 10 f SUMMARY STATSMENT OF DEFICIENCIES
PREFIX ¢ {EACH DEFICIENCY MUST BE PRECEEDED BY FULL
TAG ; REGULATORY OR L3C iDENTIFYING tNFORMATION)

D i PROVIDER'S PLAN OF CORRECTION (X5)
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ireport any unlawful or unauthorized access {o, or
-use or disclosure of, a patient's medical information
ito the affected patient or the patient's representative
iet the last known address, or by an allernative
imeans or at an afternative location as specifisd by
(the patient or the patients representative in writing
vpursuant to Section 164.522(b) of Title 450f the
iCoda of Federal Regulations, no later than 5
business days after the unlawful or unauthorized
jaccess, use, or disclosure has been detected by
the clinic, health facility, home health agency, or
hospice. Notice may bs provided by email only if
the patient has previously agreed in witing to
electronic notice by email.

The COPH verified that the facility natified Patient A
in writing, of the breach {violation) of their protected
health information within the requirad fve (5)
business days.

REGULATION VIOLATION:
California  Health . and Safety Code section
i 1280.15(a)

5_12_80.15 (a):

i(a) A clinic, health facilty, home health agency, or

i hospice licensed pursuant to Section 1204, 1250,
725, or 1745 shall prevent unlawful or unauthorized

‘access to, and use or disclosure of, patients'
medical information, as defined in Section 56.05 of

ithe Civil Code and consistent with Section 1280.18.

fFor purposes of this section, internal paper records,
i

i
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(X4) I
PREFIX
TAG

SUMMARY STATEMENT OF DEFICIENCIES
(EACH DEFICIENCY MUST BE PRECEEDED BY FULL
REGULATORY OR LSC IDENTIFYING INFORMATION)

2]
PREFIX
TAG

PROVIDER'S PLAN OF CORRECTION I {X8)
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REFERENCED TO THE APPROPRIATE DEFICIENCY) DATE

H

Ialectronic mail, or facsimile transmissions
‘inadvertently misdirected within the same facility or
health care system within the course of
coordinating care or delivering services shall not
;constitute unauthorized access to, or use or
| disclosure of, a patient's medical information. The
i department, after investigation, may assess an
administrative penalty for a violation of this section
of up to twenty-five thousand dollars ($25,000) per
patient whose medical information was unlawfully or
without authorization accessed, used, or disclosed,
jand up to seventeen thousand five hundred dollars
1($17,600) per subsequent occurrence of unlawful or
‘unauthorized access, use, or disclosure of that
!patient’s medical information. For purposes of the
‘investigation, the department shall consider the
clinic's, health facility's, agency's, or hospice's
history of compliance with this section and other
related state and federal statutes and regulations,
the extent to which the facility detected violations
and took preventative action to immediately correct
and prevent past violations from recurring, and
factors outside its control that restricted the
facility's ability to comply with this seclion. The
:department shall have full discretion to consider ail
factors when determining whether to investigate and
the amount of an administrative penalty, if any,
‘ pursuant to this section.

i

Health and Safety - Code section 12B0.15(a) was
viviated as evidenced by:

Based on interview and record review, the facility
failed to maintain the privacy of Patient A's
;electronic medical records (EMR) when a hospital

i
H
I
'

Y
s

i
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!uni! assistant (Employee 1) accessed Patient As !

| electronic  medical records  without authorization. |
I This resulted in a breach of confidential medical
‘ information for Patient A.

|

| FINDINGS:

iOn Seplember 22, 2014at 11:06 AM, a phone
iinterview was conducted with the Hospital Privacy
land  Security Officer (HPSO) regarding an
{ entity-reported incident of a breach of confidential

medical information for Patient A, detected on -
August 14, 2014. Employee 1 (HUA - Hospital Unit - L
Assistant ) in the Behavioral Health unit accessed A

Patient A's (an employee admitted as a patient to LI
the Emergency department) electronic  medical y
record without business need on May 18, 2014, ' o
Patient A was admitted to the emergency room and et =)

Employee 1was a clerk in the Behavioral Health 3 e
! Unit. lwel
The HPSO stated that Employee 1's duties : +°

Included: creating patient identification iabels,
[transcribing orders onto the Kardex, faxing to other
departments and entering admission and discharge
|data into the computer data system for the
Behavioral Health Unit. Since Employee 1 worked
in the Behavioral Health unit and Patient A had
been admitted to the Emergency Department, there
was no busingss related need to access a
 patient/employee’s record in a department other
than where Employee 1 was assigned.

A review of the facility's Privacy/Security Incident
Report dated August 14, 2014, indicated that on
May 18, 2014at 3:17PM, . ."Employee {used

Event ID:8LH211 11512016 11:39:16AM
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(X4} 1D
PREFIX
TAG

SUMMARY STATEMENT OF DEFICIENCIES
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PREFI
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!Employee 1's name) accessed meadical record of
gEmployee/Patient (used Patient A's name) without
ia business need."  Within the same document
!under "Harm or Negative Outcome,” was listed:
{"Inappropriate  /unlawful access to patient
linformation by an employee." Under the section
entitted, "How was this person (Employee 1)
involved?” was listed, "Employee looked at another
employee's  chart...Employee 1 (used name)
working in Behavioral Health, did not have a
business reason for accessing patient/employee
i(used Patient A's name) EMR (electronic medical
record) on 5/18/14."

| The HPSO stated that Patienl A filed a complaint
fwith the hospital regarding the possible breach on
August 14, 2014 and that during the hospital's
investigation which was conducted on August 14,
2014 through August 22, 2014, the facility found
that Employee 1had accessed one line of Patient
A's electronic medical record, on one occasion.
The HPSO also stated that there had been no priar
allegations against Employee 1. After being
questioned by the HPSO, Employee 1 resigned
shortly thereatter.

During a review of the documentation of the
hospital's investigation from the User Activity report
dated August 22, 2014at 9:58AM, it was
determined that on May 18, 2014, Employee 1 had
accessed the following electronic  medical
information: Patient A's name, date of birth, age,
sex, account number, allergies, orders, laboratory
test results, medication administration and
admission date. '

i

§
i

Vo]
e

*‘}’.
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A review of the facility's correspondence entitled,
"tnformation  Security and  Confidentiality
Agreement,” signed by Employee 1on August 10,
2012, was conducted. The document indicated:
“Violations of privacy, confidentiality, security of
Protected Health Information in any form or medium
may subject the individual to civil and /or criminal
prosecution...under the Health Insurance Portability
and Accountability ACT (HIPAA). Misuse of any
[name of hospital] information access privileges or
tinformation technology may resull in disciplinary
action up to and including termination.” The
acknowledgement statement preceding Employee
1's signature set forth the following attestation: "I
will  not access information for non-business
‘purposes. | have read and agree to comply with
ifname of hospital] policies ..concerning the
privacy, security and confidentiality of information
and assets."

i The facility's failure to maintain and protect the
confidential medical information of Paiient A from
unauthorized access by Employee 1is 2 violation

i of Health and Safety Code section 1280.15(a}.

|

|

!

14 Ql
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