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The following reflects the findings of the Department
of Public Health during a complaint/breach event
visit:

Comptaint Intake Number;
CA00325831 - Substantiated

Representing the Department of Public Health:
Surveyor ID # 26732, HFEN

The inspection wazs limited to the specific facility
event investigated and does not represent the
findings of a full inspection of the facility.

Health and Safety Code Section 1280.15(a) A
clinic, health facilty, home health agency, or
hospice licensed pursuant to Section 1204, 1250,
1725, or 1745 shall prevent unlawful or
unauthorized access (o, and use or disclosure of,
patients' medical information, as defined in
subdivision (g) of Section 56.05 of the Civil Code
and consistent with Section 130203. The
depariment, after investigation, may assess an
administrative penalty for a violation of this section
of up to twenty-five thousand dollars ($25,000) per
patient whose medical information was unlawfully
or without authorization accessed, wused, or
disclosed, and up to seventeen thousand five
hundred dollars  ($17,500) per subsesquent
occurrence of unlawful or unauthorized access,
use, or disciosure of that patients’ medical
information.

For purposes of the investigation, the department |
shall consider the chHinic's, health facility's, |
agency's, or hospice's history of compliance with
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By signing this document, | am acknowledging receipt of the entire citation packet,
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Any deficiency statement anding with an aeterisk (*) denotes a deficiency which the Institution may be excused trom correcting providing it is determined
that otner safeguards provide sufficient protection to the patients. Except for nursing homes, the findings above are disciosable 90 days following the date
of survey whether or not a plan of carvection is provided. For nursing homes, the above findings and plans of correction are disciosable 14 days following
the dare 1neee documenis ere made available to the faclity. I deficiencies are cited, an approved plan ot comection is requisite to continued program
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this section and other related state and federal
statutes and regulations, the extent to which the
facility detected violations and took preventative
action to immediately correct and prevent past
violations from recurring, and factors outside its
control that restricted the facility's ability to comply
with this section. The department shall have full
discretion to consider all factors when determining
the amount of an administrative penalty pursuant to
this section.

T22 DIVS CH1 ART7-70751(b}  Medical  Record
Availability

(b) The medical record, including X-ray films, is the
property of the hospital and is maintained for the
benefit of the patient, the medical staff and the
hospital. © The hospital shall safeguard the
information in the record against loss, defacement,
tampering or use by upauthorzed persons.

This RULE: is not met as evidenced by:

Based on interview and record review, the facility
failed to maintain privacy and confidentiality of
Patient 1's medical record when Health Worker
2(HW-2) inappropriately accessed the patient's Life
Care Record (LCR) electronic medical record 8o
she could obtain the address of Patient 1for the
purpose of serving some kind of court papers in a
child custody case. This breach of medical
information represents an intentionat and malicious

122 DIV5 CH1 ART7-70751(b) Medical

Action(s):

Before and after this 2012 privacy breach Ongoing
incident, hospital leadership has engaged in

ongoing efforts via memos, emails, staff

trainings, and employee annual update training

to ensure that hospital staff are educated and
knowledgeable about hospital and SFDPH

privacy and security policies.

The SFGH multidisciplinary Privacy Initiated
Committes, composed of the SFGH Privacy July 12,
Officer and staff from the SFGH Privacy 2011 and

Record Availability

Office, the SFGH Chief Medical Officer, the ongoing
SFGH Chief Communications Officer,
representatives from the SFGH Legal Affairs,
Regulatory Affairs, Health Information Systems
departments , as well as representatives from

Event 1D:0J8011

9/25/2014

3:14:37PM

Fe.p

gy

HEATH

Siate-2567

Puge 2015



CALIFORNIA HEALTH AND HUMAN SERVICE S AGENCY
DEPARTMENT OF PUBLIC HEALTH

-

SYATEMENT OF DEFICIENCICS
AN BLAN OF CURREC TION

{1} PROVIDER/SUPPLICRICLIA
IDENTHICATUN HUMBER

050228

{2} T PLE CONSTRICTON

A BLILDING

8 WIkG

11/16/2012

(X3) CATE SURVFY
COIPLETED

NAME OF SROVICER @1t SUPPLIER
San Froncisco General Hospital

STRLL) ADDRESSE, C 1Y, S1ATL 4 COOE
1001 Potrero Avo, San Francisco, CA 94110-3518 SAN FRANCISCO COUNTY

(X4Y12 SUMMARY STATEMENT OF DEFICIFNCIES o PROWVIDER'S PLAN OF CORRECTION [t+H
PIEFIX (EACH DEFICIENCY MUST BE PRECEEDED 8Y FU_L PREFI% {EACH COIRECTIVE ACTION SHOULD BE CRCES- CCMPLETE
TAG REGULATORY OR LEC IDENTIFYING 1NFORMATICN) i3] REFERENCED 10 1+t APPROPRIATE DEFICIENCY) DATE
both the SFGH and UCSF Risk Management
breach of protected health information by a health and Information Systems Departments, meets
care worker. monthly to review, discuss, and recommend
olicy involving privacy compliance issues.
Record review of a 5/{7/12 User Confidentiality, policy gp y P
Security and Electronic  Signature  Agreement, ) ) S
signed by HW-2, indicates: *I will only access, As reported in the 2567, HW-2 involved in this | May 7.
discuss or divuige confidential protected health privacy breach had been oriented to their 2012
IfEmalae as~pabiat forlthe, perfommancerof your responsibility to protect the confidentiality of
feb dities. patient protected health information (PH!) and
Record review of a LCR Chart audil, dated 8/28/12 to medicalinformation privacy requirements as
at 9:00 AM. indicates HW-2viewed Palient 1's evidenced by user confidentiality agreements.
reports  and notes  (Name and  address), We believe the employee's actions constitute
medications, lab values and HIV(AIDS) disclosure reckless behavior.
status.
In an interview on 11/16/12at 11:00 AM., the The SFGH Privacy Officer and the SFGH Initiated
Facilty Privacy Officer (FPO) made the following Privacy Analyst conduct “Privacy Rounds® June 2012
statements: within the hospital and publish an educational  and
n . flyer quarte lled Privacy Puise to educate i
"On 9/101121 was nofified that Patient 1had a e e R cale | ongoing
complaint alleging that an employee (HW-2) of the hospital staff about privacy security and
Family Health Center Clinic  (FHC) thad awareness, to validate staff knowledge
inappropriately accessed her PH! (protected health fegafding p[ivacy security and awareness, as
Infpimatiy.gan “adifiess, 180 WAOEE,  rietical well as to identify issues requiring corrective
diagnosis, medications) so she could fill out court . o
papers.” action by managers. Findings are reported to
the Privacy Committee.
"Patient 1reported she received &an envelope
gdd"::“: ;[‘h her "‘l‘"“’ :“; to "“e ad:;ess °'f ":’ MH-2 was placed on paid administrative leave | September
Oy friend. e envelope had a return address of the A ) . .
5M Women's Health Clinic. The address is fisted in AEndingliixterénvestiglien]immikisman 12,2012
LCR but Patient 1stated it is not her address. Resource services.
Patient 1 stated she recognized the hand writing on
the envelope as HW-2's and that she knows HW-2
Event 1D:0J8011 91252014 314:37PW
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A disciplinary hearing was held at which time | November
because the boyfiend is the father of HW-2's HW-2 resigned their position with the city a 26, 2012
child." county of San Francisco. Their services were
- ; 5 [ ; ) - deemed unsatisfactory and a permanent
“Patient 1 presented the envelope, still sealed. to a - T
staff member on SM. The staff member verified it restriction was placed on their al?llltytosecure
was not sent by the 5M clinic. Patient 1 stated she future employment at San Francisco General
was afraid to see the contents and asked the staff Hospital and Trauma Center.
member to open it. The staff member discovered
e camiSiis weke wipes 6 Eolit pagci (e The SFGH Privacy Officer conducted a November
HW-2 not paperwork related to medical care.” . . :
specific privacy round for Family Health Center | 28, 2012
"Patient 1 stated that HW-2 must have accessed to reinforce privacy protection compliance
her PHI to know that she is a patient of 5M." measures and strategies.
"I ran an audit report on the LCR access of Patient . )
1's PHI and the resul indicated that on 8/28/12 bkl 24P tecita el S s s ogil i
HW-2 accessed and viewed the following PHI from licensing board. 14, 2012
Patient 1's record: Reports, Medications, lab values
and HIV(AIDS) status.” The Family Health Center Nurse Manager December
"On the date in question, HW-2had been Posted SfGH Pflvacy and Security Tlps 15, 2012
temporarily assigned to unit 4B, an inpatient care informational guide throughout Family Health
unit, and her duties would not have required her to Center to reinforce staff awareness of privacy
access Patient 1's medical record that day" protection compliance.
"HW-2 remains on paid administrative leave - . .
pending a disciplinary  hearing by  Human Additionally, the Family Health Center Medical December
Resources.” Director issued a memorandum to staff and 17,2012
i providers emphasizing the importance of
) | maintaining patient privacy as well as
Health Worker 2's (HW-2) action to access Patientj ioliationsiofaliowimya breach
1's Lite Care Record (LCR) without justification P 9 ’
represents an intentional and malicious breach of
protected health information and a violation of the
Health and Safety Code 1280 15(a}, and is
Event ID:0J8011 9/25/2014 3:14:37PM
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The FHC leadership, in collaboration with the | August 28,
therefore subject to the applicable Administrative SFGH Privacy Officer, conducted a case 2014
Penalty. review with the FHC provider and nursing staff
to reinforce employee legal responsibility to
Health and Safety Cade 1280.15 (b)(2) protect. the conFldentlallty of patient protected
" A clinic, health facility, agency. or hospice shall health information (PHI).
also report any unlawful or unauthorized access to,
or use or disclosure of, a patient's medical The SFGH Privacy Committee reports Ongoing
information to the affected patient or the patient's civaly relatetlisshaive, e
representative at the last known address, no later P y ) u 9P . y ;
than five business days safler the unlawiul or and staff education around privacy to hospital
unauthorized access, use, of disclosure has been leadership at hospital Quality Council.
detected by the clinic, health facility, agency, or
Ly Monitoring:
The SFGH Privacy Officer and the SFGH Ongoing
The CDPH verified that the facility informed the Privacy Analyst routinely conduct monthly
affected patient(s) or the patient's representative(s) audits of the Lifetime Clinical Record (LCR)
g_’ The u"':’twhm' t‘_" f“"a“e";i""‘;'?df acc:ss, uea or of all employees of the City & County of San
IsCiosure of the patients medqical information. . 0
P Francisco Depariment of Public Health (CCSF
DPH) and of all employees of the University of
The breach was detected on 9/10/12. California, San Francisco (UCSF) who
The facility notified the CDPH L & C District Office received care as patients at the hospital
of the breach on 9/14/12. 7
(emergency department, clinics, acute care,
skilled nursing) to verify if the LCR access was
appropriate.
!
The SFGH Privacy Officer and the SFGH Ongoing
; Privacy Analystroutinely conduct monthly
i audits of the Lifetime Clinical Record (LCR)
! of any patient as requested by managers to
. verify of the LCR access was appropriate
Event 10:0./8011 9/25/2014 3:14:37PM
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(e.g., media high profile cases, VIPs). In
therefore subject to the applicable Administrative addition, if a patient requests with the belief
Penalty. their PHI has been breached, the SFGH
Privacy Officer and the SFGH Privacy Analyst
Health and Safety Cods 1280.15 (b)(2) conducts audits of the.ir Lifetime f.tlfmcal
“ A dlinic, health facility, agency, or hospice shall Record (LCR). Questionable audit results are
also report any unlawful or unauthorized access to, investigated with the manager and employee
or use or disclosure of, a patient's medical and action taken as indicated by the
Information to the affected patient or the patient's inssiiballen
representative at the last known address, no later g 9 '
than five business days after the unlawful or
unauthorized access, use, or disclosure has been The total number of audits conducted per Ongoing
detected by the clinic, health facility, agency, or month average between 25-30/month.
hagpica: Questionable audit results are investigated
with the manager and employee and action
The CDPH verified that the facility informed the taken as indicated by the investigation. Audit
affected patient(s) or the patient's representative(s) results are reported quarterly to the SFGH
of the unlawful or unauihpr\zgd acogss. use or Privacy Committee.
disclosure of the patient's medical information,
The SFGH Privacy Officer presents an annual  Ongoing
The breach was detected on 9/10/12. o report regarding privacy issues to the SFGH
The facility notified the COPH L & C District Office Quality Councifincluding results of the
of the breach on 9/14/12. : o
quarterly audits. In addition, they report any
incidents of non-compliance with DPH and
SFGH privacy policies which occur during the
| year at the next scheduled SFGH Quality
Council, The Quality Council reports annually
i to the Goveming Body Joint Conference
% Committee.
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therefore subject to the applicable Administrative
Penalty.

Health and Safety Code 1280.16 (b)(2)

" A clinic, health faciity, agency, or hospice shall
also report any unlawful or unauthorized access to,
or use or disclosure of, a patients medical
information to the affected patient or the patient's
representative at the last known address, no later
than five business days after the unlawful or
unauthorized access, use, or disclosure has been
detected by the clinic, heslth facility, agency, or
hospice.”

The CDPH verified that the facility informed the
affected patient{(s) or the patient's representative(s)
of the unlawful or unauthorized access, use or
disclosure of the patient's medical information.

The breach was detected on 9/10/12.
The facility notified the CDPH L & C District Office
of the breach on 9/14/12.

Responsible Person(s):
SFGH Privacy Ofticer
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