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UC HIPAA Business Associate Addendum (2/08)

CDPH CMU Bulletin 07-04

University of California (UC) HIPAA Business Associate Addendum (2/08)

	Purpose
	· Announces the availability of the February 2008 version of the California Department of Public Health (CDPH) UC HIPAA Business Associate Addendum.

· Restates the definition of “business associate”.

· Identifies CDPH’s Privacy Officer and Chief Information Security Officer contacts.

· States the requirements for including the (2/08) UC HIPAA Business Associate Addendum exhibit (including Attachment A - Business Associate Data Security Requirements) in future agreements and amendments.

	Effective date
	February 19, 2008 and remains in effect until superseded or cancelled.

	Background
	The CDPH has determined that it is a “hybrid entity” for purposes of application of the standards in the federal regulations entitled "Standards for Privacy of Individually Identifiable Health Information" (Privacy Rule) promulgated pursuant to the requirements of the Administrative Simplification subtitle of the Health Insurance Portability and Accountability Act of 1996 (HIPAA).  The Privacy Rule, which implemented HIPAA, is found at 45 Code of Federal Regulations (CFR) Parts 160 and 164.  The Privacy Rule governs the use and disclosure of protected health information.

Protected health information (PHI) is individually identifiable health information, which includes demographic information and is created or received by a CDPH HIPAA-covered health care component provider or health plan.

Each agreement with a “business associate” must contain the terms specified in the HIPAA Business Associate Addendum requiring the business associate to appropriately safeguard and secure PHI.

Management Memo (MM) 06-12, dated September 1, 2006, reminds agencies to implement an information privacy program to protect personal, sensitive, or confidential information (PSCI) from inappropriate or unauthorized access, use, or disclosure.  MM 06-12 also requires annual education and training of contractors that handle PSCI and certification of training completion.



	HIPAA covered health care components (programs) of CDPH


	As a “hybrid entity” under HIPAA, CDPH must and has designated its “health care component” programs and services, including sub-designation of those components as either HIPAA “health plans” or “providers” (45 CFR. § 164.504(c)(3)(iii).).  As a hybrid entity under HIPAA, CDPH as a whole is considered a HIPAA-covered entity whose business activities include both covered and non-covered functions.  CDPH has designated the following programs within CDPH as HIPAA-covered health care components within CDPH performing covered functions:

1. AIDS Drug Assistance Program (Health Plan)

2. AIDS Medi-Cal Waiver Program (Health Plan)

3. Children’s Treatment Program (Health Plan)

4. Emergency Medical Services Appropriation (Health Plan)

5. Every Woman Counts Program (Health Plan)

6. Family Planning, Access, Care, and Treatment Program

7. Genetic Disease Screening Program (Alpha Feto-Protein Program) (Provider)

8. Prostate Cancer Treatment Program (also known as IMPACT) (Health Plan)

9. Refugee Health Services Program (Health Plan)

10. Therapeutic Monitoring Program (Health Plan)

11. Viral and Rickettsial Disease Laboratory (Provider)

Proposed contractual relationships with entities that perform functions on behalf of the above-listed CDPH HIPAA-covered health care components frequently trigger the requirement that a HIPAA Business Associate Addendum be used in the Agreement (including Attachment A Business Associate Data Security Requirements).
All other CDPH programs not listed above are considered by CDPH to be non-covered components of the Department, performing non-covered functions, and thus not subject to HIPAA regulations.  Nonetheless, there may be rare instances where these programs will need to utilize the UC HIPAA Business Associate Addendum (e.g., if the non-covered program needs to disclose PHI of a covered health care component program that it possesses.)


	

	Agreements impacted by HIPAA requirements

Contact the CDPH Privacy Officer for questions about the applicability of HIPAA requirements to an individual agreement
	Many contractual relationships exist with entities that perform functions on behalf of the Department and its HIPAA-covered health care component providers and health plans.  However, not all contractors/grantees are considered “business associates” covered by HIPAA.  To be a business associate, a contractor/grantee will meet the following criteria:

	
	
	IF this ….
	And this ….
	Or this ….

	
	
	Performs or assists in performing a function or activity that involves the access, use, or disclosure of individually identifiable health information, and
	Performs activities, such as claims processing or administration; data analysis, processing or administration; utilization review; quality assurance; billing benefit management; practice management, and re-pricing on behalf of a CDPH HIPAA-covered health care component provider or health plan, or
	Provides legal, actuarial, accounting, consulting, data aggregation, management, administrative, accreditation, or financial services to or for a CDPH HIPAA-covered health care component provider or health plan.

	
	

	Required action

Future agreements

Drafts in process

Agreements sent for signature

Amendments


	1. New UC agreements (including renewals) with a business associate - Include a revised 2/08 UC HIPAA Business Associate Addendum (including Attachment A Business Associate Data Security Requirements)  A link to the 2/08 UC HIPAA Business Associate Addendum and Attachment A is located in the UC Campus contract model.

2. Draft UC agreements, subject to HIPAA requirements – Include the 2/08 UC HIPAA Addendum (including Attachment A -  Business Associate Data Security Requirements) in all new drafts and previously initiated drafts that have not yet been finalized and sent to the Contractor for signature.

3. Finalized UC agreements, subject to the HIPAA requirements – Final agreements previously sent to the Contractor and/or CDPH CMU for signature that contain the 12/07 or early version of the HIPAA Business Associate Addendum need not be altered to substitute the 2/08 UC HIPAA Business Associate Addendum.

4. Existing executed UC agreements, subject to HIPAA requirements – Do not initiate an amendment to an executed agreement, subject to HIPAA requirements, for the sole purpose of adding the 2/08 UC HIPAA Business Associate Addendum.  However, if a need exists to amend a HIPAA affected agreement effective February 19, 2008 or later for any reason e.g., term extension, funding alteration, etc., Program personnel are to add the 2/08 UC HIPAA Business Associate Addendum to (including Attachment A -  Business Associate Data Security Requirements) the amendment without replacing the former Addendum.  



	Situations NOT impacted by HIPAA

Contact the CDPH Privacy Officer if there is any question about the applicability of HIPAA requirements to an agreement
	The following are not business associates or business associate relationships:

1. When performance does not involve the use or disclosure of individually identifiable health information.

2. Disclosures made solely for research.

3. Medical care providers providing treatment to individuals.

4. Memorandums of Understanding between Department programs (NOTE: Such MOU’s between a CDPH HIPAA-covered health care component and a non-covered part of the Department may require other specialized HIPAA language.  Ask the CDPH Privacy Officer for assistance in making these determinations and drafting language.) 

5. CDPH programs performing enrollment or Medi-Cal eligibility determinations involving DHCS clients.

6. Payment relationships, such as when the Department pays medical providers or other entities for services to departmental clients, when the other entity is providing its own normal services that are not on behalf of the Department.

7. When the only information being disclosed during performance is information that is de-identified or not individually identifiable health information.

8. Grant agreements passing funds to a nonprofit or county agency to provide direct services to the public and billing does not occur on fee-for-service basis.

9. Many state agency and CSU/UC agreements with programs.




	Content of HIPAA Business Associate Addendum
	This is a brief overview of the content of the (2/08) UC HIPAA Addendum.  Read the UC HIPAA Addendum to become familiar with its requirements.  The UC HIPAA Addendum:

1. Establishes the permitted and required uses and disclosures of PHI.

2. Prevents a Contractor from using or further disclosing PHI other than as permitted or required by a departmental agreement, or as required by law.

3. Requires a Contractor to use appropriate safeguards to prevent the use or disclosure of PHI.

4. Requires a Contractor to take steps to ensure the security of computerized data systems to implement numerous information technology safe guards including use of encryption and antivirus software, email security, data destruction, system controls, audit controls, disaster recovery controls, etc. to protect the integrity and confidentiality of PHI.

5. Requires a Contractor to notify the Department immediately of any actual breach of security of computerized data or within 24 hours of any security incident, intrusion, or unauthorized use or disclosure of PHI, or potential loss of data.

6. Requires a Contractor to pass applicable HIPAA requirements on to its agents and/or subcontractors.

7. Requires a Contractor to make its internal practices, books, and records relating to the use and disclosure of PHI available to the Department and to the federal government to determine compliance with the Privacy Rule.

8. Requires a Contractor at termination of an agreement, if feasible, to return or destroy all PHI that it still maintains in any form and prevents a Contractor from keeping copies.  If not feasible, Contractor must continue to protect the PHI.

9. Outlines conditions for agreement termination by the Department, if the Department determines there is a violation of a material term of the HIPAA Addendum.

10. Requires a Contractor to collect signed confidentiality statements from all persons that will work with PHI.

11. Requires a Contractor to conduct a thorough background check of each worker that will access PSCI and evaluate the results to assure that there is no indication that the worker may present a risk for theft of confidential data.  The background check must be conducted before access is permitted.

12. Requires a Contractor to provide annual training on its data privacy and security policies at its own expense, to all employees who use or disclose PHI and to maintain training certifications.




	UC HIPAA Business Associate Addendum modifications 


	A. No changes or modifications (including format and content) are to be made to the UC HIPAA Addendum by Program staff or a Contractor without the express approval of the CDPH Privacy Officer or his/her respective designee (and the CDPH Chief Information Security Officer if proposed modifications concern Attachment A - Business Associate Data Security Requirements which is included in the UC HIPAA BAA exhibit).



	How to access the UC HIPAA Addendum (2/08) 

	A document with a link to the UC HIPAA Business Associate Addendum is located within the UC Campus model or download the exhibit from CDPH’s intranet contract forms site.

	Program responsibilities
	In addition to ensuring the (2/08) UC HIPAA Addendum is attached to applicable agreements at initiation or via amendment, Program staff are to familiarize themselves with the Scope of Work or Statement of Work of each agreement and the contents of the UC HIPAA Addendum to ensure they understand each parties responsibilities and monitor the Contractor’s or Grantee’s compliance to those requirements.  Specifically, Program staff must:

1. Respond to inquiries from Contractors regarding allowable or non-allowable use and disclosure of PHI and other HIPAA Contractor responsibilities, in consultation with house counsel and/or the Department’s Privacy Officer.

2. Review Contractor policies and practices to ensure adequacy of PHI safeguards and for security.

3. Review or request copies of Contractor records detailing the provision of annual information privacy and security training and retention of employee training certifications.

4. If a funding program requires prior approval of subcontracts, ensure adequate HIPAA terms and conditions appear in subcontracts.  Use of the Department’s UC HIPAA Addendum is not required.

5. Report to the Department’s Privacy Officer and the Chief Information Security Officer any unauthorized use or disclosure of PHI by a Contractor as this information becomes available.

6. Provide Contractors with any amended Notice of Privacy Practices adopted by the Department’s HIPAA-covered health care component programs in accordance with 45 CFR 164.520.

7. Provide Contractors with any changes in or revocation of permission by an individual to use or disclose PHI, if such changes affect a Contractor’s permitted or required uses and disclosures.

8. Notify Contractors of any restriction to the use or disclosure of PHI that the Department has agreed to in accordance with 45 CFR 164.522, to the extent that such restriction may affect a Contractor’s use or disclosure of PHI.

9. Not request a Contractor to use or disclose PHI in any manner that would not be permissible under the HIPAA regulations if done by the Department.

10. If there is a complaint or concern about compliance with the UC HIPAA Addendum or during routine audits and inspections if program desires, inspect the Contractor’s facilities, systems, books, and records to monitor compliance with the UC HIPAA Addendum.

11. Collect written evidence regarding the Contractor’s processes and policies for safeguarding PHI.


	Business Associate HIPAA violations
	If Program staff know of a Contractor’s pattern of activity or practice that constitutes a material breach or violation of the UC HIPAA Addendum, staff must:

1. In consultation with the Department’s Privacy Officer and/or Chief Information Security Officer, ensure the Contractor takes reasonable steps to cure the breach or end the violation, including working with and providing consultation to the Contractor;

2. Terminate the contract, if such steps are unsuccessful;

3. If termination is not feasible, report the problem to the U.S. Department of Health and Human Services through the Department’s Privacy Officer.



	Questions
	Contact the CDPH Privacy Officer for questions about:

· The content or interpretations of the UC HIPAA Business Associate Addendum (2/08) and any requests to initiate text addendum alterations and/or substitutions.

· Whether or not a specific contract or service is affected by or subject to HIPAA requirements.

· A Program Contract Manager’s role and responsibilities for HIPAA compliance.



	CDPH Privacy Officer
	Stephen Stuart

Privacy Office, c/o Office of Legal Services

California Department of Public Health

P.O. Box 997377, MS 0505

Sacramento, CA 95899-7377

Email: privacy@cdph.ca.gov
Telephone:  877-421-9634



	
	Contact the CDPH Chief Information Security Officer for questions about:

· The content or interpretations of Attachment A - Business Associate Data Security Requirements, and any requests to initiate text alterations and/or substitutions to Attachment A - Business Associate Data Security Requirements.

· Whether or not a specific contract or service is affected by or subject to the Information Confidentiality and Security Requirements part of the Addendum.

· A Program Contract Manager’s role and responsibilities for compliance with Attachment A - Business Associate Data Security Requirements part of the Addendum.



	CDPH Chief Information Security Officer 
	Jerry Knedel

Information Security Office

P.O. Box 997413, MS 6302

Sacramento, CA 95899-7413

Email:  cdphiso@cdph.ca.gov
Telephone: IT Service Desk


(916) 440-7000 or


       (800) 579-0874
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