Firewall Configuration Worksheet

For the

WIC Information Dissemination Project
Permissions for your Firewall’s Outside Interface 

Source address  
Ports
     Protocol  
   
Application

158.96.1.194

515

TCP
   
LPR (VPS)

158.96.1.194               9100                TCP       
Sockets (VPS) 

169.3.92.175

515

TCP
  
LPR (Citrix)

169.3.92.175

9100

TCP       
Sockets (Citrix) 2
Permissions for your inside Firewall Interface (traffic outbound to HHSDC) 3
Dest Address

Ports
      Protocol  

Application


158.96.3.195

23

TCP

TN3270

158.96.133.131 
23

TCP

TN3270

158.96.172.71

23

TCP

TN3270

158.96.133.143
23

TCP

TN3270

158.96.1.194  

721-731,
UDP

LPR (VPS) 4


 
2000-3000         

169.3.92.175

1604

UDP

Citrix

169.3.92.175

1494

TCP

Citrix 

158.96.1.4

53

UDP

DNS5
158.96.1.5

53

UDP

DNS5
NAT (Network Address Translation) 

· Each printers require a static NAT 
· PCs and thin clients used to connect to the Citrix server and the TN3270 gateway controller may use NAT Overload or PAT (Port Address Translation).

· Printing sessions (VPS and Citrix) are only sessions that will be initiated from within HHSDC.  Otherwise all other sessions will be initiated from host devices located on the Local Agency’s network.
· HHSDC will provide a pool of their public IP addresses for the NAT Pool.
· WIC recommends that the NAT be maintained by the Local Agency.

· If no Internet connection exists, HHSDC will provide DNS services.
� TCP/IP connections initiated from within HHSDC’s network 





� Sockets is only supported by the newer Jet Directs models (e.g. 170x , 300x series).





3 TCP/IP connections initiated from within the Local Agency’s network





4 Response port used to communicate to the mainframe after it initiates the connection using port 515.





5 Only to be used by Local Agencies without DNS services
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