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STATE BREACH NOTIFICATION CHECKLIST
Privacy Office Civil Code Section 1798.29

CONFIDENTIAL

Program: Completed by:

Date Completed:

| INDIVIDUALS AFFECTED | YEs[ ]| no[] [# |

# YES | NO TYPE OF MEDIUM

|
1. | [ | [] | Computerized data (includes e-mails, faxes)
|
2. | [] [ []|Encrypted.

|

# YES | NO DATA ELEMENTS DISCLOSED

- 2. | [ | [ | Social Security Number(s).

|
3| [ [[]|Drierslicense number¢s). |
|
4. | [ | [] | california Identification Card number(s).
|

Account number, credit or debit card number, in combination with any
5. ] [ 1 | required security code, access code, or password that would permit access
to an individual's financial account.

6 ] ] Any information regarding an individual's medical history, mental or physical

’ condition, or medical treatment or diainosis bi a health care Erofessional.

An individual's health insurance policy number or subscriber identification
r ] ] number, any unique identifier used by a health insurer to identify the

' individual, or any information in an individual's application and claims
history, including any appeals records.

8 ] ] A user name or email address, in combination with a password or security
' guestion and answer that would permit access to an online account.
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