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E 000 Initial Comments '

The following reflects the findings of the
Department of,Public Health dUring an
Investigation of an Entity Reported Event

EnUty Reportod Incident Number: CA00228561.

Representing the Department of Public liealth:

'Survey'or 10 # 27611, HFEN.

The Inspeciion was, limited to the specific adverse '
event Investlgated,and does ncr represent the
findings of a fuliinspec:tlon,ofthe feclilty.

Health and Safety Code Section 128o.15(a),
A Clinic, health facility, home health agency, or
hospice licensed, pursuanl.to'5eetion 120<1;
1250, 1,725,' or 1745 shell prevent unlawful or
unauthorized access 10. 'and use or disclosure of,
patients' medical Information, as denned in
sUbdl~lsion (g) of section 56.05 01 the Civil Code
end,consistenlwllh'Seclion 13'0203. The ,
departmen~ after investigation, mey essess an
administrative penalty foi a violation of this
section of up to twenty-five thousand dollars
($25,000)' per patlent whose medlcallnformaUon

,was unlawfully' or without authorization accessed,
used, or disclosed, and up to seventeen
ihoU&llnd five hundred dollars ($17,500) per' '
sUbsaqueril'OCcurrence of unlawrul or ,
unauthorized access, use, or cflSCiosure ofthat
paUents',medlcal information.

E1969 T2201V5 CH1 ART7.70707(d) PaUents' Rights ,

(d) All hospital perSonnel shall observe these
patients' rightS.

EoOO

E1ge9

EOOO
Pl1lparotion andlor execuUon of the Plan of Correction
does nol constitute admission or agreemenl by the
provider 01 the truth of the facls alleged or conclusions
sel forth on the Statemenl of Deficiencies.

This Plan of Correction Is prepared andlor executed
solely based on the provisions of the Health and Safely
Code reqUirements.

I

Correctlon Actlon
E1969. T22Dlv5CH1 A1t7·70707Idl

Patlenl RIghts
Upon noUncaUon on Aprll1:jU' 2010 thora as a paUent
privacy Issue related to pallenl pholograph without

4/13/10
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This Statute 15 not met as evidenced by:
Based on Inlervlew and record review, the facility
failed to ensure Patient1's Mghtlo privacy and '
confidential medical treatment Pa~entl was
admitted to the facility's emergency department
with a severe neckwound. The'!licllity's slaff:
photogrephed the padenfs body ·and distributed .
the photograph without the patient's authorization
andlorc6nsent,The facillty's.unauthorized " .
disclosure of Patient 1'5' medical InlbnnaUon
violated Padent 1's righllo priVacy and .

..confidentlal medical trealment:·" ,

Findings:

On April 22. 2010. ihe Department received a
leUer from tha facility which IndIC:lted that they
had become aware ofa pOsslble violation of
'Health and SafetY Code Section 1280.15"
(uneuthorlzed access to and use of, paUenls'
.medlca/lnformadOni whereby an employi!e took
a photograph of.a lUl~ent's severe neck wound
using a personal cell phone. .

On June 24, 2010, a review ofan 'Admission
Record indicated Pallent1 was admitted to the
facilityon_2010, In crlUcal'condillon. A
review of a Hospital and Nurslng·Cars.FacilitY
Reportdaled_ 201 aat 7:40 a.m., indicated
Patient 1was admitted to the emergenCY'lOom'
with "ex1enshte stab wounds/slash injury" to the
left neck and right jew. The report. fOvealed
Pallenl1's large arre~es of the rieck were
tr.insecled (cut across) and the patient .
exsangulnatod (fatal blood loss).'Acocrdlng to the
Hospirol and Nursing Care FacilitY Report, PaUent
1 was dead on arrival to the emelgency
department The local news media raported on

I PaUenl1's admlsslon'to the faclllly" emergency

LIC8nSlng and C4:r1lfiCMlon Divisron
STATE FORii .'

E1969

-

E1969. Patient R1gbls (con't)

proper consenl an Immedlale InvesUgalion was
inillaled by the Chief Nurse ExecuUve, Human
ResourCQ Diroctor and Privacy Officer alolal of 91
slaff Inlenriews were complete. '

Immediate suspension on April 20" due 10
investigstOl}' discovmy of evenls of 5 employees: 2
reglslered nulSOS (RN), 1emergency department
(ER) tech and 2respiralory therapists (Rn for failure
to oomply with HIPPA and paUoot righls policies and
procedures .Of (he fivo omployoos 1.RN was
terminated on 5·1·10, 1 ER Toch lonninstad 4-3tl-l0
end 2RTwere lerminsled 5-12-10 RT,5-25-10.

M.3Q~11

4/13110

. 4120110

5/1110
5112110
5126/10
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E19S9 ConUnued From page 2 E1969 Policies revisions ImmedJ31eiy approved for use on I 4115/10
April 15" by Ihe Chief ExeouUve Officer. Revised

department the patienrs name and unusual proceduro for coli phones eliminated all use 01
manner of death. . . pemonal cell phones in the ER setting and staff

,
educated on~ure ~s well as memorandum

On June 24.2010. a review oflha facilitY's posted in ER depl effective Immedialely on April
complaint hoWn", call report Indicated on April 13. 1filh and oo-golng.
'2010 at 2:06 p.m., an anonymous call was .
received. According to .the reporlthe anonymous.
caller slated that on April 9, 2010 at
approximately 8 a.m•• an emergency room stall

Imember and a respiratory therapist took
photographs of a deceased person with personal
cell phone cameras.' '. . ... ~." . .

On June 24, 2010 at 12:20 p.m. StaffA, 1I1e'
emergancy'room direCtor; iridicated Pallent 1Was . Re-educaiod all nursing and respIratory staff Al20/10

, adll1 i1led to the r;,cJllty's·amergency room with a WOI1<lng in Ihe ER regarding HIPPA Privacy 4122110
/. severe neck wound., Staff A stated that Slaff C.' . .. Standards and use of collular devices on AjirtI2iJd', 4124110
took a photograph of Patrent1's bOdy using a call 22"', 24mand May filh, 2010 on-going. 515110Iphone camera and <!Islribuled the.photograph to Ongoing
other Individuals. Accortllng to ~taffA. Staff B . Ialso took a photograph of PaUent 1's neck wound

Ra-educated all Departinent Directors on policy and
,

and dislrlbutad the photograph to othar 4127110
indMduals.. procedure lor HiPPA Privacy Stell1dards and Use of 7119110

Collular Devices on April 27", July 1SU, & Ocl2filh 10126110

On.June 24, 2010 at 12:30 p.m., during an 2010 and on-golng Ongoing

IntelVlew Staff D. the director of respimtory I
services. stated that Staff F lent Stall E hi.

,
Re-educated nursing and respiratory staff on use ! 4120110

camera phone. According to Staff D. Staff E used electronlo Devices on April 20th" and ensured each I
1I1e camera phone and took photographs of employee was aware and understood policy and

IPallentl's neck wound. procedures Ihrough competency validation

A review of staff C's wn1jen slatemant'daled April
Inronned Long aeach Flra Chiefon April 20" 2010

I
21, 2010. Indicated she was worklng in the . ..

I Al20110
emergency departmentori_ 2010, when Ihe 5t Mary Medical Center (5MMC) policies and
Patient 1was admitted. According to the' . . procedures on HIPPA Privacy Standards and Use

I., stat"men~Staff C lOok a'photograph of PeUant 01 Elecln:mic Devieos
l's neck wound using her cell phone's camera ,

Iand also saw respiratory staff taking .Iphotographs.
I

Llcen~lno end Conltlcallon Division
STATE FORIol' .... M3Q311 If eonIinUnlIon alIeet 3 or 8
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E1969j Co~nued From page 3

,I A review ot an Employee Co~nseling Report '
daled April 30. 2010, Indicated Staff C took a
pholcgraph of Patient 1 while in the omergency
room without the patient's consent and distributed
the photograph to other individuals. The
Employee Counseling Report disclosed'Staff Cs
acUons violated the paOenrs right to privacy and
the facility's privacy policy by disclosing the
paOen~s modicallnformatioln in an unauthorized
manner.

A ravlew ofan Employea CoUnsaling Report '
daled April 30, '2010;lndlcated that on April 9,
2010, Staff a,received a photograph on her cell
phone of Patient 1and distributed the 'pholOgraph

I
to olher IndividU41ts. The'Employee Counsallng
Report disclosed staff B's actions violatod'the", '

I
,pa~nrs right to privacy and the facility's prtva,:y

polICY by disclosing the paOenrs.medlcal, ", "'. '
I Infonnatloln: In an unauthorlzed mannar. '

A 'review ofan' Investlgatlon d6eument disclosad,
an interview'conducted on May 13, 2010 which
IndlcaledStaff E slated he 'used Staff F's phone
to llike a'photograph of Patient 1; howevor, Staff'
E realized it "was wrong,"

On August 31, 2010;,when,intervieWed at 1.1:55
P:~l.. Staff Hstated U1e employees who took and
'dIstributed photographs of,Patient,1's neck
wound were not involved In Patlentl's care, Staff
Hstated th" individuals did not have a lagltlmale
reason to take and distribute photographs of
Patlent 1's neck wound:'

A reView of a Mandatory Employar Reporting
Fonn daled,May 17, 2010, indicated Staff F took
photographs,of Patlent 1 and Staff F's role In the

", violatlon of the l1aalth InsuranCe Portability and
Accountabilily Act (HIPAA; standards that ensura,

Lk:onslng and Certll1Cl11~on Olvlslon
STATE FORM "

E1969

....

Ro«Iucating SMMC ER Physicians, Nursing and
Respiratory slaff on !reallng patients wllh dignity and
following hospital privacy and HIPPA Cllmpllam:e on
policies Apnl22"' 2011

EducaUon provided to at all modical slaff committees
(0 revIew the policies and procedures ferpalient,
rlghls, HIPPA and Use ofElectronic Devicas and
presenled all medical slaff commilloos: Emargancy
Depanment, Anesthesia, Critical Cars, Surgery,
Medicine, Pediatrics, OBGYN as woll as Medical
Execullve Commillee on Juno 1", 2010 and
apP!'OVed by (he Community Board en Juna, 24~ ."

Monitoring:
Dally walk rounds will be performed by departmonl
director andlerdesignee 10 ensure staff compliance,
with lhe ravlsed policies.
Accountable laaders: eNE. Pnvacy o[floer and/or
designee

All employeos will be reQuired to attend annual
Il3lning and Cllmpelancy validation on Ihe hospital
pcllcy lor HIPPA, patient rights, use 01 ceilular
devIces wiih an emphasis on raporting any varianca
through the cl1ain of command.
Accounlable leaders: CNE. Privacy officer andlor
designee

MaCla11

I

4122110

6/1110
6124110

Ongoing
dolly

Ongoing
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E19B9 Continued From page 4

the privacy a'nd security of health data) was
confirmed. '

A reView of faclilly records, revealed Staff C
signed a "HIPAA'Training Acknowiedgemenr' on
'JanualY 11, 2010, agreeing to "abide bY [Ihe
facility's] privacy and dala".ecurity policies." A

,review of facility recoTdli revealed Staff esigned ,
a'"Privacy and Data Security Training , '
Acknowledgement" ,on April 22, 2010, agreeing
to ~abide by [the faolllty's1,privacy and data
security poIlcles." _

On June 24, 2010 at 1:50 p.m:, during an
Interview, StaffG stated a patienrs consent was ,
,required10 photograph a patienrs body. StSff G

I
stated that the four (4) stalf invol~!1ln the "
unauthorized photoQraphy, of Patient1's body.
were termlnaled from employment' '

j A 'review of ihe ta'ci;ity'S ~OllCY ~nd procedure '
UtIi!d, "Internal ,Use of EleclronicDevices (Coli ,
Phones MP3 Players etc.)" dated March 2008,: ,
stipulated staffw~ere prohibited from the use of
cell phone In all patient care aress. The facility's
policy and procedure tilled, "Authorization and
Consent to Photograph' and Publication" dated ,
March 2003, Indicated the facility required a
patlenr. (or psllenrs representative) written
,consent to, photograph a patient's body. However,
two facility start memba"" Staff Cand Staff E, '
pl)otc9raphed ~aUent1's body w1lhout the
pallenrs or patienrs represenlaUve's written
consent

The faoility violated the patienrs 'right to privacy
, by falling 10,comply with ils "AUthorization and
Consent to Photograph and Publication" policy.
The faolllty's staff failed 10 abidElby the policy by
photographing PaUent1'. body wilhout consent

, '

E1969 OU~rlerly audits by dedicated eNE, Privacy Officer )
and/or dosignee will be conducted to assess staff \
knowledgo of the HIPPA Privacy Standards, Palient
rights and Usa or Electronic Oevlees Policy and
Procedure In the affoclod areas, Ouarterty report will
be Incorporated Safely Commll\ae to ensure
compliance thai will be reportsd 10 tho Community
Board. Enforcemenl or sanClions regarding staff
failure to follow policy,will be Immediatoly acted ,
upon In accordance with 51. Mal)' Modical Cenler
policy and pllla!dures,
Accountable loeders: CNE. Privacy officer, and/or
designee

Ongoing
Quurtorfy

UCQnalng and CortIficalian DJvhilQlJ

STATepORM M3Q311
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E1969 Continued From page 5

and by the dls«losure and distribution of
conndential health InformaUon In an unauthorized·
manner.

Based on the Findings, the facility railed to
prevent unlawful or unauthorized acess 1o, and
Uge or disclosure of, patients' medlcallnfonnatlon
In violation of Health·and Safety Code seCllon

: 1280.15, sudivlslon (a).
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