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Innttial Cammenta

The follawing reflects the findings of the
Department of Public Health during an
Investjgation of an Entity Reported Event.

Entity Rapqnod Inciﬁant Numbear CADDZZBSG"L .

Representlng the Department of Public Health:

- Surveyar D # 27811 HFEN

The Inspectmn was. ltmited to the spemf ic advarsa .

aventinvestigated and does not represent the -
findings of a {ull inspection of the faciity,

Health and Safety Code Section 1280.15(a)-

A clini¢, health facility, home health agency, or
hosplee licensed. pursuzant to Section 1204,
1250, 1728, or 1745 shall prevent unlawful or
unauthorized access to, and use or disclosura of,
patlents' medical Information, as defined in

subdivision (g) of Section 56.05 of the Civil Code

and consistant with Section 130203. The

department, after investigation, may assess an o

administrative penally for a violation of this
séction of up to twenty-five thousand dollars
($25,000) per patient whosa medical Information

‘was unlawfully or without authorization aceessed,

used, or disclosed, and up to saventsen
thousnd five hundred dollars ($17,500) per |
subsequentocourrense of unlawful or .
unauthorized access, use, or disclostre afthat
patients' medical mfarmatlnn

T22 DIVS CH1 ART?-TO?O?(d) Pallenls nghls

1 {d) AII hospital persannel shall observe thase

patiants’ righls.

E 000

E1969

E000 ;

Proparation andfor execullon of the Plan of Correcilon
does nol constilule admission or agreetnent by the
provides of the truth of lhe {acls alleged or concluslons
set forth on the Statemaonl of Deficiencies.

This Plan af Correclion Is preparod andior exacuted
solely hased on the provisions of the Heal!h and Safely
Code requiremants,

Coﬁecﬂnn A!I:ﬁon
E1969. T2DIVSCRT Art?-70707(d)

Patlent Rights
Upon notification on Aprll 130 2010 thers as a patient 41310
privacy Issue related to patient pholograph without '

mORATURY DIRECTOR'S UR'P&NDER!HUPPLIE#REPRESENTAWE’S SIGNATURE
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This Statute is not met a3 avidencad by:

Based on Inlerview and record review, the facility
failed to ensure Patient 1's right to privacy and -
confidential madical freatment. Patient 1 was
admitted to the facility's emergency department
with a severe neck wound. The facility's stalf,
photographed the patient’s body and distributed |

the pholograph without the patient's authoﬁzahon .

and/or consant. The facllity’s uhauthorized
disclosure of Patient 1's' medical Information
vialated Patlent 1's right to- prlvacy and

.confidential medicai treatmem

' Findings:

On April 22, 2010, the Department recalved a -
iotter from the facillty which Indicated ﬂmt they
had become aware of a possible violation of
*Health and Safety Cods Saction 1280.15"

{unauthorized access to and use of, patients’
madical Inrormalion] wherebyan employea took . -

a photograph of a patienl's severe neck wound
uslng a pemonal oell phone. '

On June 24, 2010, a review of an Admission
Record indicated Patlent 1 was admitted to tha
facility onfJllll 2010, In criical condition. A
reviaw of a Hospital and Nursing-Care.Facility
Repert datodlJl 2010 at 7:40 a.m., indicated
Patlent 1 was admitted to the emergency roem- -
with "extansive stab wounds/slash injury” to the
left neck and right jaw. The report revealed
Patient 1's large arteries of the neck were
transected (cut acrass) and the patient
axsangulnatad {fatal blood loss). Acmrdlng to the
Haspital and Nursmg Cara Fagility Report, Patient
1 was dead on arrival to the emengency
depantment. The local news media reportzd on

Patlent 1's admissian’to tha faclllty's emargency '

“proper consent an immediale Investigation was
initiated by the Chief Nurse Execulive, Human
Resourca Diroctor and Privacy Officor a lotal of 91
staff interviews were complele,

Immediate suspension on Apill 20 due lo
investigatory discovery of evanls of § employeas: 2
registered nurses (RNJ, 1 emargency depariment
{ER} tech and 2 respiratory therapists (RT} for failure
{n compty wilth HIFPA and pationt righls policios and
precedures .Of the fivo omployoes 1, RN was
lerminated on 5-1-10, 1 ER Toch lorminated 4-30-10
and 2 RT were terminaled 5-12-10 RT, §-26-10.

41310
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depariment, the patisnt's name and unsual
manner ofdeath.

On Juna 24, 2010, a review of tha facility's
complaint hotling call report indicated on April 13,

2010 at 208 p.m., an ananymous call was
received. Accnrding to the report, the anonymous,

caller statad that on April 8, 2010 at
apprommalaly §a.m., an emergency reom staff
mamber and a respiratory therapist took

photagraphs of a decaased person with personal A

cell phone cameras. ...

On Junez4 201Dat12.20pm Slaff A, the:

emergency room director, indicated Patient 1 was

admitted W the Racllity's-emergency room witha

‘gevere neck wound,: Staff A stated that Staff C .-

tack a photograph of Patient 1's body using a cell
phone camera and distribuled the photograph to
other Individuals. According to Staff A, Staff B
also ok a photagraph of Patisnt 1's neck wound
and distributed the photagraph to other
indlividuals. . . .

OnJune 24, 2010 at 12:30 p.m., dLiring an
Interview Staff D, the director of respirataty
services, stated that Staff F lant Staff € his
camera phone. According to Staff D, Staff E used
the camera phane and took pholographs of
Patient 1's neck wound,

A review of Staff C's written statement dated April

21, 2010, Indicated she was worklng in the
emergency department on 2010, when
Patient 1 was admitted, According to the:

| staterment, Staff C tnok a photograph of Patlent

1's nack waund using her cell phona’s camera
and also saw respiratory staff taking
bhatngraphs. _

April 15% by tha Chlef Execuilve Officer. Revised
procedura for coll phones eliminaied all use of
persanal ezl phones In the ER selting and staff
educated en procedure a3 well as memorandum
posted In ER dept. effective Immediately on April
15 and an-galng.

Re-educaled all nursing and respiratary staff 4200
working in the ER regarding HIPPA Privacy 422110
Standards and uss of collular devices on Aprit 209, 412410
2209, 24t and May 5%, 2010 on-going. S5Ma
S : Ongoing
Re-educated all Depariment Directors on policy and 412710
procadure for HIPFA Privacy Standards and Useof | - 7THAMO
Collutar Devices on Apil 275, July 19 & Oct 26 1012610
2010 and on-golng Ongoing
Re-educated nursing and raspiratory staff on use 4120110
electronie Devices on Aprl 20th™ and ensured each
employee was aware and understood policy and
procedures through competency validation
Informed Long Baach Fira Chlef on Aprdl 20 2010 4120/10

the St Mary Medical Center (SMMC) pallcles and
pracedutes on HIFPA Privacy Slandards and Use
of Eleciranic Devicas
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.| Areview of an Employee Counseling Report Ro-cducating SMMC ER Physlclans, Nursing and 42210
dated April 30, 2010, Indicated Staff C took a Rospiratory slaff on treaung patlents wih dignlly and
photograph of Patient 1 while in the ememency following hosp#al privacy and HIPPA mmpllance on
room withaut the patient's consent and distributed palicios Aprit 22 2011
the photegraph to other individuals. The . |
Empioyee Counsaling Raport disclosed Staff C's Education prowd.e'd toat all modical staff con_mut{e 61110
actions violated the patlent's right to privacy and ~ lareview the palicies and procadu!es for patient. 6124110
the faclilty's privacy peliey by disclosingthe - fights, HIPPA and Use of EIDCU’DI_]IC Devices and
patients medical informatioin in an unauthorized presented alf medicaf staff commitioas: Emergency
manner. Departmend, Anesthesfa, Critical Care, Surgery,

} Medlcine, Pedlatrics, OBGYN a3 woll as Medical
A rewaw of an Employee CQunseIing Report ' E;ﬂ; m gﬁ;ﬂ?"gﬁﬁ;gﬁgﬁ 24n
daled April 30, 2010, indicated that on Apri 9, y nER
2010, Staff B received a phatograph on her cell - ’
phone of Patlent 1 and distributed thé photograph
to other Individuats, The Employee Counsaling
Report disclosed Staff B's actions violated the, -
patient's right to privacy and the facility's privaw
palicy by disclosing the patient's medical. .
Informatioly In an unauthorized manner.
A review of an investigation document disclosed.
an interview conducted on May 13, 2010 which
indicated Staff E stated he used Staff F's phone
to take & photograph of Patient 1; hawaver, Stalf-
el s Dty walsounds will b perormer by dogartmnl | Ongol
ally walk rounds wli be perigmea & ITIan ngoin
On August 31, 2010, when mtervfewad at1y 55 dlregtor and/or designee 1% ensure s!a,;f coprralpllanoa dgily "
p.m., Staff H stated the emplayees who took and with the revised pallcles,
distributad photographs of Petlent 1's rieck Accountable leaders: CNE. Privacy officef andier
wound ware not nvolvad in Patient 1's cara, Staff dosignea
H stated the individuals did not hava a legitimals - ‘
reason ta teke and digtribute photographs uf All employeos will be required fo attend annual Ongolng
Patient 1's neck waund,” tralning and compatency validalion on tha hospital
T , palley far HIFFA, patient rights, use of cellular
A review of a Mandatory Employér Reporting . devices wilh 2n antphasis on raporting any variance
Form daled May 17, 2010, indlcated Staff F took thraugh the chain of command.
photographs-of Patlent 1 and Staff F's rola In the Accountable leaders: CNE. Privacy officer and/or
violation of the Health Insurance Portability and designee
Accountability Act (HIPAA; standards that ensure. - '
Licansing and Certification Division
STATE FORM ' if cortinuatlon sheat 4 of 6
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the privacy and security of health data) was
conflrmed.

A review of facllity recards. revealed Staff C
signed a "HIPAA Training Acknowledgement” on

January 11, 2010, agreeing to "abida by [the

facility's] privacy and data security policies." A

. raview of facllity records ravealed Staff € signed . -

a“Privacy and Data Security Training o
Acknowiedgsment® an April 22, 2010, agreeing
to “abide by [the Facliity's]. privagy and data
securlly paliclas.” .

On June 24, 2010 at 1:50 p.m,, dunng an
Interview, Staff G stated a patient's consent was |

-reqtilred 1o photograph a patient's body. Staff G

stated that the four (4) staff involved inthe | |
unauthonzed photography, of Panent 1's bady,
were tarminated I'mm employmant.

A revlaw of the fammy's policy and procedure
titled, *Internal Use of Electranlc Devicas (Cell .
Phones MP3 Playars etc.)* dated March 2008,
stipulated staff wheré prohibited from the use of
cell phone I all patient care areas. The facility's
palicy and procedure titled, *Autharization and

+ Consent to Photograph and Publication® dated |

March 2003, Indicated tha facility required a
patlent's (or patient's representative) written . .
consent to photograph a patient's body. However,
two facility staff members, Staff C and Staff £, .
photographed Patient 1's body without the '
patlent's or patlenl‘s represeniative’s wrmen
consent. .

The fac:m.y violated the pahenl‘s nght fo privacy
by fatiing to comply with its "Authorlzation and
Consent to Photograph and Publication™ polley.
The facility's staff falled to abida-by the polley by

' pholographlng Patlent 1's body wilhout cansent

E1969

Quarterly audits by dedicaled CNE, Privacy Officar Qngoing
andlor dosignae wilt be conducied 16 assess staff Quarierly
knowdadge of the HIPPA Privacy Standards, Patient
fight and Use of Electronic Deviees Poliay and
Procedurain the affocted greas. Quarterly repor will
be Incorporated Safaty Commiltes 1o ensure
compliance that will ba reporiad 10 tho Community -
Board. Enforcement of sanclions regarding slaff
failure to follow policy will be Immediatoly acted
upon in accordance with St, Mary Madical Cenler
policy and procedures,

Accounlable lzaders: CNE, Privacy officer and/or
designas

Lcamsing and Certificatian Division
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and by the disclosure and distribution of
canfidential health information In an unautharlzed
mannar, '
Based on tha Flndings, the facillty falled to
. prevent unlawful or unauthorized acess to, and
use or disclosure of, patlants’ medical Information
in violation of Health and Safaty Code section
1280.15, sudivision (a).
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