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The following reflects the findings of the Depariment
of Public Health during a2 complaint/breach event
visit:
Camplaint Intake Number;
CA00192541 - Substantiated
Representing the Department of Public Health:
Andrea Patten, Iealth Facilities Evaluater Nurse-
The inspection was limited to the specific facillty
event investigated and does not represent the
findings of a full inspection of the facility,
Health and Safety Code Section 1280.15(a) A
clinic,—heaith—facility, —home —heaith agency, or
hospice licensed pursuant to Section 1204, 1250,
1726, or 1745shall  prevent unlawful or
unauthorized access to, and use or disclosure of,
patients' medical information, as defined in
subdivision (g) of Section 56.05of the Civii Code
and consistent with Section 130203, The
department, after investigation, may assess an
administrative penalty for a violation of this section
of up to twenty-five thousand dollars ($25,000) per
patient whose medical information was unfawfully
or withaut authorization accessed, used, or
disclosed, and up lo seventeen thousand five
hundred  dollars  ($17,500) per subseguent
occurrence  of unlawful or unauthorized access,
use, or disclosure of that patients' medical
information,
Penalty Number: 110007728
A 017  1280.15(a) Health & Safety Code 1280
vent ID:CCJZ11 11612011 12:00:08PM
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Cantinued From page 1

(@ A clinic, health facility, home health agency, or
hosplce licensed pursuant to Section 1204, 1250,
1725, or 1745 shall prevent unlawful or unauthorized
access to, and use or disclosure of, patients'
medical information, as defined in subdivision (g) of
Section 56.05 of the Civil Code and consistent with
Section 130203. The department, after
investigation, may assess an adminizirative penalty
for a violatlon of this section of up to twenty-five
thousand dollars ($25,000) per patient whose
medical Information was unlawfully or without
authorization accessed, used, or disclosed, and up
to seventeen thousand five hundred dollars
($17,500) per subsequent occurrence of unlawful or
unauthorized access, use, or disclosure of that
patients' medical information. For purposes of the
investigation, the department shall consider the
clinic's, health facility's, agency's, or hospice’s
history of compliance with this section and other
related stote and federal statutes and regulations,
the extent to which the facility detected violations
and took preventative action to immediately correct
end prevent past violations from recurring, and
factors outside its control that restricted the
facility's ability to comply with this section. The
department shall have full discretion to consider all
factors when determining the amount of an
administrative penalty pursuant to this section.

Based on staff interview, record review, and policy
and procaedure (P&P) review, the facility felled to
ensure that Licensed Staff B's confidential medical
record remained protected from unauthorized review
by others, when Licensed Staff A accessed

L
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‘A was found looking up the lzboratory results of

Continued From page 2

Licensed Staff B's medical information
electronically and without authorization. The facility
violated Health and Safety Code 1280.15 because it
faled to prevent the unlawfl or unauthorized
accass to a patient's medical information.

Findings:

On 8/26/09, review of the form ftitled, “Intake
Information,” recelved via facsimile by the Califomia
Department of Public Health (CDPH) on 6/19/09 at
511 p.m,, indicated that on 6/15/09, Licensed Staff

Licensed StaffB.

On B/26/08 at 12:35p.m., during interview and
concurrent record review, Administrative  Staff M
stated Licensed Staff B e-mailed her regarding the
breach. Review of the e-mail correspandence,
dated 6/18/09 at 11:07 am., showed that Licensed
Staff B documented that she had a potassium level
drawn approximately 5:30am. on 6/15/09 and at
approximately 6:45a.m., found Licensed Staff A
fooking up the results of the laboratory test at the
nurse's station where the two employees worked.
The document showed that since the incident,
Licensed Staff B waz "scared.to death” that
Licensed Staff A had such easy access to her
private medical record. The e-msil correspondence
showed that, as a result, to protect her privacy,
Licensed Staff B was considerng obtaining a
medical provider in a city approximately one hour's
drive away, despite contentment with established
care pravided by a local physician. In the e-mail,
Licensed Staff B documented that Licensed Staff A
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Continued From page 3

was not authorized and did not have her permission

to look at the medical record and documented that

Licensed Staff A was not a friend, simply a
co-warker.

On 8/26/09 at 2:50 p.m., Administrative Staf N
referred to the facsimile transmittal received by
CDPH on 61909, and stated that per the
facsimile, Licensed Staff A knew that she should
not have accessed Licensed Staff B's confidential
medical information.

Recard review, on B8/26/09, included an
acknowledgement - farm- signed—by—Licensed— Staff A
on 8/19/08. The form dogumented that the lleenzed
staf understood that the general acute care
hospltal's (GACH) e-mail system was to be used
for econducting the company's business only, that
usze of the computer for private purposes was
stricily prohibited, and that Licensed Staff A agreed
not o access a file or retrieve any stored
communication other than when authorized.

Record review included a record of Licensed Staff
A's  computer inquiry into Licensed Staff B's
confidential Information on 6/15/09 at 6:45a.m. and
6:48 am.

On 8/28/09 at 2:55p.m., Administrative Staff M
stated that Licansed Staff A had previously been
counseled for another confidential information
breach incident,

Puring interview of Licensed Staff B, on 8/26/00 at
3:30 p.m., Licensed Staff B stated that an 6/15/09,

Event |ID:CCIZ11 1/8/2011 12:00:08FM
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Any deficiency statement ending with an asterlsk (") denoles a deficiancy which the institution may ba excused from carracting providing it is determined
that ather safeguards pravide suMicient protection ta the patients, Except for nursing harmes, the findings above are disciossble 80 days fullowing the date
of survey whether or riot a plan of cormction |s provided. For nursing homes, the above findings and plans of correction ara disclosable 14 days following

the date thess documents are made available to the facility, If deficiencies are cltad, an appravedq pian of correctian is requiglte to continued program
participation.
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Continued From page 4
she observed Licensed Staff A with multiple Followimg nav@cation ol
windows opened on a computer which displayed 5
Licensed Staff B's narme and medieal information, e reech Ao OV
including the laboratery test from thal morning.
Licensed Staff B ststed Licensed Staff A did not S L LU
have her authorization to review Licensed Staff B's i\
private medical information,  Licensed Staff B ComaSucke A \}_\ ooy
stated she was in ‘'total shock" and was
"spefechless," Licensed Staff B stated she was Rt Diceckoe o
afraid of Licensed Staff A, who, despite no longer ?
being employed by the GACH, had subseguently .
: N, CRi
contacted other GACH employees to tell them that Q‘“‘l\"\"’\ Pamior <
she plannad to return to the facility. Licensed A
Staff B stated, "I'm scared...Ilt hurts me too." Riede. Mas ‘Q'Sl" et
On B/26/08at 7:20p.m., Licensed Staff C stated Licensed Sl &
that she had also witnessed Licensed Staff A &
reviewing Licensed Staff B's confidential medical WA fourd o e i
informatior on the morning of 6/15/09. . .
Mooy SR TACTHV
On 8/26/09, review of the "[GACH] Corporate . ,
Compliance Policy and Procedure PQ\\Q% QO 200 % Wed
Statemert.. Notice of Privacy Practices/Disclosure g, . W s "
of Protecled Health Information” showed that it C.thwde_ﬁ\ﬁqh\ \\r\‘.
was the policy of the GACH to remain in .
compliance with all legal requirements as specified Vicerneed Sl N uxos
by the Health Insurance Portability and
Accountability Act (HIPAA) regulations and other FreErvamate d Qe \a\\%\@:\ \a\\%\(ﬂ
privacy laws which prohibit unauthorized access to
protected, private medical information. Qg e \Qw\%\—
Review, on 8/26/09, of the P&P, "Confidentiality of vordng OF cor Cociivg,
Patient, Employee and Orgamizational Information, " % \f
Administration section, number 509, and signed by PN SMCOW exodh
. ' Qle,
Licensed Staff A on 8/11/08, showed that it was the
Event ID:CCJ211 1/8/2011 12:00:08PM
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Contlnued From page 5
duty of every GACH employee to protect e ACE D O N sl
confidential  information, including  personal \S
employes records. The P&F showed it was the CorfidecRalny \awe of
legal and ethical responsibility to protect the \\’
privacy of everyone who used the GACH's services. OTerral “\ve auewal
=ty
\.\Q.Cu—\‘:s X Ve \deee o
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